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ABSTRACT

This paper studies compliance-aware data minimization for ma-
chine learning training. We formulate the problem as deriving a
minimized dataset that reduces residual privacy risk while pre-
serving model utility within a specified tolerance, and show that
the problem is NP-complete. To address the challenge, we propose
TRIM, a framework that jointly optimizes vertical and horizontal
minimization. The key idea is a novel retention view: starting from a
fully suppressed dataset, TRIM progressively restores information
by attribute refinement and retention-class inclusion. Guided by a
ratio-marginal objective, TRIM explicitly balances utility recovery
against privacy leakage. To efficiently evaluate candidate opera-
tions, TRIM employs a two-stage utility estimator, avoiding retrain-
ing the target model. We prove a bounded approximation guarantee
and generate auditable records for DPIA compliance. Using real-
world datasets, we experimentally show that TRIM reduces utility
degradation by 84.9% over the best baselines at matched privacy
level, scales to million-row data, and supports DPIA compliance.
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1 INTRODUCTION

Modern machine learning (ML) models are routinely trained on
datasets containing rich personal information [52]. Such informa-
tion may be disclosed through released data, e.g., via data recon-
struction [23], attribute-inference attacks [25], or leaked by trained
models [28, 30], e.g., through memorization [12]. Thus, minimiz-
ing unnecessary personal data in training datasets is essential for
reducing privacy risk and limiting potential disclosure.

Prior approaches typically perform either vertical minimization,
which removes or generalizes attributes [21, 50], or horizontal min-
imization, which removes records through sampling, coresets, or
record selection [35, 38, 39, 43, 45, 57]. Neither is sufficient alone:
at a given utility tolerance, vertical methods may leave sensitive at-
tributes insufficiently generalized and retain low-utility records that
increase re-identification risk, whereas horizontal methods may
preserve highly identifying attribute combinations in the dataset.
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Table 1: Illustrative records adapted from the Diabetes dataset [51].

tuple age’ diagnosis’ #meds readmits)
t 79 410.41 (Ischemic / Heart attack) 18 Yes
ty 72 414.01 (Ischemic / Atherosclerosis) 15 No
t3 86 428.00 (Other heart/ Heart failure) 21 Yes
ty 82  402.00 (Hypertensive / Heart disease) 9 No
ts 88 410.41 (Other heart / Arrhythmia) 20 Yes

Vertical minimization via coarsening (age—decade, diagnosis—ICD-9 family):
t1, t — (70s, Ischemic), 3, t5 — (80s, Other heart) become alike;
yet t4 — (80s, Hypertensive) remains uniquely identifiable
Horizontal minimization via deletion (e.g., keep t1, to, t3): each kept record is unique

Example 1: Table 1 shows medical records adapted from the
(130-US Hospitals) Diabetes dataset [51] for training a 30-day
readmission classifier. An adversary who knows a patient’s age and
diagnosis can pinpoint that patient’s record, as no two records
share the same pair. Every patient is thus directly identifiable, and
the model may memorize these one-of-a-kind patterns.

Vertical minimization coarsens attributes, e.g., age to decades and
diagnosis to ICD-9 families, which leaves t; and t; indistinguish-
able, as well as t3 and ts. Yet t4, the only patient with a hypertensive
disease, is still unique; hiding it needs the far coarser circulatory
disease level, which blurs every other record with the same value
and hurts the classifier utility. Horizontal minimization fares no
better: deleting records leaves whoever is kept just as identifiable. O

Effective training-data minimization must therefore jointly de-
termine (a) which records to retain and (b) at what level of detail
their attributes should be represented. This raises a key question:
what constitutes a “good” minimized training dataset?

Practical training-data minimization should satisfy three require-
ments: (1) utility preservation, maintaining the utility required by
the target ML task; (2) privacy minimization, minimizing the re-
maining risk of re-identification; and (3) decision accountability, pro-
viding auditable justifications for each retained attribute or record.

These requirements closely align with Data Protection Impact
Assessments (DPIAs) under regulations such as the GDPR [20]. A
DPIA requires that the personal data used for a given processing
activity is necessary for its intended purpose, that the resulting
privacy risks are proportionate to the expected benefits, and that the
rationale behind data-retention decisions is properly documented.

These requirements raise three challenges: (1) jointly optimizing
privacy risk and model utility; (2) efficiently estimating utility over
a large space of record-retention and attribute-generalization de-
cisions without repeated retraining; and (3) making minimization
decisions transparent and auditable for regulatory and DPIA review.
These call for an efficient, privacy-aware, and auditable framework.

Contributions & Organization. To address these challenges, we
develop TRIM, a compliance-aware TRalning data Minimization
framework that jointly optimizes privacy and utility, and produces
auditable retention decisions for DPIA-oriented review.

(1) Compliance-aware training-data minimization (Section 3). We
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formulate training-data minimization as an optimization problem
that minimizes privacy risk with a utility guarantee. Given a model
M and relational dataset D, it aims to derive a minimized dataset
Dy that minimizes information leakage while preserving M’s util-
ity within a tolerance e. We show that the problem is NP-complete.

(2) Retention-view optimization (Section 4). We present TRIM, our
framework that jointly integrates vertical and horizontal minimiza-
tion. It proposes a retention view: starting from a fully suppressed
dataset, TRIM progressively restores information via attribute
refinement and retention-class inclusion. This enables a ratio-
marginal optimization strategy that prioritizes the operation with
the largest utility gain per unit privacy risk, explicitly balancing util-
ity and privacy while offering a provable approximation guarantee.

(3) Provable and auditable minimization (Sections 5-6). Section 5

develops the retention-based search space of TRIM, which unifies
horizontal and vertical minimization through two novel operation
families: retention-class inclusion and attribute refinement. This
search space is bounded, semantically meaningful, and auditable.

Section 6 develops the evaluation and selection core. TRIM quan-
tifies residual privacy risk, i.e., the remaining re-identification expo-
sure after minimization, and balances it against model utility using
ratio-marginal optimization. To avoid repeatedly retraining the
target model, TRIM further introduces a two-stage utility estimator
for ranking and certifying candidate operations.

Together, these components yield a bounded approximation guar-
antee and auditable records that justify every retention decision.

(4) Experimental study (Section 7). Using real-world and synthetic

datasets, we evaluate TRIM’s effectiveness, efficiency, robustness,
and auditability: TRIM (a) improves the privacy-utility frontier, re-
ducing utility degradation by up to 84.9% over the best baselines at
matched privacy, with consistent gains in tail risk and across down-
stream models; (b) is 1.66-28.82X faster than baselines that retrain
the model and scales sublinearly to one million rows; (c) produces
auditable DPIA traces, with stable default hyperparameters; and
(d) derives its gains from joint horizontal-vertical minimization,
ratio-marginal selection, and two-stage utility estimation.

We discuss related work in Section 2 and summarize the novelty
of the work in Section 8. We defer detailed proofs to [1].

VLDB relevance. Training-data minimization builds a task-specific
retained view of a relational dataset by jointly selecting tuples and
controlling attribute granularity. It requires efficient search over
data transformations, evaluation of candidate views under privacy-
utility constraints, and provenance tracking for audit. These are core
challenges in privacy-aware and accountable data management.

2 BACKGROUND AND RELATED WORK

This section outlines regulatory concepts relevant to data minimiza-
tion and reviews existing techniques that are potentially applicable.

Key concepts. We start with relevant regulatory concepts.

Personal data. Under modern privacy regulations, personal data
refers to any information relating to an identified or identifiable nat-
ural person. This includes both direct identifiers (e.g., names or IDs)
and quasi-identifiers (QIs) (e.g., demographic attributes or locations)
whose combinations may enable re-identification. Consequently,

Table 2: Training-data minimization methods (2: partial).

Method Hor. Ver. Explicit Risk Utility Constraint Auditable
Horizontal minimization v X X X X
Vertical minimization X v S X v
Feature selection X v X X v
Differential privacy A A v X X
Dataset distillation A X X X
TRIM v / v v v

both features and labels in ML training datasets may constitute
personal data, even after direct identifiers have been removed.

DPIAs. A Data Protection Impact Assessment (DPIA) is an ex ante
assessment process for high-risk processing of personal data [20]. It
requires organizations to justify the necessity and proportionality
of their use of personal data and to document the resulting privacy
risks and mitigation measures (see Section 1 for the requirements).
In this paper, training-data minimization is treated as a practical
mechanism for supporting these DPIA obligations.

Example 2: Continuing with Example 1, a DPIA for the 30-day

readmission classifier must produce three artifacts.

o A necessity-and-proportionality record. For every retained at-
tribute (e.g., age, diagnosis) and every retained tuple in Table 1,
the controller must justify the necessity, i.e., why the chosen
granularity is the least intrusive form that remains adequate.

o A quantified residual-risk evaluation. The DPIA must report a
quantitative measure of re-identification risk for the retained
dataset (e.g., the singling-out probability for tuples such as t4),
not merely a qualitative claim that risk is “low”.

o An auditable mitigation log. The DPIA must also record each
minimization decision with its utility impact and privacy-risk
change to support independent review of the final dataset. O

Datasets. Consider a relational dataset D over schema R = {Rx }le.

For ML training, we assume w.Lo.g. that R contains a single relation

R. We treat all personal-data attributes of R as QIs, with direct

identifiers removed before minimization. Let A = {A;,..., A} C

attr(R) be the QIs. For each tuple t; € D, A(t;) is the QI record

associated with person i in population 7.

Data minimization. Article 5(1)(c) of the GDPR [20] requires per-
sonal data to be limited to what is necessary for a specified purpose.
For ML pipelines, this means deriving a minimized training dataset
that preserves the required model utility while reducing the amount
and granularity of retained personal data. We model minimization
as a sequence of minimization operations on D, in two categories:
o Horizontal minimization, which reduces the set of retained
records by removing tuples not required for the target utility;
o Vertical minimization, which reduces the amount of information
retained per record by removing attributes or replacing fine-
grained values with coarser generalizations.

It aims to identify a minimized dataset that balances utility and pri-

vacy risk while providing auditable justifications for retained data.

Related work. Existing approaches reduce training data by hori-
zontal minimization, vertical minimization, feature selection, dif-
ferential privacy, and dataset distillation, as summarized in Table 2.

Data minimization for ML pipelines. Previous approaches typically

focus on either horizontal or vertical minimization. Horizontal ap-



proaches [9, 21, 26, 38, 45, 48] often adopt sampling or coreset selec-
tion, but may leave highly identifying attributes intact and provide
limited support for auditability. Vertical approaches [21, 33, 46, 50]
typically optimize heuristic privacy-utility objectives. Across both
categories, privacy risk and model utility are rarely enforced jointly
through explicit objectives and constraints (see Example 1).

In contrast, TRIM (1) minimizes an explicit privacy-risk objective
subject to a utility guarantee, (2) combines horizontal and vertical
minimization, (3) efficiently estimates the utility impact of candidate
operations without repeated retraining, and (4) provides auditable
justifications for data-retention decisions.

Training data reduction. Several related techniques can reduce train-
ing data, although they were designed for different objectives.

(1) Data de-identification and sanitization. Classical k-anonymity
generalizes QIs so that each record shares its QI values with at least
k — 1 other records [44]. Although such group-size guarantee is
interpretable, it neither accounts for downstream model utility nor
establishes the necessity and proportionality of individual reten-
tion decisions. Data de-identification and sanitization techniques
[13, 31, 32, 42, 53] detect and remove personally identifiable infor-
mation (PII), including direct identifiers and sensitive attributes.
Industrial tools (e.g., [34, 49]) can effectively reduce privacy ex-
posure, but are largely task-agnostic: they sanitize data without
considering downstream model utility. Consequently, they may
remove information that is necessary for the target ML task. In
contrast, TRIM explicitly balances privacy risk against model utility
and retains only the data justified by the intended use.

(2) Dataset distillation and condensation. Dataset distillation and
condensation [54, 59, 60] construct a small synthetic dataset from
an original dataset while preserving model performance. Although
the resulting surrogate may reduce direct exposure to the original
data, its residual privacy risk is often unclear. Furthermore, exist-
ing methods optimize task-specific surrogate objectives (e.g., train-
ing gradients) rather than explicit privacy and utility metrics. In
contrast, TRIM directly optimizes the privacy-utility tradeoff and
provides auditable justifications for its retention decisions.

(3) Feature selection. Feature selection [3, 19, 58] retains or discards
features based primarily on predictive utility. As a result, it neither
explicitly models privacy risk nor supports intermediate levels of
disclosure between full retention and removal. In contrast, TRIM
enables hierarchical feature generalization, allowing finer-grained
and more interpretable privacy-utility tradeoffs.

(4) Differential privacy (DP). DP [17, 18] can protect ML training
against membership-inference attacks [47], e.g., via DP-SGD [2]
and its variants [4, 7, 10]. Complementary to data minimization,
DP limits the influence of any individual record, often by adding
calibrated noise during training, and thus mitigates membership-
inference risks outside TRIM’s data-level leakage model. TRIM
and other data-minimization techniques can therefore serve as
preprocessing steps for DP, providing additional protection against
accidental training-data leakage while preserving auditability.

3 COMPLIANCE-AWARE ML TRAINING

This section formalizes training-data minimization for ML pipelines.
We first introduce the threat model and the privacy and utility

metrics that capture the objectives of minimization (Section 3.1). We
then formulate the optimization problem, establish its complexity,
and identify the key challenges that motivate TRIM (Section 3.2).

3.1 Privacy and Utility Foundations

We define the threat model and the metrics to quantify privacy risk
and task utility, which form the basis of our optimization problem.

Threat model. We model privacy exposure as probabilistic re-
identificationby an adversary that observes a minimized dataset Dy
and possesses auxiliary information about target individuals. Given
Dy derived from dataset D, an adversary A combines Dy with
auxiliary information about target individuals to assign posterior
re-identification probabilities. This is related to the three attacks
identified in [6], and subsumes more powerful attacks [15, 25, 37]:
o Singling out: The adversary isolates a record or small set of
records corresponding to a target individual in Dyy;
o Linkability: The adversary determines whether multiple records
refer to the same individual, e.g., by correlating attributes; and
o Inference: The adversary infers an individual’s sensitive attribute
value with non-negligible probability.

These attacks involve different posterior hypotheses: record iden-
tity for singling out, shared identity for linkability, and sensitive
values for inference. Our metric formalizes singling out, while exper-
iments show that TRIM also mitigates linkability and inference. For-
malizing these attacks requires different posterior spaces, especially
when memorization reveals only partial record information [12].

Background knowledge. We assume that adversary A possesses aux-

iliary information about a set 7 of target individuals. For a subset
of Qs A C attr(R), let dom(A) denote the space of possible assign-
ments to A. For each target individual i € 7, 7; is a prior distribution
over dom(A) that represents A’s uncertainty about the QI values
of i before observing Dy. The more concentrated 7; is, the stronger
the adversary’s background knowledge becomes.

Posterior analysis. Suppose that the adversary observes the mini-

mized dataset Dy, and attempts to identify a target individual i € 7.

Let A(t) € dom(A) denote the QI values of t. For a record t € Dy,

we define the posterior probability that ¢ corresponds to i as
Pr(Dm | 1) - mi(A(1))

qi(t | Duy) :=Pr[t | Dyl Soeon, Pr(Du 1 5) -7 (AG)’ (1)
where Pr(Dy | t) is the likelihood of observing Dy given that
t is the true record associated with i. Records with the same QI
projection receive equal likelihoods and are indistinguishable; thus
they have a uniform posterior within their equivalence class.

A common worst-case assumption is that A knows each target’s
exact QI values. Then 7; is a point mass on the true assignment a; €
dom(A), and the posterior is supported on records with A(¢t) = a;.
Under equal likelihoods, a target in an equivalence class of size k is
re-identified with probability 1/k, recovering the intuition behind
k-anonymity [44]. Proposition 1 formalizes this correspondence.

Privacy risk. We quantify the privacy risk of a minimized dataset
Dy using a background-adjusted entropy-gap score. For a tar-
get individual i € 7, let H; := -} cdom(a) 7i(a) log m;(a) and
H{(Dm) = = Yieny 9i(t | Dm)logqi(t | Dy) denote the en-
tropy of the QI background knowledge and the posterior record-



identity entropy, respectively. The privacy-risk score of i is
AH;{(Dy) = H; — H (D).

The score increases with H; and decreases with the posterior
record-identity entropy H; (Dys); larger values indicate higher dis-
closure risk under this definition. Because H; and H; (Dyy) describe
different hypothesis spaces, AH;(Dx) is a composite risk score
rather than a literal Shannon information gain.

At the dataset level, we define privacy risk as the maximum score
over all target individuals:

leak(Z)M) = InEaZ)_( AHL(.DM) (2)
1

This worst-case formulation measures the exposure of the most
vulnerable individual and serves as our privacy objective.

Proposition 1: In the exact-QI setting, the risk score leak(Dyy) is
monotonically equivalent to k-anonymity-style singling-out risk. O

Proof sketch: For a target i with known QI values, let C; (D)
be its matching equivalence class and k; = |C;(Dy)|. The point-
mass prior has H; = 0, while indistinguishability within C; (D)
gives H](Dp) = logk;. Hence, AH;(Dy) = —logk; = log(1/k;),
a monotone transformation of the singling-out probability 1/k;.
Maximizing over targets yields leak(Dyr) = —log min;e 1 k;, estab-
lishing the equivalence at the dataset level. O

Utility. We quantify the utility of a minimized dataset Dy with
respect to a fixed model M using the negative Expected General-
ization Error (EGE) of the model Myp,, trained on Dy;:

U(Mop,,) = —E(xy)~p [t(Mo,, (x),9)]. €)
where £(-, -) is the loss function and ? is the underlying distribution
over feature-label pairs. The EGE measures the expected predictive
loss on unseen data; a higher U indicates better preservation of
task-relevant information, i.e., higher model utility.

To quantify the utility impact of minimization, we compare target
model Myp,, trained on Dy with the model My trained on the
original dataset . We define the utility degradation of Dy as

AU(Dy) :=UMp) —UMp,). 4
A minimized dataset is considered utility-preserving if AU (D)
does not exceed a user-specified tolerance.

3.2 Problem Formulation and Challenges

The privacy and utility metrics above provide a quantitative founda-
tion for training-data minimization. We now formulate the problem.

Problem statement. Given a relational dataset D with schema
R and a target model M, our goal is to derive a minimized dataset
Dy by applying a sequence of minimization operations t1, ..., t,
to D. We state the Data Minimization Problem (DMP) as follows:
o Input: A dataset D, a model M, and a utility tolerance € > 0.
o Output: A minimized dataset Dy =t, 0 --- o t;(D).
o Objective: Minimize the residual privacy risk leak(Dys) while

bounding the utility degradation AU (Dy):

min leak(Dyp) st. AU(Dy) <e.
Dp=tno---ot1 (D)

This formulation captures the goal of training-data minimization:
finding the lowest-risk dataset that preserves the required utility.

DMP is nontrivial. Consider the decision version of DMP: given
D, M, and thresholds B and €, decide whether there exists a mini-
mized dataset Dy such that leak(Dyr) < Band AU(Dy) < €. We
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Figure 1: Influence-function estimates vs. actual utility degradation.

assume that, for the model class and evaluation protocol considered,
both leak(Dyr) and AU (Dyy) are computable in PTIME.

Theorem 2: The decision version of DMP is NP-complete. O

Proof sketch: A candidate solution can be verified in PTIME due
to PTIME leak(Djys) and AU (Dyy) evaluation; hence the problem
is in NP. For the lower bound, we reduce from NP-complete Knap-
sack (cf. [22]): each minimization operation corresponds to an item,
its privacy cost to the item weight, and its utility contribution to
the item value. Selecting a minimized dataset that satisfies the util-
ity constraint while minimizing privacy exposure is equivalent to
selecting a feasible knapsack solution. Thus DMP is NP-complete. O

Challenges. Solving DMP raises three challenges.
(1) Privacy-utility optimization. Privacy risk and utility are tightly

coupled: removing or generalizing data may reduce disclosure risk,
but can also lose information needed by the model. Moreover, their
effects may be non-monotonic: an operation that appears beneficial
in isolation may become redundant or harmful after other opera-
tions are applied. Hence, finding a Pareto-optimal minimized dataset
requires searching a large, interdependent privacy-utility space.

(2) Efficient utility estimation. Retraining the target model for ev-

ery candidate is prohibitively expensive. Existing influence-based
methods are cheaper, but estimate utility locally around a fixed
training configuration and become inaccurate when reused across
successive operations that change the training data and model.

Example 3: Figure 1 revisits Example 1, comparing influence-
function (IF) estimates with the actual utility degradation observed
after retraining on Diabetes. The left and right panels report cu-
mulative row and feature removals, respectively. In both cases, the
estimated and true degradations diverge as operations accumulate,
demonstrating the limitations of local influence scores. O

(3) Auditability. Data minimization is not merely an optimization
task. Each decision should record its privacy cost, utility contribu-
tion, and role in the final privacy-utility tradeoff.

4 TRIM: DATA MINIMIZATION FRAMEWORK

The NP-hardness of DMP motivates the approximate optimization
framework TRIM. TRIM combines a retention view, which treats
data minimization as progressive information admission, and a
ratio-marginal greedy rule, which prioritizes information with the
highest utility gain per unit of privacy risk. Together, they support
efficient, auditable, and DPIA-aligned training-data minimization.

Retention view. Existing minimization methods follow a removal
view [21, 45, 46, 50]: starting from the original dataset D, they iter-
atively remove records or generalize Qls, treating minimization as
deletion. Instead, TRIM treats it as a retention problem by adopting
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Figure 2: Overview of the TRIM workflow.

a retention view. It begins with a minimally exposed dataset Dy, in
which only a small label-covering seed of records is retained and
all QIs are suppressed. It then progressively restores information
whose utility contribution justifies its privacy cost.

The retention view offers two advantages. First, it prioritizes
information with the highest utility recovery per unit of privacy
cost, building the dataset around data necessary for the task. Second,
early iterations operate on small retained datasets, making TRIM
orders of magnitude faster than removal-view search (see [1]).

The retention and removal views are equivalent.

Proposition 3: The retention view of DMP is equivalent to the re-
moval view: both admit the same feasible minimized datasets and
attain the same optimal objective value. O

Proof sketch: Each minimized dataset 9y can be obtained either
by removing from D exactly the information absent from Dy, or
by restoring to D, exactly the information retained in Dys. Hence,
both views induce the same feasible datasets. Since the objective and
constraint depend only on Dy, they also have the same optimum. O

Ratio-marginal optimization. Under the retention view, each
operation restores information and therefore increases both utility
and privacy exposure. To satisfy the data-minimization principle,
additional personal data should be retained only when justified
by its contribution to the target task. TRIM therefore prioritizes
operations according to their ratio-marginal score, defined as the
utility gain achieved per unit of additional privacy risk.

Let V; denote the set of candidate operations applicable to the
current dataset D;_;. For each candidate operation o € V,, let
AU (o) > 0 denote its marginal utility recovery and Aleak(o) > 0
its marginal privacy cost. The ratio-marginal score of 0 is defined as:
(o) = AU (o) _ U(Di1®0) —U(Dy-1) . )

Aleak(o)  leak(D;—1 ® 0) — leak(D;_1)
where D;_; ® o denotes applying o to D;_;. TRIM then selects the
operation with the largest ratio-marginal score:

o0; :=arg max p(0). (6)
0€Vy

The selected operation is used to obtain D, = D,_; & o}. The pro-
cess continues until the utility constraint AU(D;) < € is satisfied.

Framework overview. Figure 2 illustrates the workflow of TRIM.
Starting from the suppressed dataset Oy, TRIM maintains a se-
quence of retained datasets Dy, Dy, ..., D;, where D, denotes the
dataset after ¢ retention operations. At each round, TRIM enumer-
ates candidate retention operations, estimates their privacy and util-
ity impacts, selects the best operation based on the ratio-marginal
greedy rule, and applies it to obtain D, from D,_;. The process
terminates once the utility constraint AU (D;) < € is satisfied.

Suppressed dataset. Following the retention view, TRIM starts from

a suppressed dataset Dy: every QI is generalized to its coarsest
level, and only a small label-covering seed is retained. Thus, D,

has near-minimal privacy exposure, and subsequent information
is admitted only when it improves utility. The nonempty seed is
the minimal initialization needed to train the current model and
estimate candidate utility from the first round.

After D, is obtained, TRIM iterates the following three steps.

(1) Operation enumeration. Given the current dataset D;_;, TRIM

enumerates candidate retention operations from a bounded search
space consisting of retention-class inclusions (horizontal) and at-
tribute refinements (vertical). These operations define the candidate
set used to construct D; (see Section 5 for details).

(2) Ratio-marginal evaluation. For each candidate o, TRIM calcu-

lates its marginal privacy Aleak(o) directly. Estimating the marginal
utility AU (o) is much more difficult, which would require retraining
the target model for every candidate operation. To avoid this cost,
TRIM employs a two-stage utility estimator: a lightweight ranking
stage that prioritizes promising candidates, followed by a certifica-
tion stage that derives tighter utility estimates for the top-ranked
operations. This limits expensive certification to the top-ranked
operations and substantially reduces evaluation cost (Section 6).

(3) Selection and application. TRIM next applies the ratio-marginal
greedy rule to select the most promising operation from the set V.
Let oy € V; denote the selected operation. TRIM applies o; to the
current dataset 9;_;, yielding the updated dataset D; = D;_; ® 0}.

The process then proceeds to the next round. When the estimator
indicates that AU(D;) < €, TRIM fully retrains the target model on
Dy to confirm the constraint before terminating. This check adds
little overhead because it is triggered only near termination and
requires at most one full retraining per round.

Addressing DMP challenges. TRIM directly addresses the three
challenges identified in Section 3.

(1) Privacy-utility optimization. TRIM optimizes DMP via the ratio-
marginal greedy rule, retaining information only when its utility
gain justifies the additional privacy exposure. This directly reflects
the DPIA principles of necessity and proportionality. Despite the
NP-hardness of DMP, the greedy algorithm runs in PTIME and
achieves a (1 — e~"))-approximation guarantee (Section 5).

(2) Efficient utility estimation. TRIM avoids exhaustive search and

repeated retraining through structured candidate enumeration and
a two-stage utility estimator. A lightweight ranking stage filters can-
didates, while a certification stage derives tighter utility estimates
for a small subset of promising operations (Section 6).

(3) Auditability. TRIM logs each committed operation with its utility
gain and privacy cost. The former documents necessity, while ratio-
marginal selection documents proportionality by showing that the
operation offers the greatest utility recovery per unit privacy cost
among the candidates considered. These support DPIA review.

5 RETENTION-BASED SEARCH SPACE

Section 4 introduced the retention view and ratio-marginal opti-
mization. This section develops the search space over which these
ideas operate. Specifically, we define retention classes and the reten-
tion operations that progressively construct the minimized dataset.

Overview. At round t, TRIM enumerates a set V; of candidate



retention operations applicable to the current dataset D;_;. These
operations define the search space explored by ratio-marginal opti-
mization. To support DPIA-compliant minimization, a key challenge
is to make the search space both tractable and auditable.

(1) Tractability. Enumeration must avoid the exponential space of
record subsets and arbitrary QI groupings. To address this challenge,
TRIM exposes a bounded set V; of structured local operations, each
restoring an interpretable unit of information.

(2) Semantic coherence. Each operation must have a clear semantic
meaning that can later be justified in the audit log. Horizontal oper-
ations admit records that naturally belong together, while vertical
operations follow predefined generalization hierarchies such as
disease taxonomies, rather than ad hoc partitions.

Because suppression affects both record coverage and attribute
granularity, TRIM supports two complementary operation families:
retention-class inclusion and attribute refinement. Together they
define a bounded and auditable search space for ratio-marginal
optimization. We first introduce retention classes, then present the
two operation families and the resulting enumeration procedure.

Retention classes. To coordinate horizontal and vertical retention,
TRIM groups records by their generalized Qls. For each record
r € D, let A;_1(r) denote its QI signature, i.e., the generalized QI
values under the representation used by the current dataset D,_;.
The retention class of r is Cret(r) = {1’ € D | Ay—1(r’) = A_1(r) },
i.e., the maximal set of records in D that share this signature Cye ().
Hence, at round t, retention classes partition 9 into equivalence
classes by equality of current QI signatures.

Each class contains records indistinguishable under the cur-
rent representation. It is analogous to a k-anonymity equivalence
class [44], but evolves as the QI representation changes. Since class
sizes directly affect re-identification risk (Proposition 1), retention
classes form the basic units of both horizontal and vertical retention.

Retention-class inclusion. This is the horizontal operation in
TRIM. At a fixed QI granularity, the current dataset D;_; may omit
regions of the data distribution that are important for the target
task. The goal of inclusion is to restore such missing coverage. To
construct inclusion candidates, TRIM proceeds in two steps.

(1) Filtering. TRIM first identifies not-yet-admitted records that a
reference model M* classifies correctly but that the current model,
trained on D, _4, supports poorly. Such records are identified, e.g.,
from small prediction margins, high uncertainty, or disagreement
between the current model and M*. These records indicate regions
where additional coverage may improve utility.

(2) Retention-class enumeration. For each qualified record passing
the filter, TRIM retrieves its current QI signature and enumerates
the not-yet-admitted members of the corresponding retention class
as a candidate operation. Admission thus occurs at the retention-
class level rather than the record level. If multiple qualified records
belong to the same class, the class is enumerated only once.

This preserves the anonymity of the current QI representation
while avoiding an exponential search over record subsets. Since
retention classes are defined by exact equality of current QI sig-
natures, the qualified records partition into disjoint classes that
can be enumerated in one linear scan. Denote by F; the filtered,

not-yet-admitted records, and by Hg”t ={A;-1(x) | x € F;} their
distinct current QI signatures. TRIM considers at most one inclusion
operation per signature, yielding |[1f"| candidates instead of the
2121 subsets induced by arbitrary record-level admission. Moreover,
[T < |F| < | D] typically because filtering retains only a small
subset of records, while QI generalization maps many of them to
the same signature. The resulting candidates are evaluated by the
utility estimator and the ratio-marginal selection rule.

For a DPIA, the qualifying record identifies where additional
support is needed, while class-level admission documents what
personal data is retained and why it is necessary and proportionate.

Attribute refinement. This is the vertical operation in TRIM.
Each operation advances one QI in D,_; by a single level in a
precomputed generalization hierarchy and restores a finer-grained
representation. Unlike retention-class inclusion, refinement may
increase re-identification risk by splitting existing classes without
adding records. To address this, TRIM couples each refinement with
retention-class swaps in a refine-and-swap operation.

Offline hierarchy construction. Before refinement, TRIM constructs

a generalization hierarchy for each QI in the schema R of D. Given
an attribute’s name, type, observed domain, and optional meta-
data (e.g., categorical dictionaries), an LLM generates semantically
meaningful generalization levels from the finest values to full sup-
pression, denoted by ‘x’. The levels are organized as a rooted tree,
with ‘¢’ as the root and the finest observed values as leaves.

This one-time offline preprocessing requires O(|R]|) LLM calls,
and the resulting hierarchies are reused throughout the online work-
flow. Their finite fan-out bounds the candidate space, while domain-
recognized levels make refinements interpretable and avoid opaque
statistical partitions. Unlike performance-driven hierarchies [50],
TRIM uses only semantically meaningful levels, improving au-
ditability with negligible impact on privacy and utility (Section 7).
Refine-and-swap. TRIM enumerates refinement targets directly
from the generalization hierarchies. At round ¢, each retained QI ¢
in D;_ is represented at some level ¢ of its tree. If £ is not the finest
level, a refinement target q : £ — ¢’ advances it to a child level .

A bare refinement may violate the structural properties required
by ratio-marginal optimization: splitting retention classes can cre-
ate privacy spikes, trigger utility-reducing repairs, and make pri-
vacy and utility changes non-monotone. For example, refining
diagnosis from the section to the family level in Table 1 may
isolate the only patient in their 80s with a hypertensive disease (t4).

TRIM thus uses refine-and-swap, an atomic operation that cou-
ples refinement with class-level repair. It removes newly exposed
high-risk fragments and admits low-risk classes to keep utility non-
decreasing. A resulting operation that strictly reduces leak without
utility loss is committed immediately as a Pareto improvement, with-
out consuming privacy budget. Algorithm 1 gives the details.

Algorithm. Algorithm 1 constructs a refine-and-swap candidate for
a refinement target. It first advances QI g from level ¢ to its child
level ¢/, fragmenting the affected retention classes (line 1). Classes
whose risk exceeds 7; are then identified and evicted (lines 2-3).
To recover the resulting utility loss, it admits the lowest-risk eligi-
ble classes until utility returns to at least its pre-refinement level
(line 4). The resulting refine-and-swap operation is then formed



Algorithm 1: TRIM: refine-and-swap at round t.

Input: Retained dataset D;_1, original dataset D, a refinement target (one
tree step q : £ — '), arisk ceiling 7; > leak(D;_1).
Output: A refine-and-swap o for VA, or a committed Pareto improvement.

1 D’ « D,y with QI g advanced from ¢ to ¢’;

2 H « {C|Cisaretained class in D’, leak(C) > 7} ; /* Flag risky classes */
3 D'« D \H; /* evict, capping risk at 77 */
4 while U(D’) < U(D;-1) and some retention class fits within 7; do

5 C* « alowest-risk not-yet-admitted class with leak(D’ UC*) < 143
6 L D« D ucCt H /* admit a low-risk substitute */
7 06— (D1 D) /* the composite candidate */
s if Aleak(o) < 0 then return committed o;

9 returno;

(line 7) and its marginal leakage evaluated. If it strictly reduces leak
without reducing utility, TRIM commits it immediately as a Pareto
improvement (line 8); otherwise, it is emitted into V™" (line 9).

Setting ;. The ceiling 7; is a free parameter of refine-and-swap. It
controls the maximum residual re-identification risk permitted at
round t. To preserve monotonicity, 7; > leak(D;_;) is required. By
default, we set 7; = leak(D;_1), evicting every fragment whose risk
exceeds the current worst case. A higher DPIA-approved threshold
permits limited additional risk in exchange for fewer evictions and
compensating admissions. Section 7 evaluates this tradeoff.

Example 4: Figure 3 illustrates the operations examined on
Diabetes of Example 1. Suppose earlier operations have retained
age at the decade level and diagnosis at the section level, where
codes 390-459 are generalized to Circulatory. At this granularity, t,
is retained and shares the signature (80s, Circulatory) with t; and ts.

(1) Retention-class inclusion. Suppose filtering identifies #; and ts.
Rather than admitting them individually, TRIM enumerates their
not-yet-admitted retention classes as candidates: {#;, t;} with signa-
ture (70s, Circulatory), and {#s, t5} with signature (80s, Circulatory).
The former is selected and admitted in this round.

(2) Attribute refinement.In the next round, TRIM refines diagnosis
from the section to the family level. Records #; and f; remain
grouped as (70s, Ischemic heart diseases), while t; becomes the sin-
gleton (80s, Hypertensive diseases), whose risk exceeds 7;. Refine-
and-swap therefore evicts {t;} and admits the low-risk class {t3, 5},
with signature (80s, Other heart diseases), to recover utility.

The swap from {#;} to {3, 5} is committed directly as a Pareto
improvement. The resulting dataset retains ¢y, t5, t3, t5 with decade-
level ages, family-level diagnoses, and no distinctive record. Thus,
t4 is retained while protected by a larger class and evicted once
refinement makes it unique, an outcome that neither vertical nor
horizontal minimization alone achieves in Example 1. O

Properties. The ratio-marginal framework requires candidate oper-
ations to exhibit diminishing utility returns and increasing marginal
privacy cost. Proposition 4 shows that the operations enumerated
by TRIM satisfy these properties, thus establishing the conditions
needed for the approximation guarantee of Theorem 5.

Proposition 4: Let V; = V2 U VFIS be the operations enumerated
by TRIM at roundt. Then every candidateo € V; satisfies AU (0) > 0
and Aleak(o) > 0. Moreover, over sets of operations, the marginal util-
ity recovery AU(-) is a monotone submodular function and the mar-
ginal privacy cost Aleak(-) is a monotone supermodular function. O

Proof sketch: Retention-class inclusion only admits information,
yielding AU (o) > 0 and Aleak(o) > 0. For refine-and-swap, the

Current QI representation
age = decade; diagnosis = section (circulatory, 390—459)

Filtering result (1) Retention-class inclusion

{t, ts} exactQl- | admit not-yet-admitted class members
signature

(70s, Circulatory)
[
(80s, Circulatory)

Candidate scoring:
utility gain / privacy cost
utility estimator and ratio-

marginal rule
(2) Attribute refinement

Candidate 1: admit {t;, t,}
(70s, Circulatory)
Candidate 2: admit {t3, t5}
(80s, Circulatory); t, already retained

refine diagnosi Family-level classes (BB
section — family 2 . 2y Hypertensive | evict {t,}; admit {t5, ts}: Other heart
retained: {ty, tp, ts} L orisk>ty ! keep {ty, to, tg, ts): AU 20, risk s T

Figure 3: Enumeration example.

admission phase guarantees AU (o) > 0, while leakage-reducing
candidates are committed as Pareto improvements and excluded
from V;. Thus every remaining candidate satisfies Aleak(o) > 0.
Submodularity of AU(-) follows from diminishing utility returns,
while supermodularity of Aleak(-) follows from progressive frag-
mentation of retention classes (see [1] for a full proof). ]

These structural properties allow the retention view to be cast as
a submodular optimization problem, yielding the guarantee below,
which provides the theoretical basis for ratio-marginal optimization.

Theorem 5: Let Dy be an optimal solution to DMP and let Dt be
the dataset returned by TRIM. Then Dy achieves a constant-factor
approximation: Aleak(Dr) < WAleak(DM), wherey €
[0,1) is the curvature of the privacy-risk function and 8y € (0,1] is
the resolution of the normalized utility metric. O

Proof sketch: By Proposition 4, the retention view is a submod-
ular utility-cover problem with a supermodular privacy cost. The
optimal operations recover the current utility gap at total marginal
privacy cost at most Aleak(Dar)/(1—y). The ratio-marginal charges
then telescope to log(1/8y)/(1 — y), while practical utility costs
bound the final charge by 1/((1 — y)dy). Pareto-improving swaps
have nonpositive privacy cost, yielding the stated factor (see [1]). O

The remaining challenge is to estimate AU (o) efficiently for the
candidates in V;. Thus, Section 6 develops a two-stage estimator.

6 EFFICIENT UTILITY ESTIMATION
This section develops an efficient two-stage estimator.

Overview. Computing the utility gain AU (o) exactly would require
retraining the target model for every candidate operation o € V;,
which is prohibitively expensive. To avoid this cost, TRIM employs a
two-stage estimator. The first stage ranks candidates using gradient
information alone and retains only the top-k. The second stage
certifies their utility recovery using a lightweight proxy model.
Together, the two stages provide the utility estimates needed for
ratio-marginal optimization while avoiding repeated retraining.

Estimating AU (0). The greedy rule does not require exact utility
values for all candidates. Instead, it requires estimates that (a) evalu-
ate both retention-class inclusions and attribute refinements under
a unified measure, and (b) preserve the ordering needed for greedy
selection while providing a certified bound for the final choice.
Existing estimators satisfy neither requirement. Influence func-
tions and approximate unlearning [8, 29] rely on local linearity
assumptions that break down for refinements and class-level swaps.
Per-record valuation methods such as Data Shapley [24] cannot nat-
urally evaluate operations that rewrite existing records or capture
interactions among jointly admitted data. Moreover, they provide
no certified bound for the final selection. TRIM addresses these



limitations with the following two-stage estimator.

A two-stage estimator. TRIM satisfies both requirements without

retraining the target model M for every candidate.

(1) Ranking. Learning Gradient Attention (LGA) scores each can-
didate from training gradients alone and retains the top-k. The
gradient change between D;_; and D;_; @ o provides a unified
score for both inclusion and refinement operations.

(2) Certification. For each top-k candidate, a capacity-constrained
proxy model is retrained in place of M to estimate its utility
recovery. The bound established below quantifies the error of
this estimate, which is then used for the final greedy selection.

We first present the ranking stage based on Learning Gradient
Attention (LGA), followed by the proxy-based certification stage,
and then establish their ranking and estimation guarantees.

(1) Ranking. We rank candidates based on a gradient-based score.

LGA score. Fix the parameters 6 of M and the current dataset D
(round subscripts omitted). For a candidate operation o, let D &o de-
note the provisional dataset obtained by applying 0. LGA estimates
the utility contribution of o without retraining by aligning the val-
idation gradient with the marginal training gradient induced by o:

LGAY(D,0) = (VoLu(6), VoLirsin(6, D ®0) = VoLuain(6, D) ).

The first term is the direction that reduces validation loss. The
second is the gradient gap induced by o, which isolates its marginal
learning signal. Consequently, —n LGAg (D, 0) approximates the
first-order change in validation loss after applying o: a large
positive score indicates greater utility recovery.

LGA is inspired by gradient matching [54, 60], but uses the
dataset-level gradient gap induced by an operation rather than the
gradient of a sample or dataset. This marginal formulation pro-
vides a unified score for both retention-class inclusion and attribute
refinement, whereas record-level influence estimators [41, 55] nat-
urally handle record additions but not attribute rewrites.

Top-k selection. LGA induces a total order on the candidates in V,
with higher scores indicating greater utility recovery. TRIM retains
only the top-k candidates and discards the rest before any retraining.
The retained candidates proceed to certification, which focuses its
computation on the operations most likely to be admitted.

(2) Proxy certification. For each of the top-k candidates retained
by LGA, TRIM estimates AU (0) using a proxy model.

Proxy model. A capacity-constrained proxy M belongs to the same
model family as M but has reduced capacity, e.g., fewer layers or
narrower width. This is intended to preserve comparable learning
behavior while making retraining much cheaper. TRIM retrains M
on both D;_; and D,_; @ o, and uses the resulting utility recovery

AU(0) =U(Dy-1 ®0) — U(D;-1)
as the estimate of AU (0). The greedy rule then operates on these es-

timates without retraining M. As shown next, the estimation error
decreases as the proxy capacity and retained dataset size increase.

Greedy selection. The two stages produce a certified estimate
AU (o) for each top-k candidate. TRIM then applies the ratio-
marginal rule using these estimates, committing the candidate that
maximizes AU (0)/Aleak(o). This quantity approximates the ratio-

marginal score p(0) used by the optimization framework.

Properties. The two-stage estimator replaces repeated retraining
of M with gradient-based ranking and proxy-model certification.
We show that LGA preserves the candidate ordering needed for
top-k screening, while the proxy yields a tight estimate of utility
recovery. Together, these properties preserve the quality of ratio-
marginal optimization while substantially reducing computation.

We first analyze LGA ranking. As a first-order approximation of
utility impact, LGA preserves the ordering of sufficiently separated
candidates, and thus justifies top-k screening.

Theorem 6: Assume that the validation loss is smooth, the train-
ing gradients are bounded, and the learning rate n is sufficiently
small. Then for any two operations 01 and 03, LGAg(D, 01) and
LGAy(D, 0;) induce the same ordering as their true utility gains
whenever the gap between those gains exceeds O(n?). O

Proof sketch: A first-order Taylor expansion of the validation
loss around 6 shows that, relative to one gradient step on D, one
step on D @ o changes the validation loss by — LGAg (D, 0) plus
a remainder of order O(5?). Hence, up to this second-order error,
the LGA score captures the marginal utility impact of o. Since 7 is
shared across all candidates, the separation condition ensures that
the remainder terms cannot reverse the ordering of any pair whose
utility gains differ by more than O(5?) (see full proofin [1]). O

We next analyze the certification stage. The proxy provides an
asymptotically tight estimate of utility recovery as the retained
dataset and proxy capacity increase, and thus justifies the use of a
lightweight proxy in place of retraining M in practice.

Theorem 7: Assume the loss is bounded. Then, with high probability,
the true utility recovery of any candidate operation o satisfies

— lo] d 1

AU > AU - 0l——+—=],

(©) = UG - o< -

wheren = |D;_1 ® 0|, |o| is the number of single-record changes in o,

d is the input dimension, and w is the proxy width. O

)

Proof sketch: A difference-of-differences decomposition cancels
persistent target—proxy bias and separates the recovery error into
validation noise and the operation-induced change in this bias.
Hoeffding’s inequality controls the validation noise. Telescoping the
local-response condition over the |o| neighboring record changes
controls the bias change. These yield Equation (7) (see [1]). O

The estimate is accurate because utility recovery is measured
as a difference between two retrainings, one on 9;_; and one on
D;_1 ® 0. As M and M are in the same model family, much of the
proxy error cancels, leaving only the correction term in Equation (7).

Together, Theorems 6 and 7 justify using AU (o) as an asymptot-
ically accurate approximation of AU (o) in ratio-marginal optimiza-
tion. Because privacy leakage is computed exactly, the correction
term in Equation (7) governs the deviation from the exact ratio-
marginal score. Thus, these results characterize when the estimated
score is a faithful substitute for the exact score used in Theorem 5.

Complexity. Ranking is inexpensive: each candidate requires only
an incremental gradient computation at the current parameters, for
a total Cost ga. Certification retrains the lightweight proxy model
M for only the top-k candidates, adding Costyroxy, Where typically



Table 3: Summary of used datasets.

Dataset #Rows #Features Type Prediction Task

Income 183,941 10 real  Personal income (>$50k)
Diabetes 101,766 47 real  Hospital 30-day readmission prediction
PubCov 152,676 19 real  Public health coverage (covered or not)
BM 45,211 16 real  Term-deposit subscription

BNG 1,000,000 21 synthetic Credit risk classification (good or bad)

k < |V;|. Thus, TRIM replaces |V;| retrainings of the target model
per round with gradient evaluations and only k proxy retrainings.

7 EXPERIMENTAL STUDY

Using real-world and synthetic datasets, this section experimentally
evaluates TRIM for its privacy-utility tradeoff, scalability, utility
estimator, key design choices, and DPIA-style audit records.

Experimental settings. We start with the settings.

Datasets. We evaluated TRIM on four real-world datasets and one
synthetic dataset, summarized in Table 3. Income and PubCov are
U.S. Census-based prediction tasks from [16]. Diabetes [51] con-
tains 130 U.S. hospitals records for 30-day readmission prediction
and includes QIs such as age and diagnosis. BM [36] captures Por-
tuguese bank telemarketing campaigns. BNG (credit-g) [40] is a
Bayesian-network-generated German credit-risk benchmark.

For each dataset, we created stratified 70/15/15 training, valida-
tion, and test splits, and evaluated all methods on the same splits.

Downstream models. We used two common tabular classifiers: a
multilayer perceptron (MLP) and XGBoost [14]. XGBoost is used
only as a downstream target model, not for LGA scoring, to test
whether MLP-based LGA generalizes across model architectures.

Baselines. We implemented TRIM in ~3k LOC of Python.

We compared TRIM with four representative removal-based
baselines: (1) Horizontal-only minimization: FIDO [45], which sup-
presses samples under a validation-loss bound. (2) Vertical-only
minimization: FeatSel [46], which selects QI subsets by exhaustive
search, and PAT [50], which generalizes QIs using a learned tree
minimizer. (3) Hybrid minimization: EntryWise [21], which sup-
presses data at the sample-feature level under a utility constraint.

We also tested several TRIM variants for ablation (see Exp-6).

Metrics. For each minimized dataset Dy, we report privacy risk
leak(Dpr), tail risk leakr(Dpy) = P99;erAH; (D), and utility
degradation AU (Dyy). Here leaky captures the 99th percentile of
individual privacy risk, complementing the worst-case risk leak.

Configurations. By default, we set the round-f risk ceiling to 7; =
leak(9D;_1) and used XGBoost as the downstream model. The ini-
tial D is a fixed-seed 1.2% sample of the training rows with all QIs
generalized to their coarsest levels. Both stages of the utility estima-
tor use logistic regression, independent of the downstream model.
The proxy stage certifies the top k = 7 LGA-ranked candidates.
All experiments ran on a server with two Intel Xeon Gold 6254
3.10 GHz CPUs, 64 GB DDR4 RAM, and an NVIDIA Tesla V100
32 GB GPU, using Ubuntu 22.04.2 LTS, Linux 5.15.0, CUDA 12.2,
Python 3.10.19, and PyTorch 2.9.1. All methods used identical en-
vironments, data splits, and random seeds within each run. We
repeated each experiment five times and report the mean. Repre-
sentative results are shown; the remaining results are consistent.

Experimental results. We report six experiments that evaluate

TRIM’s privacy-utility tradeoff (Exp-1), empirical risk mitigation
(Exp-2), scalability (Exp-3), audit logs (Exp-4), hyperparameter sen-
sitivity (Exp-5), and ablations of core system components (Exp-6).

Exp-1: Privacy vs. utility. Figure 4 reports the privacy-utility
tradeoff for each method over all datasets and downstream models.

Pareto optimality. At the same utility degradation, TRIM consis-
tently attains the lowest worst-case privacy risk leak across all
dataset-model settings. It yields the strongest Pareto frontier.

(1) Figures 4a—4f show that TRIM improves the privacy-utility trade-
off over all baselines. Under stringent utility tolerances (e.g., AU <
0.01), TRIM already reduces worst-case leakage, while PAT, the
strongest baseline on most datasets, often leaves it unreduced
(i.e., leak = 0). At the same leak level, PAT incurs 1.55-5.66X and
3.38-6.64% as much utility degradation as TRIM for MLP and XG-
Boost, respectively. It approaches TRIM only under very loose util-
ity tolerances. This is an endpoint effect: once the utility budget
permits near-complete QI generalization, both methods collapse
most Qls to their coarsest levels, so their frontiers meet near the
fully generalized baseline. Thus, PAT’s endpoint convergence does
not imply parity under practical utility budgets.

(2) Figures 4g—4h show that on BM, FeatSel and PAT achieve Pareto
frontiers closer to that of TRIM. The main reason is that the useful
signal in BM is less concentrated in fine-grained personal attributes.
Many predictive variables are non-QlIs (e.g., contact channel and
campaign history), while the useful Qls are mostly binary indicators
(e.g., housing/personal loans). Thus, vertical baselines can preserve
most task utility with only coarse QI exposure, leaving less room for
TRIM’s additional horizontal suppression to improve the frontier.

(3) FIDO and EntryWise cannot protect high-risk records, since
they optimize indirect targets (e.g., the number of retained
records/attributes) rather than mitigating worst-case privacy risk.

(4) As shown in Figures 4a—-4h, TRIM achieves similar privacy-
utility frontiers on MLP and XGBoost: leak varies by at most 10.9%
across the two downstream models. Thus, performance is driven
mainly by the released representation and utility budget, not by
overfitting to a particular model architecture.

Tail privacy. The 99th-percentile risk leakr follows the same over-
all trend as the leak-utility frontier. The gap between TRIM and
PAT/FeatSel is smaller, because leakr discounts the most exposed
1% of records, where vertical-only generalization is weakest. Even
under this less sensitive metric, TRIM consistently achieves lower
tail risk at small to moderate utility tolerances with XGBoost.

Flexibility. TRIM traces a smooth privacy-utility curve across the
achieved utility degradation (Figures 4a—4h), letting an operator
choose a DPIA-approved operating point anywhere along this range,
flexibly adapting to different levels of regulatory requirements.
FeatSel yields only one operating point, and PAT’s parameter a
specifies neither a privacy nor a utility budget.

Interplay with DP. We evaluated TRIM as a preprocessing step for
DPSGD [2], which limits membership-inference by adding noise
during training. Table 4 compares TRIM against training on the
original dataset and preprocessing with KAnon [44]. We configure
KAnon and TRIM to have the same worst-case privacy risk. Across
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Figure 4: Tradeoffs between privacy risk and utility degradation.

Table 4: Model utility with DPSGD training (Income, MLP).

DPSGD e* No Noise 5 2 1.5

Original Dataset AUy =0 AU =0.055 AU =0.060 AUs =0.068
TRIM (leak = —5.46)  AUp +0.079  AUj +0.039 AU, +0.041  AUs + 0.045
KAnon (k = 235) AUy +0.104 AUy +0.070 AU, +0.084  AUs +0.102

the training settings, TRIM incurs 2.5-5.7 percentage points less
utility degradation than KAnon. When DP noise is enabled, TRIM
adds only 3.9-4.5 points of utility degradation over the correspond-
ing model trained on the original dataset, compared with 7.0-10.2
points for KAnon. Moreover, TRIM’s advantage over KAnon widens
from 3.1 to 5.7 points as e decreases from 5 to 1.5, showing that
DPIA-oriented data minimization complements DP training.

Exp-2: Empirical risk mitigation. We next study how TRIM pro-
tects against empirical privacy attacks on Income under € = 0.05.

Linkability and attribute inference attacks. Figure 5a compares em-

pirical attack errors on the minimized datasets produced by TRIM
and all baselines. For linkability, we report how often the adversary
incorrectly decides whether two partial records belong to the same
individual. For attribute inference, we evaluate how often the ad-
versary incorrectly reconstructs a sensitive value. TRIM increases
reconstruction error by > 20.7% and linkage error by > 41.8% rela-
tive to all baselines, showing that TRIM mitigates empirical attacks.

Operational relevance of leak. We assess whether leak tracks the

success of realizable attacks. We conduct re-identification and re-
construction attacks against TRIM outputs spanning a range of mea-
sured leak values and report the corresponding error rates. Figure 5b
shows that lower leak yields a less concentrated adversarial pos-
terior and monotonically higher error rates for both attacks. Thus,
leak serves as a conservative indicator of operational privacy risk.

Exp-3: Efficiency. We compare the execution time of all methods.

Execution time. Figure 5c¢ reports the execution time on the real

datasets. For TRIM, we measure the time required to first satisfy
€ = 0.05 on Income and PubCov, 0.02 on Diabetes, and 0.005 on
BM. TRIM is 1.02-2.62x faster than PAT on Income and PubCov;
PAT is 27.4% and 38.0% faster on BM and Diabetes, respectively, as
they have fewer numeric attributes, easing generalization learn-
ing. Nevertheless, TRIM achieves a better privacy-utility tradeoff.
FeatSel and EntryWise retrain the model per candidate and are
much slower, taking 2.20-9.03x and 1.66-28.82x as long as TRIM,
respectively. FIDO is faster, but incurs high worst-case risk.

Scalability. To isolate data-size effects, we use synthetic BNG in-
stances with fixed distribution and varying scale factors. Figure 5d
shows that TRIM’s runtime grows sublinearly with the number of
rows: when the dataset size grows from 120k to 600k rows (5X),
TRIM takes 2.8 longer, while PAT and FeatSel are 7.5x and 4.1x
slower, respectively. This is because each round enumerates at most
|H§”t| retention classes, rather than arbitrary record subsets, and
many rows share the same QI signature. Moreover, TRIM starts
from a small seed and admits data gradually, so early rounds op-
erate on a small working set. EntryWise is the least efficient and
exhausts the 6-hour budget on datasets larger than 120k rows.

Exp-4: Auditability. We evaluate auditability on Income with
€ = 0.05. For each run, TRIM logs the declared task, risk and utility
policies, estimator configuration, ordered dataset states, and each
operation’s scope, conservative utility bound, exact leakage change,
and decision rule. The excerpt below shows two commit paths:
ratio-marginal selection and an off-budget Pareto improvement.
The header fixes the run’s purpose, utility tolerance, and risk
policy. In 1og1, RC-7A3 ranks second in preliminary screening but
is selected because its p = 0.4266 exceeds the displayed alterna-
tives’ scores. Its positive utility bound supports necessity, while its
maximum p documents proportionality. In 1og2, TRIM refines SCHL,
evicts RC-91F/RC-C24, and admits RC-4B8/RC-6D1. The resulting
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Figure 5: Efficiency, effectiveness, hyperparameter sensitivity, and privacy diagnostics of TRIM.

utility gain and 1.936 leakage reduction justify an off-budget Pareto
commit, for which p(o) is inapplicable. The terminal record cer-
tifies AU(Dr) < ¢; taken together, the ordered records support
replayable DPIA review without establishing legal compliance.

[run] data=Income purpose=income>50K target=XGBoost epsilon=5.000e-2 top_k=7
[log1] action=SELECT rank=2 op=retention-class-inclusion target=RC-7A3
scope={same-QI-signature; all-class-members}
utility_lb=2.306e-2 leakage_delta=+5.406e-2 rho=4.266e-1 reason=max-rho
alt={rank=1; op=refine-and-swap; target=AGEP
utility_lb=1.279e-3; leakage_delta=+1.800e-2; rho=7.106e-2}
alt={rank=3; op=retention-class-inclusion; target=RC-2F9;
utility_lb=8.410e-3; leakage_delta=+1.640e-1; rho=5.128e-2}
[log2] action=PARETO-COMMIT op=refine-and-swap target=SCHL
step=degree-group->education-code tau=leak(D[8])
evict={RC-91F,RC-C24; class-risk>tau}
admit={RC-4B8,RC-6D1; lowest-risk} until=utility>=U(D[8])
utility_lb=1.095e-1 leakage_delta=-1.936e+0 rho=NA reason=Pareto
[stop] state=D[T] utility_test=DeltaU(D[T])<=epsilon result=PASS

Exp-5: Sensitivity to hyperparameters. Beyond the utility tol-
erance €, we vary the search hyperparameter of TRIM on Income
around its default and find that TRIM is robust.

Varying certification budget k. Figure 5e varies k from 3 to 20. In-

creasing k improves privacy when k < 7, reducing leak from 0 to
—1.6, as the selector can choose from more certified candidates.
Beyond k =7, the privacy gain saturates, while runtime increases
monotonically by a factor of 1.48 from k = 7 to k = 20. We thus set
k = 7 by default, for its best observed privacy-efficiency tradeoft.

Varying seed ratio. Figure 5f examines the effect of the size of the
label-covering seed Dy. Larger seeds stabilize utility estimation and
accelerate convergence, but incur greater initial exposure because
the retention view only admits records. In contrast, seed ratios
below 1% yield unstable estimates, weakening candidate ranking
and requiring more admissions to meet the utility constraint. A
ratio of 1.2% achieves the best observed balance among estimation
stability, convergence, and privacy exposure.

Varying adversary background knowledge. As leak depends on the
adversary prior r;, we vary background knowledge from coarse




partial QIs to exact QI values. Figure 5g reports leak and empiri-
cal re-identification success at € = 0.1. Both increase as the prior
becomes more concentrated, yet TRIM consistently beats the best
baseline. Thus, its privacy advantage is robust across adversary pri-
ors rather than specific to one background-knowledge assumption.

Exp-6: Ablation studies. We evaluate the effectiveness of TRIM’s
key design decisions on PubCov.

Quality of retention classes. Figure 5h compares retention classes

against alternative horizontal admission units: Sample admits indi-
vidual records, KMeans forms clusters, IL groups via information
loss, and RandomSplit splits groups randomly. Retention classes
achieve the lowest risk, reaching leak = —7.44 with low selection
time. RandomSplit terminates at leak = —1.10, whereas grouped
alternatives leave singleton QI combinations (leak = 0), raising
residual risk by 6.34-7.44. This confirms that retention classes pro-
vide an effective, auditable enumeration granularity.

LGA-based ranking. Under a ranking budget of k = 7, Figure 5i com-
pares LGA with random ranking (Random) and influence-based
scoring (IF), using full retraining (Retrain) as ground truth. We
report runtime, true-top-1 HitRate@k, and Recall@k, measuring
efficiency, success rate of top-1 recovery, and top-k recovery, respec-
tively. LGA achieves the highest HitRate@k (0.95) and Recall@k
(0.53), outperforming IF (0.37 and 0.68) and Random (0.05 and 0.00),
while running >56.1% faster. Although Retrain is exact by construc-
tion, it is 40.6X slower than LGA. Thus, LGA preserves the most
useful candidates near the top of the ranking at much lower cost.

End-to-end estimation fidelity. Figure 5j evaluates marginal-utility
estimates for all candidates generated throughout TRIM, comparing
its two-stage estimator with influence functions (IF) [56] and LGA
against full retraining (Retrain) as ground truth. The two-stage
estimator achieves the lowest mean absolute error while running
8.13% faster than Retrain, and all estimates satisfy the bound in
Theorem 7. Although IF and LGA are faster, their errors are 27.6x
and 22.6x higher, respectively. For the selected operation, i.e., the
candidate maximizing the ratio-marginal score p(0), the mean error
of p(o) is 98.8% and 98.3% lower than those of IF and LGA. These
show that the two-stage estimator provides a practical tradeoff
between estimation accuracy and computational efficiency.

Structural ablations. Figure 5k compares TRIM with two single-axis
variants on PubCov: TRIMy uses only vertical attribute refinement,
and TRIMy only horizontal retention-class inclusion. TRIM attains
lower leak and leakr than both, showing that the two operations are
complementary. Vertical refinement restores useful detail within
retained classes, while horizontal inclusion selects which QI groups
enter training. A single-axis approach either keeps risky groups
(TRIMy) or misses fine-grained utility in low-risk groups (TRIMy),
confirming the value of joint horizontal-vertical optimization.
Figure 5k isolates the effect of refine-and-swap operations
by comparing full TRIM with bare refinement (RefineOnly) and
refine-and-evict without compensating admission (RefineEvict).
RefineOnly creates persistent privacy-risk spikes and thus achieves
no risk reduction (leak = 0) under most utility tolerances.
RefineEvict causes 1.79-3.69X utility loss under the same leak. By
evicting risky fragments and admitting low-risk substitutes, refine-
and-swap avoids privacy spikes, preserves nondecreasing utility,

and consistently yields the best privacy-utility tradeoff.

Selection-rule ablation. Figure 5] replaces the ratio-marginal rule
with a utility-only rule (Utility) that maximizes utility gain, a
privacy-only rule (Privacy) that minimizes leakage increase, a ran-
dom rule (Random), and an influence function-induced rule (IF).
The ratio-marginal rule gives the best privacy-utility tradeoff be-
cause it normalizes each utility gain by its incremental leakage cost.
At € = 0.02, it reduces leak by 1.03, 3.20 and 4.59 points relative to
Utility, Privacy and IF, respectively. Utility spends privacy budget
aggressively, Privacy favors low-risk but low-utility operations, and
IF cannot fully capture the effect of composed retention decisions.
These support ratio-marginal score as the most effective criterion.

Summary. The experiments show that TRIM effectively supports
compliance-aware training-data minimization. (1) Privacy-utility
tradeoff. Across both MLP and XGBoost, TRIM consistently yields
the strongest Pareto frontier and supports flexible privacy-utility
operating points. At the same leak level, it reduces model utility
degradation by up to 84.9% relative to the strongest baselines; it also
reduces tail risk leakr. (2) Empirical risk mitigation. TRIM raises
adversarial reconstruction and linkage errors by at least 20.7% and
41.8% over all baselines, respectively. (3) Efficiency and scalability.
TRIM’s end-to-end runtime is comparable to PAT, whereas FeatSel
and EntryWise, which require retraining per candidate, take 1.66—
28.82X as much time; it also scales sublinearly in data size. (4)
Auditability and robustness. TRIM’s operation log records support
DPIA-style review of necessity and proportionality. Sensitivity anal-
yses show that TRIM is robust to the certification budget k, seed
ratio, and adversary prior; the defaults k = 7 and 1.2% lie near
the knees of their respective tradeoffs. (5) Ablation findings. The
ablations validate retention classes, LGA ranking, two-stage estima-
tion, refine-and-swap, joint horizontal-vertical optimization, and
ratio-marginal selection by demonstrating their advantages over
their respective alternatives in privacy, utility, or efficiency.

8 CONCLUSION

The novelty of the work consists of (1) a compliance-aware for-
mulation of training-data minimization that minimizes residual
re-identification risk under an explicit utility constraint. (2) A reten-
tion view that builds a minimized dataset from a fully suppressed
one, unifying horizontal retention-class inclusion and vertical at-
tribute refinement. (3) A ratio-marginal optimization strategy that
admits the operation with the largest utility gain per unit privacy
exposure and yields an approximation guarantee. (4) A two-stage
utility estimator that combines gradient-based LGA ranking with
proxy certification, avoiding repeated target-model retraining. (5)
An auditable minimization process that logs each retained opera-
tion with its utility gain, leakage change, and selection rationale.
Our experimental study verifies that TRIM is promising in practice.

Future research directions for TRIM include (a) extending it from
supervised ML training to broader data-driven workflows, such
as analytics, data sharing, and model evaluation, where the unit
of necessary data may vary across tasks; and (b) generalizing the
framework beyond relational data to multimodal settings, including
text, images, time series, and genomic data, where privacy risk arises
from richer semantics and cross-modal linkage.
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A PROOF OF PROPOSITION 1

Proposition 1. In the exact-QI setting, the risk score leak(Dyy) is
monotonically equivalent to k-anonymity-style singling-out risk.

Proof: The proof consists of the following four steps.

(1) Exact-QI adversary. Consider an adversary A that knows the

exact quasi-identifier (QI) values a; € dom(A) of each targeti € 1.

Its prior 7; over dom(A) is the point mass 7;(a) = 1[a = g;], and

hence H; = 0. Let C;(Dp) := {t € Dy : A(t) = a; } be the

matching equivalence class and k; := |C;(Dpy)| > 1.

(2) Induced posterior and its entropy. Under the point-mass prior, ev-

ery record with A(t) # a; has 7;(A(t)) = 0, leaving only the k;

records in C;(Dyr). As these records are indistinguishable under

the released QIs, Bayes’ rule assigns each of them posterior mass
Pr(Oy | 1) mi(a;) 1

a:(t | Dw) Yseci(Dp) Pr(Dm | s) mi(a) ki

The posterior is therefore uniform over C; (D), with entropy

, 1 1
Hi (DM) == Z k—lng— =10gki.
teCi(Dp) '

(3) Equivalence for each target. The individual risk score is

1
AHZ(-Z)M) = —lngi = IOg k_
i

The adversary’s optimal singling-out probability is p; := max; g; (¢ |
Dy) = 1/k;. Thus, AH;(Duy) = log p;, and the strict monotonicity
of the logarithm establishes equivalence between the score and
singling-out probability for each target.
(4) Equivalence. Maximizing the individual scores over targets gives
leak(Dy) = log max p; = —logmink;.
iel iel
Hence, leak(Dyy) is a monotone transformation of the worst-case
singling-out probability. Moreover, for any integer k > 1, Dy
satisfies the k-anonymity class-size condition over 7 [44] iff
mink; > k
iel
This proves the monotone equivalence in the exact-QI setting. O

1
& maxp; < - © leak(Dy) < —logk.
iel k

B PROOF OF THEOREM 2
Theorem 2. The decision version of DMP is NP-complete.

We consider the decision version of DMP: given a dataset D, a
model M, thresholds B and ¢, decide whether there exists a mini-
mized dataset Dy such that leak(Dy) < Band AU(Dy) < e.

Proof: We show that DMP is NP-complete by showing membership
in NP and NP-hardness via a polynomial-time (PTIME) reduction
from the 0-1 knapsack problem, which is NP-complete (cf. [22]).

Upper bound. We give an NP verifier for the decision version of
DMP. It guesses a minimized dataset Dy = t, o - -+ o t1 (D) rep-
resented by the sequence of minimization operations applied to
D. Since every operation only coarsens or removes information
from a finite collection of cells, no operation need be applied twice
and the number of distinct operations is polynomial in [D| and the
schema size, so Dy admits a description of polynomial size.
Given Dy, the verifier computes the residual privacy risk
leak(Dyr) and the utility degradation AU(Dy), and accepts iff

leak(Dypr) < Band AU (D) < €. Both quantities are evaluable in
PTIME, so the verification runs in PTIME and DMP is in NP.

Lower bound. We prove NP-hardness by reduction from the 0-1
knapsack problem, which is NP-complete (cf. [22]). A knapsack
instance ¥ consists of items 1,...,n with values vy,...,9, > 0,
weights wy, ..., w, > 0, a capacity W, and a target value V. It asks
whether for some subset S of items, }};csw; < W and };cg0; > V.

Given such an instance, we construct a DMP instance whose
feasible minimized datasets are in one-to-one correspondence with
the knapsack subsets, so that the privacy and utility constraints of
DMP encode the capacity and the value requirement, respectively.

Construction. The construction uses a single target individual and a
feature-additive utility. These instances form a sub-class of DMP, so
hardness of this sub-class implies hardness of the general problem.

Let the adversary’s target set be the singleton 7 = {i*}, so
that leak(Dyr) = AHp(Dypr). The schema has n QI attributes
Ay, ..., A,, and the adversary’s prior on i* is the product distri-
bution 7+ = [T, 71 whose i-th independent marginal carries w;
bits of uncertainty, H(z") = w; (e.g., 7 uniform over 2" values).
The prior entropy is thus Hy+ = )1, w;, and the specification is
polynomial in the input, as it lists only the n values w;.

For each attribute A; we provide two minimization operations:
retain A;, which publishes the target’s i-th component and elimi-
nates its w; bits of uncertainty, and suppress A;, which masks the
component and leaves those bits intact. A minimized dataset D is
therefore determined by the set S C {1,..., n} of retained attributes,
whose posterior entropy is H. (Dy) = X ;45 wi. Consequently,

leak(Dpr) = AH; (Dy) = Hy- = H}.(Dy) = ) wi.

ieS
We make the downstream utility feature-additive. This is practical
and realized by widely used model families whose accuracy decom-
poses across features such as linear and logistic regression, naive
Bayes, and generalized additive models. In this case, attribute A;
contributes utility v; when retained and nothing when suppressed,
so the utility lost relative to full retention is

AU(Dy) = Zoi = Zn:vi —Zv,—.

i£S i=1 ies
Finally, we set the privacy threshold B = W and the utility tolerance
€ =m0, —V ({fV > Y;v; the knapsack instance is trivially
infeasible, and we output a fixed infeasible DMP instance).
In summary, we have constructed a DMP instance whose
o feasible minimized datasets correspond exactly to knapsack sub-
sets: each item i is realized as a QI attribute A; with opera-
tions retain and suppress, and a dataset Dy encodes the subset
S ={i: A, retained }; and
o privacy and utility constraints replicate the two knapsack con-
straints, mapping each weight w; to the leakage of retaining A;
and each value v; to its utility, so that leak(Dpr) = Y ;eg Wi <
B = W encodes the capacity and AU(Dy) = Yigs0vi < € =
., 0; — V encodes the value requirement };cgv; > V.
The construction emits n attributes, two operations each, and two
thresholds, hence is computable in PTIME.

Correctness. We next verify that the reduction is correct.

(=) Suppose the knapsack instance ¥ admits a subset S with
Dieswi < W and };c50; = V. Let Dy retain exactly the at-
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Figure 6: Execution times of TRIMp relative to that of TRIM.

tributes in S. Then leak(Dy) = Yjeswi < W =B, and AU(Dy) =
10— Nies Vi < X v;—V = e. Hence, Dy is a feasible solution
of the DMP instance.

(&) Conversely, let Dy be a feasible solution and set S = {i :
A; is retained in Dy }. Feasibility gives ) ;csw; = leak(Dyr) <
B=Wand } v — Y50 = AU(Dy) <€ =X 10—V, ie,
Dlies Vi = V. Thus S is a feasible knapsack subset for ¥. O

C RETENTION VIEW VS. REMOVAL VIEW

We empirically evaluate the efficiency advantage of the retention
view over the removal view. Although the two views admit the
same feasible minimized datasets, their opposite search directions
can incur substantially different computational costs.

As discussed in Section 4, the retention view begins with the
minimally exposed dataset Dy, so its early iterations evaluate candi-
dates on small retained datasets. The following experiment isolates
the resulting efficiency gain.

Experiment setup. We compare TRIM with its removal-view coun-
terpart, denoted by TRIMg. Starting from the full training set at the
finest generalization levels, TRIMg reduces the retained informa-
tion by either coarsening one attribute or removing one retention
class at each iteration. It greedily selects the operation with the
greatest reduction in leak per unit of utility loss, subject to the
prescribed utility tolerance. Thus, TRIMg searches the same mini-
mization space as TRIM but proceeds in the opposite direction.

To isolate the effect of search direction, we keep all other ex-
perimental configurations identical. Both methods use an MLP
as the downstream target model and share the same stratified
70/15/15 data splits, random seeds, utility estimator, and candidate-
evaluation procedure. We set € = 0.05 for Income and PubCov,
€ = 0.02 for Diabetes, and € = 0.005 for BM.

Results. Figure 6 reports the execution times normalized to that
of TRIM. On Income, PubCov, Diabetes, and BM, TRIMg requires
448.5%, 36.7%, 53.6%, and 8.06x the execution time required by
TRIM, respectively. Thus, the retention view reduces execution
time by more than one order of magnitude on three of the four
datasets and by a factor of 8.06 on BM.

This difference arises for two reasons:

(1) TRIM begins with suppressed Dy, so its early iterations enumer-
ate and evaluate candidates on small retained datasets. By contrast,
TRIMpg begins with the full training set, where the number of reten-
tion classes is close to the number of records, and must therefore
evaluate a large candidate set from the outset.

(2) Under a tight utility tolerance, few attribute-coarsening opera-
tions remain feasible. TRIMr must instead remove small retention
classes individually, and each removal only marginally shrinks the
candidate set. It consequently repeats similarly expensive evalu-
ations over many iterations. TRIM avoids this cost by admitting
only the information needed to recover the target utility, which
empirically realizes the efficiency advantage identified in Section 4.

D PROOF OF PROPOSITION 3

Proposition 3. The retention view of DMP is equivalent to the
removal view: both admit the same feasible minimized datasets and
attain the same optimal objective value.

Proof: Picture the reachable datasets as a directed acyclic graph
(DAG) G. Its nodes are the datasets obtainable from 9 by minimiza-
tion operations (record removal, attribute suppression, or general-
ization to a coarser QI level), with an edge D" — D’ whenever
one such operation turns D" into D’ by deleting a single atomic
unit (a record or a one-level QI generalization).

Let R(Dyy) denote the retained information units in D,;. Each
edge removes at least one unit from R(-), so G is acyclic. Its unique
source is the original dataset D, where R(D) is complete, and its
unique sink is the fully suppressed dataset Dy, where R(Dy) = 0;
in Dy, all QIs are masked and only the label-covering seed remains.
Thus, every feasible minimized dataset is a node on some path from
D to Dy, ie.,, an element of the interval L = [Dy, D].

The two views are the two directions of travel along G. The
removal view follows edges forward from the source D, while
the retention view follows them backward from the sink Dy: each
reversed edge being a retention operation (attribute refinement
or retention-class inclusion) that re-admits the unit its forward
edge deleted. Since forward and reverse steps are mutual inverses,
every node Dy € L is reached both ways: deleting the units in
R(D) \ R(Dpy) walks down from D to Dy, and admitting the
units in R(Dyy) walks up from Dy to Dy Both views thus visit
exactly the nodes of £ and generate the same minimized datasets.

Finally, both AU (Dj) and leak(2Dys) depend only on the result-
ing dataset, not on the sequence of operations that produces it. Thus
the feasible region {Dy € L | AU(Dpy) < €} and the objective
leak(-) are identical under the removal and retention views. That is,
the two views have the same feasible datasets, the same minimizers,
and the same optimal value; equivalently, for any thresholds B and
€, the decision version has a witness under one view iff it has one
under the other. The retention view thus changes only the search
direction, not the underlying optimization problem. O

E PROOF OF PROPOSITION 4

Proposition 4. Let V; = VA'UVFE be the operations enumerated
by TRIM at round ¢. Then every candidate o € V; satisfies AU (0) >
0 and Aleak(o) > 0. Moreover, over sets of operations, the marginal
utility recovery AU(-) is a monotone submodular function and the



marginal privacy cost Aleak(-) is monotone supermodular.

Proof: We work at round ¢, where the current dataset is D;_; and
TRIM enumerates V, = V2 U Vs,
We first recall the relevant notions, then verify them.

Preliminaries. For a dataset functional f, an operation o, and a
retained dataset D’, write the marginal gain
Af(o | D) = f(D' ®o0) - f(D).

Here AU(0) and Aleak(o) are the marginals at the current dataset,
ie,AU(0) = AU (o | D;-1) and Aleak(o) = Aleak(o | D;—1). Write
D’ C D" when D’ retains a subset of the information in D", the
order along which the retention view admits data (Dy & D; T ---).

We say that f is monotone (nondecreasing) if f(D’) < f(D”)
whenever D’ T D”; submodular if Af (o | D') > Af(o | D) for
all O’ € D" and o (diminishing marginal returns); and supermod-
ular if the reverse inequality holds (increasing differences).

We next show the statements one by one.

(1) Nonnegative marginals. Consider a retention-class inclusion o €

’ths, which admits a not-yet-retained retention class C i.e., the
maximal set of records sharing a QI signature. Admitting C enlarges
D, with correctly supported, task-relevant coverage, so utility
does not decrease and AU (0) > 0.

Moreover, because retention classes partition records by exact
signature equality, admitting the fresh signature of C leaves ev-
ery previously retained class unchanged and merely adds C. Each
existing target i thus keeps its posterior term log k;, while C con-
tributes the terms {H; — log |C|};ec to the maximum defining leak
(Equation 2), so leak(D;_; ® 0) = max{leak(D;_1), max;ec(H; —
log|C|)} = leak(D;_1), i.e., Aleak(o) > 0.

For a refine-and-swap o € V", both bounds are enforced by
Algorithm 1: its admission loop (line 4) iterates while U(D’) <
U(D;-1) and halts only once U(D’) > U(D;-1), and o is emitted
(line 9) only then. From these it follows that AU (0) > 0. Any candi-
date with Aleak(o) < 0 is intercepted by the triage rule (line 8) and
committed as a Pareto improvement outside V}, so every operation
surviving into V™ has Aleak(o) > 0. Thus every o € V; satisfies
AU (0) > 0 and Aleak(o) > 0. Since these guarantees hold at every
retained dataset, U and leak are monotone.

(2) Submodularity of utility. Let & be a fixed set of mutually com-
patible retention operations such that, for every S C &, applying
the operations in S in any order yields the same retained view D(S).
We assume that there exist fixed coverage sets R(0) such that, for
every S € &, U(D(S)) = U(D(2)) = [Uyes R(@)], cov(D(S)) =
Uges R(a). Inclusion is coverage-driven: filtering selects under-
supported but correctly classified records, and each admitted class
restores the task-relevant region it represents. Associating with
each operation o the set R(0) of validation points it covers, the
utility gain is the points it newly covers, AU(o | D’) = |R(0) \
cov(D’)|, where cov(D’) is the region already covered by D’. Since
cov(D’) C cov(D”) whenever D’ C D",

AU(o | D) = [R(0)\cov(D’)| = [R(0)\cov(D")| =AU(o | D),
since removing a larger region from R(o) leaves no more points.
This is the diminishing-returns inequality, so U is submodular.

(3) Supermodularity of privacy loss. In the exact-QI setting, Propo-
sition 1 gives leak(D’) = —log min;c 1 k;(D’). Consider retained

(A1)

(A2)

datasets D’ C D’ and an operation o applicable to both. We as-
sume that Aleak(o | D) > 0 and QI attributes are complementary
for re-identification. By Proposition 1, the marginal privacy loss is
Aleak(o | D) =log nﬁ:‘;i—m. Hence, by the complementar-

. . min;e 7 ki (D) min;c 7 ki (D)
ity condition, we can get 1 < i K(D'®0) = minyes ki(D7®0)° SO

that Aleak(o | D’) < Aleak(o | D). Thus, these operations satisfy
the increasing-differences condition. Since the retained datasets
and applicable operations considered here are finite, strict positivity
implies that the minimum curvature ratio is positive. Hence, the
curvature over these operations satisfies y € [0, 1).

The proof of Theorem 5 uses this conclusion for the still-
unselected positive-marginal operations representing Dys. Pareto-
improving refine-and-swap operations are handled separately and
do not enter this curvature bound. O

F PROOF OF THEOREM 5

Theorem 5. Let Dy be an optimal solution to DMP and let Dr
be the dataset returned by TRIM. Then Dr achieves a constant-
factor approximation: Aleak(Dr) < WAIeak(DM),
where y € [0, 1) is the curvature of the privacy-risk function and
du € (0, 1] is the resolution of the normalized utility metric.

Proof: The proof proceeds in five steps. We first formulate the
retention view and state the assumptions quantitatively. We then
compare the ratio selected by TRIM with the remaining operations
of an optimal solution. We next charge all preterminal privacy costs
through a logarithmic potential and bound the final operation using
the utility resolution. We finally verify feasibility and show that
off-budget Pareto improvements preserve the bound.

(1) Setup and assumptions. If D satisfies the utility constraint, the

claim is immediate. Consider a nontrivial execution with final op-
eration o},. For any retained dataset ’, define its privacy cost as

Aleak(D’) := leak(D’) — leak(Dy).

For an operation o, write

Aleak(o | D) = leak(D’ @ 0) — leak(D")
for its marginal privacy cost at D’. Before the final round, let
re :=U(D) — e —U(D;) > 0 be the remaining utility gap.
We use the following assumptions.
Structural properties: By Proposition 4, every charged opera-
tion has nonnegative utility and privacy marginals, U is mono-
tone submodular, and leak is monotone supermodular. Every
off-budget Pareto improvement has nonnegative utility marginal
and nonpositive privacy marginal.
Bounded privacy curvature: The supermodular curvature

Aleak(o | D’)
"o, Dt Aleak(o | D7)
is bounded away from 1 by an input-independent constant,
where the minimum ranges over positive denominators.

y:=1

Fixed utility resolution: Utility is normalized to [0, 1], and all
utility values and € are integer multiples of §y. The resolution
Sy is bounded below by an input-independent constant.

Candidate completeness: At every nonterminal round, the remain-
ing operations of Dy are available for the greedy comparison.



Assumptions (A2)-(A4) match the discretized design of TRIM.
Bounded-depth generalization hierarchies and the risk ceiling re-
strict privacy-marginal inflation, so (A2) can be checked over the
reachable retention states. The affine normalization in (A3) scales
every utility marginal equally and therefore preserves the ratio-
marginal ordering. Moreover, utility differences below validation-
sampling and proxy-model uncertainty are not meaningful for ter-
mination, which supports rounding utility and € to a fixed oper-
ational resolution. Consequently, ry < 1, every positive residual
satisfies r; > 8y, and every operation satisfies AU (0) < 1. Finally,
(A4) holds under complete enumeration of the applicable atomic
operations. Candidate scores may order their evaluation; if pruning
is used, its certified upper bound must preserve the comparison
with every pruned optimal operation.

(2) Comparator ratio. Let Sy be a set of retention operations that
induces Dy, and let S;_; contain the charged operations selected
before round ¢. Define the remaining comparator set as VM := Sy \
St-1. By (A4), VM C V. Since D)y satisfies the utility constraint,
applying these operations at 9;_; can recover the residual r,_;.
Submodularity of U therefore gives

Z AU(o | Di_1) = roes.

uE"VtM

By (A2), a privacy marginal at D,_; is at most its baseline mar-
ginal divided by 1 — y. At the baseline, supermodularity makes the
sum of the comparator’s singleton costs no greater than its total
Aleak(Dpr)
= These

t (A=y)riq
Aleak(Dpy)
TRIM selects the largest marginal ratio, its choice o satisfies

Aleak(Dyr) AU (07 | Dy-q)

1-y '
This inequality charges the privacy cost of a greedy operation to
the fraction of the current utility gap that it recovers.

normalized cost, i.e., 2., .qm Aleak(o | D;_1) <
t

imply that o € VM has marginal ratio at leas . Since

Aleak(o; | Dy-1) <
Tr-1

(3) Preterminal privacy cost. For every round t < m, the utility tar-

get remains unmet after selecting o;. By (A1), the selected opera-
tion and any Pareto improvement have nonnegative utility gain, so
r: < reog — AU (0] | Ds—1). It follows that

AU | D) | i

re-
— < log(t_l) R
Fi-1 Te-1 Tt
where the second inequality uses 1 — x < —log x.

Substituting this potential drop into the comparator charge and

summing over t = 1,...,m — 1 yields
m—1
Aleak
Z Aleak(o} | Dy-1) < Aleak(Dy) log(r—o)
=1 1=y Tm-1
log(1/6;
< MAleak(DM),

1
where the last inequality follows from (A3): ry < 1 and ry,—1 = dy.

(4) Final approximation factor. The final operation may overshoot

the remaining utility gap. The comparator charge from Step (2),
however, still applies at round m. By (A3), we have AU(o;, |

Dpm-1) < 1and rpy—q > Sy, and Aleak(o?, | Dp—1) < Alela_LgM).
Combining this bound with Step (3), the total priva\cyf cd9PBF the

charged operations is at most

log(1/6v) +1/éu
I-y

Since 1 — y and §y are bounded below by input-independent con-
stants, this is a constant-factor bound.

Aleak(Dyr).

(5) Feasibility and Pareto improvements. TRIM terminates only
when AU (Dr) < €, so Dy satisfies the utility constraint of DMP.
Refine-and-swap commits any leakage-reducing operation outside
the charged candidate set as a Pareto improvement. Such an op-
eration decreases the remaining utility gap and has nonpositive
privacy cost. It therefore cannot increase either the logarithmic
charge or the final privacy cost. Because the comparator argument
in Step (2) restarts at every reachable state, inserting these commits
also preserves all subsequent charges. Consequently,

Aleak(Dr) < WAleak(DM),

which proves the theorem. O
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Theorem 6. Assume that the validation loss is smooth, the train-
ing gradients are bounded, and the learning rate 7 is sufficiently
small. Then for any two operations 0; and o0z, LGAg(D, 0;) and
LGAg(D, 0;) induce the same ordering as their true utility gains
whenever the gap between those gains exceeds O(5?).

Proof: The proof proceeds in three steps. We first state the two
hypotheses quantitatively. We then show, by a second-order ex-
pansion, that the utility gain AU (0) equals 7 LGAg (D, 0) up to an
O(5?) remainder. We finally use this surrogate to rank any two
well-separated operations correctly.

(1) Setup and assumptions. Fix the parameters 6 of M and the cur-
rent dataset D. Write v = VgL, (0) for the validation gradient and
g = VoLirain(0, D), go = VoLirain (6, D & 0) for the training gradi-
ents before and after applying a candidate o, respectively, so that the
LGA score LGAy(D, 0) = (v, g, — g) aligns the validation gradient
with the marginal training gradient g, — g that o induces.

We use the two assumptions in the following form.

(A1) Smoothness: L, is L-smooth, so |L, (6+8)—L, (0)— (v, )| < %||6||2

for every .

(A2) Bounded gradients: ||g||, ||go|| < G for every candidate o.

(2) LGA is a first-order surrogate of utility. The utility gain of o is
the reduction in validation loss from the step that includes o, relative
to the baseline step on D:

AU (o) = Ly(8 — ng) — Ly(0 — ngo).
The two updates displace 6 by —ng and —ng,. Applying the smooth-
ness bound (A1) to each displacement expands the two losses as

L(0 = ng) = Ly(6) = (v.9) +T.
Ly(0 = 1go) = Ly(0) — (v, go) + 1o,

with second-order remainders |r| < £1?||g||? and |r,| < Ln?|Igol|%.
Subtracting the second line from the first, the base losses L, (6)
cancel, the linear terms combine into 7(v, g, — g) = n LGAg(D, 0),
and the remainders form p(0) :=r —r,:

AU (0) = nLGAy(D,0) + p(o).
By (A2), |p(0)| is bounded uniformly over candidates: |p(0)| <




Il + Irol < £02(llgll? + llgoll*) < LG*p?. So the true gain equals

the LGA score scaled by the shared factor 7, up to an O(5?) error.
(3) Ranking preservation. Fix two operations oy and o,. By Step (2),
AU (0;) = nLGA¢(D,0;) + p(0;). Subtracting gives the gain gap
as the scaled LGA-score gap plus p(01) — p(02), whose magni-
tude is at most |p(01)| + |p(0z)| < 2LG?*n%. Thus, if |AU(0;) —
AU(0y)] > 2LG%5?, this second-order perturbation cannot re-
verse the scaled score gap. Since n > 0, AU(01) — AU(03) and
LGAy(D, 01) — LGAy(D, 02) have the same sign. Hence LGA pre-
serves the true ordering whenever the gains differ by more than
2LG%*p? = O(n?), proving the theorem.

Role of a small learning rate. The assumption (A3) of small  con-

trols the remainder. Since the signal n LGAy(D, 0) is of order n
but the error p(o) is of order 7%, a smaller 5 makes the surrogate
more faithful and shrinks the misorder band 2LG2172; therefore,
LGA ranks correctly every pair whose scores differ by more than
2LG?n. Because 7 is shared, it never alters the LGA order itself; its
smallness only certifies that this order agrees with true utility. O
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Theorem 7. Assume the loss is bounded. Then, with high probabil-
ity, the true utility recovery of any candidate operation o satisfies
lo| d 1
——+

nw +n
where n = |D;_1 @ o], |o| is the number of single-record changes
in o, d is the input dimension, and w is the proxy width.

AU(0) = AU(o) - O —

>

Proof: The proof proceeds in four steps. We first decompose the
proxy-target recovery error into validation noise and the operation-
induced change in proxy bias. We then bound the validation noise
by concentration and control the bias change by tracing o through
a neighboring-record path. Finally, we combine the two bounds to
obtain the claimed correction.

(1) Setup and error decomposition. Fix a candidate operation o be-
fore drawing its certification samples, write D; = D;_; @ o, and
let n = |D;|. Assume that 0 < ¢ < B and that the proxy evaluations
use i.i.d. validation samples of size m = @(n) drawn independently.

For a dataset D', let 05/ and Oy be the parameters obtained
by training the target and proxy, respectively. Let R(6) :=
E(x,y) [£(x,y; 0)] denote population risk. For j € {t — 1,t}, let V;

be the validation sample for the proxy at state D, and let R :(0) =
m~1 Z(x,y)evj £(x,y;0) denote its empirical validation risk. The
samples V;_; and V; may coincide, but each is independent of train-
ing. Since utility is negative risk, AU (0) = R(8p,_,) —R(8p, ), while
AU(0) =R;~1(0p,_,) —R:(0p,). Define ®(D’) := R(0p/)—R(0p)
as the target-proxy population-risk gap after training on D’.
Adding and subtracting the two proxy population risks yields
AU(0) = AU(0) = [Ri-1(0p,-,) = R(0p,_,)]

+[R(0p,) - Re(0p,)]
+ [®(Dy) - ©(Dy-1)]. (®)

The first two terms are the validation errors before and after o, and
the last captures the proxy-bias change induced by o. Hence, the

target and proxy may differ arbitrarily in parameters or absolute
risk: any persistent gap cancels when comparing their recoveries.

(2) Validation concentration. The proxy recovery uses empirical val-

idation risks, so the first two terms of Equation (8) are ordinary
sampling noise. Conditioned on the trained proxy parameters, the
losses in each validation sample are independent and lie in [0, B].
Hoeffding’s inequality and a union bound over the two evaluations
imply that, with probability at least 1 — 6,

~ _ 1
R;j(0p;) —R(@Dj)| < Bﬁ%, je{t=-1t}. (9)

The two evaluations therefore contribute at most twice the right-
hand side of Equation (9), depending only on the validation sample
size, not on the target-proxy parameter gap.

(3) Local response along an operation path. It remains to bound the

target—proxy risk-gap change induced by o. Write 0 as ¢ = |o|
neighboring single-record changes, DO = Dict,...., DD =D,
with intermediate dataset sizes ©(n). This path is only an account-
ing device: telescoping remains exact despite interactions among
record changes. Neighboring-dataset paths are standard in stability
analysis [11] and influence-function analysis [29].

For neighboring datasets D’ ~ D", define Ar(D"”,D’) :=
R(0p~) —R(Opr), and Ap(D”,D’) := R(Op») — R(0p). Assume
the target and proxy respond similarly to each single-record change:
A (D, D) = Ap(D", D) < Er(wa),
Here d is the input dimension, w is the proxy width, C absorbs
fixed architecture, norm, and optimization factors, and ¢, is
independent of n, |0|, d, and w. Intuitively, Equation (10) requires
only local, not global, agreement: the target and proxy responses
to the same data change converge as d/w decreases.

For each step, the change in @ is exactly the difference between
the target and proxy responses. Summing these changes along the
path telescopes from D;_; to D;, and Equation (10) gives

r(w,d) < Co%. (10)

q
[B(D) - ®(D,-1)| < )" [Ar(DD, D) - Ap(DD, D)
i=1

C d
< L Lr(w,d) < cOCLq—.
n nw

(11)

This bound separates two effects: |o|/n is the fraction of af-
fected records, while d/w captures the finite-width response mis-
match. Wide-network analyses provide context for such capacity-
dependent approximation [5, 27]. Note that r(w, d) < cod/w is an
explicit proof assumption, not a rate derived from those results.

(4) Combining the bounds. Equation (8) shows that no other error

source remains. Applying the triangle inequality together with
Equations (9) and (11), we obtain, with probability at least 1 — &,

‘m(o) - AU(U)( < COCL% + 23,1%

The first term is the response mismatch accumulated along the
operation path, while the second is finite-sample validation noise.
Since m = ©(n), for fixed § and bounded B and C;, the right-hand
side is O((|o|/n)(d/w) + 1/+/n). Taking the lower side of this
two-sided bound yields Equation (7). Therefore, the corrected
quantity AU (o) minus this error is a lower confidence bound, while
the two-sided result shows that the absolute proxy-recovery error
converges to zero as the response and sampling terms vanish. O
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