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Abstract—Mix networks, or mixnets, are one of the fundamental
building blocks of anonymity systems. To defend against epistemic
attacks, existing free-route mixnet designs require all clients to
maintain a consistent, up-to-date view of the entire key directory.
This, however, inevitably raises the performance concern under
system scale-out: in a larger mixnet, a client will consume more
bandwidth for updating keys in the background.

This paper presents Periscoping, a key distribution protocol for
mixnets at scale. Periscoping relaxes the download-all requirement
for clients. Instead, it allows a client to selectively download a
constant number of entries of the key directory, while guaranteeing
the privacy of selections. Periscoping achieves this goal via a
novel Private Information Retrieval scheme, constructed based on
constrained Pseudorandom Functions. Moreover, the protocol is
integrated seamlessly into the mixnet operations, readily applicable
to existing mixnet systems as an extension at a minimal cost. Our
experiments show that, with millions of mixes, it can reduce
the traffic load of a mixnet by orders of magnitude, at a minor
computational and bandwidth overhead.

I. INTRODUCTION

Mixnets are one of the key cryptographic primitives for
anonymous communications. Since its introduction [1], it has
become an efficient technique for hiding the communication
patterns among users. By routing every user message through
a chain of relay servers (a.k.a. mixes), it provides strong
unlinkability [2] between pairs of senders and receivers [3].

Most large-scale anonymity systems [4]–[10] and privacy-
preserving data mining systems [11]–[13] are based on free-
route mixnets [14], a scalable and practical variant. To send
message 𝑚, the sender client routes it through a mixnet path,
which consists of a subset of available mixes that are chosen
independently randomly. Message 𝑚 is onion-encrypted using
the public keys of selected mixes, in the reverse order along
the path. These public keys, together with other auxiliary infor-
mation of available mixes (e.g., IP addresses, the authentication
tags and the expiration times of key pairs), are kept in a key-
value database, namely the mixnet key directory.

For each onion encryption, the sender only needs the latest
directory entries for the chosen mixes. Apparently, an on-
demand download strategy for the key directory consumes
minimal bandwidth; yet, this turns out to be insecure, being
susceptible to epistemic attacks [15]. Provided that Alice has a
partial view over the mixnet—say, having the directory entries
of a subset M𝐴 of all mixes M—she will never choose the
mix in M \M𝐴 to relay a message. Eve, an adversary who
may learn this information by corrupting mixes, can potentially

exploit such observations and learn a skewed distribution over
Alice’s path selections. Over time, the unlinkability between
Alice and her intended receivers can be compromised entirely.

To defend against epistemic attacks, each and every afore-
mentioned mixnet system takes the conservative approach:
users are required to maintain a globally consistent and up-
to-date copy of the entire mixnet key directory. Provided that
the availability of mixes changes constantly and key pairs are
refreshed regularly for forward secrecy [16], updating the key
directory at all clients can take a heavy toll at scale. Intuitively,
distributing updates of a key directory with 𝑁 mixes would
generate 𝑂 (𝑁 ) download traffic on each client, resulting in
𝑂 (𝑁 2) aggregate bandwidth consumption.

Above all, it is vital to deliver key directory updates to
clients timely and frequently; yet, we lack such a protocol that
is linearly scalable, secure, and efficient at the same time.

A very similar and closely related problem has been identified
in Tor [17], a widely-deployed low-latency anonymity system.
Tor suffers from the same scalability issue as a free-route
mixnet does, with minor differences in system configurations.
Per estimation [18], [19], if Tor’s user base were to grow by
two orders of magnitude, network state synchronization would
contribute over half of its network traffic.

One may attempt to adapt a scalable key distribution protocol
of Tor to mixnets. Unfortunately, none previous work can
fit properly. More specifically, hop-by-hop solutions (e.g.,
WalkingOnion [19]) can reliably outsource path selection to
selected relays. However, it depends heavily on the circuit-
building phase of Tor, which is non-existent and expensive to
introduce in mixnets. Source-routed solutions (e.g., PIR-Tor
[20] and ConsenSGX [21]), which allow clients to download
a subset of directory entries obliviously, are applicable yet not
practical. They involve either computation-heavy or network-
intensive constructions. Unlike a Tor client reuses a path for
a session, a mixnet client does this on a per-message basis,
making existing protocols prohibitively expensive.

Is there an efficient method for accessing the key directory
obliviously? Can we outsource some work to mixes to reduce
the protocol complexity? And eventually, is it possible to design
a linearly scalable mixnet, in which every client can download
no more than constant-size updates?

Contributions. In this paper, we answer these questions—all
in the affirmative—by proposing Periscoping, a novel protocol



for private key distribution in a large-scale mixnet. It relieves
clients from maintaining the entire copy of the mixnet key
directory. Instead, a client can periodically download a specified
subset of entries, free from the risk of leaking information about
which entries are accessed. To the best of our knowledge, it is
the most efficient protocol yet guarantees the scalability and
the security of a mixnet system. In particular, we make the
following concrete contributions.
(1) A private information retrieval (PIR) scheme. We propose
PRFSetPIR, a novel PIR scheme based on constrained Pseudo-
random Functions. As compared to prior PIR constructions, it is
optimized for bandwidth usage in mixnet operations, with new
query compression techniques to reduce request and response
sizes; moreover, it incurs a negligible computationally overhead
without using expensive cryptographic primitives.
(2) Security guarantees. We conduct comprehensive security
analysis of PRFSetPIR under the standard thread model of
mixnet systems. A client can download any subset of the key
directory with PRFSetPIR, while ensuring that all other parties
are oblivious to the entries having been accessed. In the case
where a weaker 𝜖-differential privacy is sufficient, it can reduce
computational cost further with a minor parameter tweak.
(3) Protocol Periscoping. As a key distribution protocol, Peri-
scoping integrates PRFSetPIR into the original mixnet mes-
sage exchanges through piggybacking, incurring no additional
communication session. We accommodate such an integration
by allowing the reuse of mixnet message fields whenever
possible, which minimizes the bandwidth overhead. Collectively,
it realizes the design objectives of linear scalability, security,
and efficiency, and can readily and practically work as a superior
add-on to existing mixnets.
(4) Experimental study. Our prototype experiments demon-
strate that in a mixnet consisting of millions of mixes, Peri-
scoping reduces the traffic load for distributing mixnet keys
at a negligible computational overhead. As compared to the
state-of-the-arts, the bandwidth usage is reduced by up-to three
orders of magnitude for a client.
Organization. This paper introduces Periscoping using a top-
down approach. Sec. II reviews some preliminary concepts
related to this work. Following a few strawman approaches,
Sec. III provides an overview of Periscoping, with detailed
constructions of PRFSetPIR and security analysis in Sec. IV.
We demonstrate prototype evaluation results in Sec. V.

II. PRELIMINARIES AND BACKGROUND

A. Mixnet

As an effective means to anonymize users online, a mixnet
enables unlinkability [2] between users and their messages.
It leverages the idea of onion encryption and shuffling, and
distributes trust among servers.
Basic workings. Fig. 1 shows an illustrative example of Alice
sending an encrypted message 𝑚 to Bob anonymously through
a 3-server mixnet, based on a slightly modified version of
Chaum’s original proposal [1]. As a priori, Alice learns a
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Fig. 1: Example: Alice sends a message to Bob via a mixnet.

pseudonym 𝑎𝑑𝑑𝑟 of Bob, a randomly assigned mailbox for
Bob. Her message delivery is as follows.

1. Alice onion-encrypts 𝑚,𝑎𝑑𝑑𝑟 (via concatenation), using the
public keys of Mix2, Mix1, and Mix0, and outputs 𝑚0 =
𝐸𝑛𝑐0 [𝐸𝑛𝑐1 [𝐸𝑛𝑐2 (𝑚,𝑎𝑑𝑑𝑟 ),Mix2],Mix1].

2. Alice sends 𝑚0 to Mix0, the first mix along the path.
3. Mix0 “peels off” the outer-most layer of encryption, by

decrypting 𝑚0 using its private key, and gets 𝑚1.
4. Mix0 buffers a batch of decrypted messages from users,

shuffles them randomly, and sends the batch to Mix1.
5. Mix1 repeats Step 3.–4., sending the batch to Mix2.
6. Mix2 repeats Step 3., recovers 𝑚 and 𝑎𝑑𝑑𝑟 , and finally

deposits 𝑚 to Bob’s pseudonym.

Consider a passive adversary A having access to all the
network traffic and the internal states of corrupted mixes. The
mixnet guarantees that, if at least one mix along the path is
honest, with enough concurrent senders forming an anonymity
set, A cannot decide whether Alice deposits to 𝑎𝑑𝑑𝑟 or not.
Free-route mixnet. In modern anonymity systems [4]–[10],
mixnets are used to hide users’ communication metadata (e.g.,
the when, the where, and with whom). Another emerging
use case is privacy-preserving data mining systems [11]–[13],
where mixnets can unlink users from their published data. Both
settings involve a massive user base, with millions of available
mixes or more [13]. These systems employ the free-route mixnet
[14], a practical and scalable variant.

Different from the basic mixnet that requires every message
to go through all mixes in a pre-determined order, a free-route
mixnet allows the sender of message 𝑚 to draw a random subset
of 𝑙 mixes (e.g., 𝑙 ≤ 15 [6]), and organize them as a chain in a
random order. This chain will be used as the path for delivering
𝑚. Sending another message 𝑚′ requires another draw; that
is, each selected path is used in a one-off fashion. Depending
on the assumed threat models, a free-route mixnet can either
guarantee the perfect privacy of communication metadata [13],
or make it differentially-private [5], [6].
Mixnet key directory. Onion encryption assumes the availabil-
ity of the public keys of all mixes. Existing free-route mixnets
maintain these keys in a version-controlled database, referred
to as the mixnet key directory. Tor [17] has a similar entity
known as ENDIVE [19], which makes a concrete reference.

More specifically, every mix has a separate entry in the key
directory, indexed by its unique identifier. The attributes include
its public keys, the IP addresses, two timestamps indicating
its creation/expiration times, and flags of supported features
or a version number. Moreover, the entry carries its own
authentication tag, generated by trusted authorities. All fields
are necessary for the security and the correctness of the mixnet.



Consider a mixnet with 7,000 mixes and 3 million users, at
the scale of Tor [17] as of July, 2023 [18]. The key directory
can be well over 2.5 MB [19]. If we require every user to
maintain a copy, the average download traffic on a single mix
for a round of key pair refresh is about 1 TB.

If the mixnet were to grow 10×, the overall bandwidth usage
would be 100×, limiting its practicality. Worse yet, recent
mixnet systems can be of an even larger scale. For example,
Mycelium [13] employs millions of user devices as mixes,
whose scale is three orders of magnitudes higher than that
of Tor. It distributes keys to clients using the Telescoping
technique [17], which is clearly one of the factors behind its
high end-to-end message delivery latencies (in hours).
Key distribution in Tor. Tor has two major distinctions from
a mixnet: (a) it reuses a chain of relays (called a circuit) for
the entire session of a conversation, and (b) a circuit has much
fewer relays (typically 3). Before sending a message, Tor has a
dedicated circuit-building phase, which involves a multi-round
interactive protocol to exchange keys among users and relays,
i.e., Telescoping [17]. Such a protocol would be unaffordable
in a mixnet that has a much longer path (typically ≤ 10), used
in the one-off manner. As a result, although Tor faces a similar
scalability problem, the solutions are not directly applicable.

For example, the state-of-the-art WalkingOnion [19] protocol
optimizes the Telescoping technique, by reliably outsourcing
next-hop selection to relays. Indeed, it is efficient for circuit-
building, but too expensive to apply in a mixnet. PIR-Tor [20]
and ConsenSGX [21] employ computationally private infor-
mation retrieval [22]—an expensive cryptographic method—to
obliviously access the mixnet key directory. Despite inefficiency
for mixnets, they inspire our design of Periscoping, to be
discussed in Sec. III-B.

B. Private Information Retrieval

Private Information Retrieval (PIR) [23] is a technique that
allows a user to access a database obliviously, i.e., other parties,
including the database owner, cannot learn which database
entries have been accessed. More formally, consider Bob who
holds a database 𝐷𝐵 with 𝑛 entries. Alice wishes to download
𝐷𝐵 [𝑖], the 𝑖-th entry, while keeping the value of 𝑖 private.
A trivial solution is to download all 𝐷𝐵 entries, which is
apparently too costly. Non-trivial PIR schemes incur download
traffic sublinear in 𝑛, briefly reviewed as follows.
Single-server PIR. Chor et al. [22] show that the construction
of a PIR scheme must be based on some computational hardness
assumptions, if 𝐷𝐵 is hosted on a single server. The state-of-
the-art practical single-server PIR schemes [24]–[26] are based
on some forms of fully homomorphic encryption, such as BGV
[27], BFV [28], [29], and RGSW [30], [31]. Theoretically,
these encryption schemes permit arithmetic computations (e.g.,
addition and multiplication) directly on the ciphertext; the
results, after being decrypted, match the outputs had the
computation been carried out on the plaintext. The drawback,
however, is the computational complexity and the ciphertext
size, which is several times of its plaintext size.

For this reason, existing single-server PIR schemes suffer
from long response times and large request sizes, with all
computation on the server side performed homomorphically
on ciphertexts. Consider downloading a single entry from 𝐷𝐵
sized 𝑛 = 218 via SpiralPIR [32], the most efficient construction
to date. A user needs to send a 14KB request and it takes 24.46
seconds to respond on an 8-core server.
Multi-server PIR. PIR can be much more efficient if we
assume the availability of multiple non-colluding servers, each
holding a copy of 𝐷𝐵. Also, the security guarantee can be
information-theoretic: an adversary cannot recover 𝑖 even with
unlimited computing power. We next review a simple PIR
construction [23] denoted as BasicPIR. Consider an 𝑛-entry
𝐷𝐵 replicated among 𝑙 servers, 𝑠0, 𝑠1, . . . , 𝑠𝑙−1. Let [𝑘] denote
the set {0, 1, . . . , 𝑘 − 1} for natural number 𝑘 . To access 𝐷𝐵 [𝑖],
BasicPIR proceeds as follows:

1. Alice builds 𝑙 requests 𝑞0, 𝑞1, . . . , 𝑞𝑙−1 initialized 𝑛-bit all-0
strings, forming an 𝑙-row 𝑛-column request matrix.

2. Alice sets bits column-wise: every bit is set to 1 with
probability 𝜃 . An additional requirement is enforced such
that the total number of 1s in a column must be even, except
that the 𝑖-th column has an odd number of 1s. Intuitively,
𝑞 𝑗 ( 𝑗 ∈ [𝑙]), the 𝑗-th row of the request matrix, is the bitset
representation of a random subset of [𝑛], in which each
element is included with probability 𝜃 .

3. Alice sends request 𝑞 𝑗 to server 𝑠 𝑗 , for all 𝑗 in [𝑙].
4. Upon receiving 𝑞 𝑗 , 𝑠 𝑗 generates response 𝑟 𝑗 , by XORing

database entries corresponding to 1s in 𝑞 𝑗 , i.e., 𝑟 𝑗 =
⊕𝑡 ∈{𝑚 |𝑞 𝑗 [𝑚]=1}𝐷𝐵 [𝑡], where ⊕ denotes the bitwise exclusive
OR operation. 𝑠 𝑗 replies Alice with 𝑟 𝑗 .

5. Alice recovers 𝐷𝐵 [𝑖] = ⊕𝑡 ∈[𝑙 ]𝑟𝑡 .

Intuitively, BasicPIR guarantees the correct recovery of
𝐷𝐵 [𝑖], because all database entries are XORed for an even
number of times except 𝐷𝐵 [𝑖]. Chor et al. [23] prove that,
given 𝜃 = 0.5, the scheme leaks no information about 𝑖 and
tolerates at most (𝑙 − 1) colluding servers.

III. PERISCOPING

In this section, we provide an overview of the Periscoping
protocol, following our design objectives and motivations.

A. Design Objectives

To ensure forward secrecy, updated keys in a mixnet must
be distributed timely and frequently. An practical solution
should be (1) linearly scalable, (2) secure against reasonable
adversaries, and (3) efficient. We detail these objectives below.
Linear scalability. The central goal of Periscoping is to make
a mixnet linearly scalable, i.e., a mixnet consisting of 𝑁
mixes should support 𝑂 (𝑁 ) users. Clearly, the “download-
all” approach does not meet this goal: given 𝑁 mixes and
𝑂 (𝑁 ) users, an average user must download 𝑂 (𝑁 )-size key
directory updates in a fixed time duration 𝑇 . With Periscoping,
in constrast, a client cannot download more than a constant
number of entries in duration 𝑇 , regardless of the mixnet size.



Threat model. To make a practical design, the adoption of
Periscoping must not introduce new vulnerabilities or weaken
the security/privacy guarantees of a mixnet. Therefore, we
use the following threat model, the same as recent large-scale
mixnet systems (e.g., Karaoke [6], Groove [10], Mycelium
[13]), without making any additional security assumptions.
Honest-but-curious mixes. Every available mix follows the pre-
defined protocols correctly and answers to requests truthfully.
However, it makes attempts to learn all information about the
users and the processed messages. In the context of a mixnet,
for instance, a mix is curious to learn the linkage between the
sender and the receiver of a message.
An any-trust model. We assume a passive adversary A who
may observe all the network traffic and the internal states of
corrupted mixes. However, A can only corrupt a small fraction
of mixes. If a mixnet path length is 𝑙 , A can corrupt at most
(𝑙 −1) mixes on any path. Note this assumption is fundamental
to the privacy of mixnets. In fact, Karaoke [6] even requires
two uncorrupted mixes on every path.
Security. To keep communication metadata private [33],
Periscoping must guarantee the confidentiality and the integrity
of a user’s knowledge about the mixnet key directory. With
Periscoping operated under the assumed threat model, a user can
download a subset of entries in the database. The integrity and
the correctness of entries are verifiable using the authentication
tags. More importantly, the protocol leaks zero (or bounded)
information about which entries have been accessed.

More formally, we adapt the notion of differential privacy
[34] to quantify the leakage. Say a user may send either index
𝑖 or 𝑖′ as query 𝑄 to 𝐷𝐵, and 𝑂 denotes all observations that
are possibly made by an adversary A. Periscoping ensure that

𝑃𝑟 (𝑂 |𝑄 = 𝑖) ≤ 𝑒𝜖𝑃 (𝑂 |𝑄 = 𝑖′), (1)
where 𝜖 is a security parameter. For 𝜖 = 0, we have zero
leakage; for 𝜖 > 0, the protocol ensures 𝜖-differential privacy.

Intuitively, Equation 1 implies plausible deniability. A user
having queried index 𝑖 can claim the index being query is a
different 𝑖′, which cannot be falsified since outside observations
are equally (resp. similarly) probable for 𝜖 = 0 (resp. 𝜖 > 0).
Performance. Periscoping should be practically deployable.
Given the large number of messages arriving at a mix, it must
incur a tolerable overhead. This requirement implies that some
expensive cryptographic primitives, e.g., homomorphic multi-
plications, are no longer applicable. Ideally, the construction
should introduce no additional public-key operations.

B. Strawman and Motivation

It is challenging to achieve linear scalability, security, and
efficiency at the same time. In fact, meeting the former two
alone is essentially a batch random-index PIR problem [35].

Say Alice needs to download 𝑘 randomly selected entries
from the 𝑛-entry key directory. Let I denote the set of selected
indexes, where I ⊆ [𝑛], |I | = 𝑘. The existing “download-
all” approach is simply a solution based on trivial PIR. One
may think allowing random selection of entries may bring
opportunities for lower-complexity solutions. Unfortunately,

it is not the case, and no efficient construction has yet been
proposed to meet the performance goal. According to Gentry
et al. [35], the problem is actually equivalent to a batch PIR
problem. This observation leads us to a strawman solution:

Strawman 1 (Direct PIR). Alice runs an existing batch PIR
protocol to download the entries specified in I from one or
more (e.g., 𝑙) randomly-chosen mixes. The PIR protocol is
executed in parallel with mixnet operations. □

If we choose to adopt a single-server PIR scheme here, the
solution is equivalent to PIR-Tor [20]. As explained in Sec. II-B
and in our experiments, even the most efficient construction to
date (SpiralPIR [32]) is too expensive. Multi-server PIR seems
plausible, with lower complexity; yet their direct adoption can
introduce security vulnerabilities under our threat model. Let
I denote the subset of entries held by Alice, who just joined
the mixnet and has completed two rounds of PIR. Given the
observation, an adversary A can conclude with confidence that
|I | ≤ 2𝑘 . In the next round of PIR, Alice must communicate
with 𝑙 mixes directly. She now faces a dilemma: on the one
hand, if she uses a small 𝑙 , there is a non-negligible probability
that the 𝑙 selected mixes collude with each other, violating the
security assumption of the PIR scheme; on the other hand, a
large 𝑙 (e.g., 𝑙 ≥ 𝑘) can guarantee the security, while effectively
revealing most elements in I to A.

A natural question arises: can we mitigate the security
problem, by requiring Alice to talk to fewer mixes directly?
Fortunately, as a mixnet user, Alice does so routinely. In fact, in
every mixnet round, she sends a message that will eventually
pass through 𝑙 mixes, which can be safely employed as a
non-colluding set of PIR servers. This observation leads us to
an intuitive solution described below, where the 𝑙-server PIR
queries are “piggybacking” on a mixnet message.

Strawman 2 (Piggybacking PIR). To start, Alice builds 𝑙
queries, 𝑞0, 𝑞1, . . . , 𝑞𝑙−1, following the 𝑙-server BasicPIR scheme
described in Sec. II-B. The only difference is that, to access 𝑘
entries in a batch, each query includes an array of 𝑘 𝑛-bit bitsets.
While onion-encrypting message 𝑚 for Mix𝑗 ( 𝑗 ∈ [𝑙]) along the
path, she appends 𝑞 𝑗 to 𝑚 as an extra field. As the message goes
through the chain of 𝑙 mixes,Mix𝑗 can peel off its corresponding
layer of onion encryption, unpack 𝑞 𝑗 , and prepares the response
𝑟 𝑗 to 𝑞 𝑗 . After delivering 𝑚 successfully, Mix𝑙−1, the last mix
along the chain, initiates the returning procedure. It encrypts
𝑟𝑙−1 with its ephemeral key 𝑒𝑘𝑙−1 with Alice, and returns it back
to Mix𝑙−2. Mix𝑙−2 appends 𝑟𝑙−2, encrypts the entire message
with 𝑒𝑘𝑙−2, and returns it to Mix𝑙−3. This continues until the
message is returned to Alice by Mix0. Alice can peel off the
onion layers using the ephemeral keys, parse all the responses
𝑟0, 𝑟1, . . . , 𝑟𝑙−1, and finally recover the entries in I. □

Strawman 2 is clearly valid. Since BasicPIR is provably
secure and the onion encryption makes all queries indistinguish-
able, it guarantees 𝜖 = 0. The performance goal is also satisfied,
as bitwise XORs are the only additional operations. However,
the design is not scalable, because the query piggybacking
strategy incurs a per-mix bandwidth overhead linear in 𝑛, the



total number of mixes. More specifically, it has
(1) 𝑂 (𝑛𝑘𝑙2)-size requests. To access 𝑘 entries as a batch,

every request must pack 𝑘 𝑛-bit bitsets, i.e., |𝑞 𝑗 | = 𝑂 (𝑛𝑘) for
𝑗 in [𝑙]. Therefore, the overall request bandwidth overhead is
𝑂 (𝑛𝑘 (𝑙 + (𝑙 − 1) + . . . + 1)) = 𝑂 (𝑛𝑘𝑙2).

(2) 𝑂 (𝑘𝑙2) overhead in responses. Since each mix will
append its response to the reply message, the overall response
bandwidth overhead is 𝑂 (𝑘 (1 + 2 + . . . + 𝑙)) = 𝑂 (𝑘𝑙2).

C. Overview of Periscoping

We design Periscoping based on the framework of Straw-
man 2, with techniques for reducing the bandwidth overhead.
Techniques. To reduce bandwidth overhead, we provide
efficient constructions for the requests and the responses.
As a major contribution of this paper, we propose a novel
request compression technique that is both computationally
cheap and space-efficient. To the best of our knowledge, our
construction achieves the smallest request size among all the
PIR schemes that fit our threat model and practical concerns.
More specifically, to be applicable in a mixnet, the PIR scheme
(1) cannot encode 𝐷𝐵 because it is updating constantly, and (2)
must scale to 𝑙 servers in which at most (𝑙 − 1) may collude.
Request compression. Recall that Strawman 2 generates a
request that contains 𝑘 𝑛-bit bitsets. Periscoping compresses
such a request by replacing bitset representations with keys
of constrained Pseudorandom Functions (cPRFs) [36]–[39].
Crucially, this is the core design component of Periscoping.

(1) Condensed representation of pseudorandom sets. For
starters, see how a random bitset can be represented as a
keyed Pseudorandom Function (PRF). Consider a keyed PRF
𝐹 (msk, 𝑥) : K × N → [𝑛], where msk ∈ K is a master key
(a.k.a. seed) and 𝑥 is a natural number. The intuition is that, if
we relax the bitset requirement to a multiset (an extended form
of set by allowing multiple occurrences of the same element),
a random subset of [𝑛] with 𝛾 elements can be generated as
𝑆 = {𝐹 (msk, 𝑥) |𝑥 ∈ [𝛾]}. In other words, given a predefined
PRF 𝐹 , msk is a compressed representation of 𝑆 .

Clearly, BasicPIR can work correctly with multisets. To
capitalize on this observation, we still have to answer an
important question for the correctness: while generating 𝑙
random subsets of [𝑛], how can we guarantee that every element
appears for an even number of times except 𝑖?

In Periscoping, we answer this question by making use of
constrained Pseudorandom Functions (cPRFs), a special kind
of cryptographic PRFs with an additional feature. For each
msk and a subset 𝜙 of [𝜇], it can produce a new key ck (a.k.a.
constrained key), such that 𝐹 (ck, 𝑥) can evaluate on 𝑥 ∈ 𝜙 with
the same output, yet fail to evaluate on other 𝑥 ∉ 𝜙 . As a result,
𝑆 ′ = {𝐹 (ck, 𝑥) |𝑥 ∈ 𝜙} is a “programmed” subset of 𝑆 , and ck
is the compressed representation of 𝑆 ′.

Built on this property, we can generate effective representa-
tion of random sets for PIR requests in BasicPIR. We denote
our scheme as PRFSetPIR. We adopt the cPRF scheme from
KPTZ13 [36], which is directly derived from the original
GGM PRF construction [40] and very computationally cheap.

Its constrained keys are of length 𝑂 (log𝑛), small enough
for the linear scalability of Periscoping. We will discuss our
construction details for PRFSetPIR in Sec. IV-B.

(2) Batching. As an add-on optimization, we directly adopt
Reverse Cuckoo Hashing [25, §4], the batching technique from
SealPIR, to reduce the batching cost of Periscoping. Before
processing queries, 𝐷𝐵 redistributes 𝜇 (𝜇 < 𝑘) copies of each
entry into 𝑘 buckets, using cuckoo hashing, such that each
bucket has the same number of distinct entries. The elements
in every bucket are known to all users, who can simulate the
process. If Alice wishes to query 𝑘 elements, she can just issue
requests to 𝑘 buckets in separate. There are only 𝜇

𝑘
𝑛 entries in

each bucket, thus reduce the overall batching cost.
Key compression. To further reduce the size of requests,
Periscoping reuses the existing mixnet packet fields. As cPRFs
can generate constrained keys that are indistinguishable from
random strings, we use them to derive ephemeral keys for
encryption, removing some unnecessary fields form requests.
More details on the Periscoping message format and field reuse
will be elaborated soon, with detailed operations in Fig. 2.
Response compression. Piggybacking responses can result in
increasing sizes, as the reply package Π goes back along the
chain of mixes. In Periscoping, we attempt to make its size
constant. Given the intuition that Alice will eventually XOR
all the responses she has received, we may outsource the XOR
operations to the mixes, by updating Π incrementally. However,
a security challenge arises: If Mix0 can receive a response
that can be linked back to Mix𝑗−1, we may compromise the
unlinkability promise of the mixnet.

Periscoping tackles this challenge by using a stream cipher.
In addition to XORing its response 𝑟 𝑗 with Π, Mix𝑗 will add
more “sauce” to it, by XORing with another string that looks
like random. Alice can reproduce the random string using the
ephemeral key ek𝑗 , by remove all extra sauces and recover the
final result. We next describe the details of this technique.
Protocol. With the novel compression techniques introduced
above, we construct the Periscoping protocol (Fig. 2) which
integrates naturally to mixnet operations, with no additional
communication sessions and little computational overhead.
Request generation and onion encryption. Alice first prepares
a list of 𝑙 queries (Step 1) for downloading a batch of 𝑘 entries
from 𝐷𝐵, following PRFSetPIR. Each query 𝑞 𝑗 has the form of
a list of 𝑘 constrained keys for KPTZ13 [36]. Then, Alice starts
encrypting the messages (Step 2). The original message 𝑚 is
end-to-end encrypted to produce its ciphertext 𝑚𝑙−1, which only
Bob can decrypt. Alice proceeds to onion-encryption as usual,
with a distinction in ephemeral key generation. In Periscoping,
the ephemeral key ek𝑗 for Mix𝑗 is directly derivable from 𝑞 𝑗 ,
thanks to the pseudorandom nature of constrained keys of cPRF.
In light of this, Alice uses the public key pk𝑗 of Mix𝑗 to encrypt
𝑞 𝑗 , forming the message header, and uses ek𝑗 to encrypt the
message body with a symmetric cipher. Message 𝑚𝑙−1, after
𝑙 layers of onion encryption, is encoded as 𝑚0, which Alice
sends to Mix0.
Mixnet processing. Upon receiving 𝑚0, Mix0 first records its



Alice Mix 0 Mix (l-1)

…
…

Bob’s
Pseudonym

1. Construct queries <latexit sha1_base64="72ixfsibGt0+W2pfNJeDFSCt438="></latexit>q0, q1, . . . , ql�1
<latexit sha1_base64="72ixfsibGt0+W2pfNJeDFSCt438="></latexit>q0, q1, . . . , ql�1 for 

<latexit sha1_base64="zW6oinVrUTw45PhO2pMp7LB0Ngc=">AAACF3icbVDLSsNAFJ3UV62vWJdugkVwVRIp6s6CILqLtS9oQ5lMb9qhk4czE7GEfkhduNVfcOVO3Lr0J/wGJ20X2npg4HDOvXcOx40YFdI0v7TM0vLK6lp2PbexubW9o+/m6yKMOYEaCVnImy4WwGgANUklg2bEAfsug4Y7uEj9xj1wQcOgKocROD7uBdSjBEsldfR828eyL7zErlzegrSvK6OOXjCL5gTGIrFmpHD+Ok7xaHf073Y3JLEPgSQMC9GyzEg6CeaSEgajXDsWEGEywD1oKRpgH4STTLKPjEOldA0v5OoF0piovzcS7Asx9F01OUk676Xif14rlt6Zk9AgiiUEZPqRFzNDhkZahNGlHIhkQ0Uw4VRlNUgfc0ykqivXrsBdrCbs2bWq5SRpwPSUKsiar2OR1I+L1kmxdGMVyiU0RRbtowN0hCx0isroCtmohgh6QE/oGb1oY+1Ne9c+pqMZbbazh/5A+/wB4ROkaw==</latexit>

PRFSetPIR
<latexit sha1_base64="zW6oinVrUTw45PhO2pMp7LB0Ngc=">AAACF3icbVDLSsNAFJ3UV62vWJdugkVwVRIp6s6CILqLtS9oQ5lMb9qhk4czE7GEfkhduNVfcOVO3Lr0J/wGJ20X2npg4HDOvXcOx40YFdI0v7TM0vLK6lp2PbexubW9o+/m6yKMOYEaCVnImy4WwGgANUklg2bEAfsug4Y7uEj9xj1wQcOgKocROD7uBdSjBEsldfR828eyL7zErlzegrSvK6OOXjCL5gTGIrFmpHD+Ok7xaHf073Y3JLEPgSQMC9GyzEg6CeaSEgajXDsWEGEywD1oKRpgH4STTLKPjEOldA0v5OoF0piovzcS7Asx9F01OUk676Xif14rlt6Zk9AgiiUEZPqRFzNDhkZahNGlHIhkQ0Uw4VRlNUgfc0ykqivXrsBdrCbs2bWq5SRpwPSUKsiar2OR1I+L1kmxdGMVyiU0RRbtowN0hCx0isroCtmohgh6QE/oGb1oY+1Ne9c+pqMZbbazh/5A+/wB4ROkaw==</latexit>

PRFSetPIR.

2. Onion-encrypt message <latexit sha1_base64="Tj+qoHHjmd1CRrpBfMwUupq09Ts=">AAACBHicdVC7TgJBFJ3FF+ILtbSZSEysyC4SwUoSG0swvBLYkNnhAhNmH87MmpANrY2tFvoNdsbCxv/wJ/wGZ1lI1OhJJjk599x7z1wn4Ewq0/wwUkvLK6tr6fXMxubW9k52d68p/VBQaFCf+6LtEAmcedBQTHFoBwKI63BoOeOLuN66ASGZ79XVJADbJUOPDRglSks1t5fNmfnCWdk8KeOEFEsLUsBW3pwhd/72GOOp2st+dvs+DV3wFOVEyo5lBsqOiFCMcphmuqGEgNAxGUJHU4+4IO1oFnSKj7TSxwNf6OcpPFO/d0TElXLiOtrpEjWSv2ux+FetE6pB2Y6YF4QKPJosGoQcKx/Hv8Z9JoAqPtGEUMF0VkxHRBCq9G0y3Su4DrWjOp9Wt+woDhiP0gdaXAH/T5qFvHWaL9bMXKWIEqTRATpEx8hCJVRBl6iKGogiQHfoHj0Yt8az8WK8JtaUMe/ZRz9gvH8BzLidew==</latexit>m<latexit sha1_base64="Tj+qoHHjmd1CRrpBfMwUupq09Ts=">AAACBHicdVC7TgJBFJ3FF+ILtbSZSEysyC4SwUoSG0swvBLYkNnhAhNmH87MmpANrY2tFvoNdsbCxv/wJ/wGZ1lI1OhJJjk599x7z1wn4Ewq0/wwUkvLK6tr6fXMxubW9k52d68p/VBQaFCf+6LtEAmcedBQTHFoBwKI63BoOeOLuN66ASGZ79XVJADbJUOPDRglSks1t5fNmfnCWdk8KeOEFEsLUsBW3pwhd/72GOOp2st+dvs+DV3wFOVEyo5lBsqOiFCMcphmuqGEgNAxGUJHU4+4IO1oFnSKj7TSxwNf6OcpPFO/d0TElXLiOtrpEjWSv2ux+FetE6pB2Y6YF4QKPJosGoQcKx/Hv8Z9JoAqPtGEUMF0VkxHRBCq9G0y3Su4DrWjOp9Wt+woDhiP0gdaXAH/T5qFvHWaL9bMXKWIEqTRATpEx8hCJVRBl6iKGogiQHfoHj0Yt8az8WK8JtaUMe/ZRz9gvH8BzLidew==</latexit>m, using the public key 
<latexit sha1_base64="43QR0lyRXbjwSZQFznhIWJ1qlJo=">AAACEHicbVDLSsNAFJ3UV62vqktRBovgqiRS1GXBTZdV+oImlMl00o6dTNKZiVBCwG9w41b/wl1x6xfoT/gNTtIutPXAwOGce+8cjhsyKpVpfhm5ldW19Y38ZmFre2d3r7h/0JJBJDBp4oAFouMiSRjlpKmoYqQTCoJ8l5G2O7pJ/fYDEZIGvKEmIXF8NODUoxgpLTm2j9RQenE4Snr3vWLJLJsZ4DKx5qRUPfk8Tqa1x3qv+G33Axz5hCvMkJRdywyVEyOhKGYkKdiRJCHCIzQgXU058ol04ix0As+00odeIPTjCmbq740Y+VJOfFdPZiEXvVT8z+tGyrt2YsrDSBGOZx95EYMqgGkDsE8FwYpNNEFYUJ0V4iESCCvdU8G+I+NIT9Tn1xqWE6cB01O6IGuxjmXSuihbl+XKrVWqVsAMeXAETsE5sMAVqIIaqIMmwGAMnsELeDWejDdjarzPRnPGfOcQ/IHx8QOWRKF1</latexit>

pkj

<latexit sha1_base64="43QR0lyRXbjwSZQFznhIWJ1qlJo=">AAACEHicbVDLSsNAFJ3UV62vqktRBovgqiRS1GXBTZdV+oImlMl00o6dTNKZiVBCwG9w41b/wl1x6xfoT/gNTtIutPXAwOGce+8cjhsyKpVpfhm5ldW19Y38ZmFre2d3r7h/0JJBJDBp4oAFouMiSRjlpKmoYqQTCoJ8l5G2O7pJ/fYDEZIGvKEmIXF8NODUoxgpLTm2j9RQenE4Snr3vWLJLJsZ4DKx5qRUPfk8Tqa1x3qv+G33Axz5hCvMkJRdywyVEyOhKGYkKdiRJCHCIzQgXU058ol04ix0As+00odeIPTjCmbq740Y+VJOfFdPZiEXvVT8z+tGyrt2YsrDSBGOZx95EYMqgGkDsE8FwYpNNEFYUJ0V4iESCCvdU8G+I+NIT9Tn1xqWE6cB01O6IGuxjmXSuihbl+XKrVWqVsAMeXAETsE5sMAVqIIaqIMmwGAMnsELeDWejDdjarzPRnPGfOcQ/IHx8QOWRKF1</latexit>

pkj 

and the <latexit sha1_base64="EA8MTDOfQx+fC6xwQUD26ZljfHg=">AAACBnicbVC7TgJBFL2LL8QXamFhM5GYWJFdQ9SSxEY7VF4JbHB2GHBkdnaZmTUhG3obW/0LO0Prb/gDlnyDs0Ch4EkmOTn3deZ4IWdK2/aXlVpaXlldS69nNja3tneyu3tVFUSS0AoJeCDrHlaUM0ErmmlO66Gk2Pc4rXm9y6Ree6JSsUCU9SCkro+7gnUYwdpId/3WYyubs/P2BGiRODOSKx5cf49HqftSKztutgMS+VRowrFSDccOtRtjqRnhdJhpRoqGmPRwlzYMFdinyo0nVofo2Cht1AmkeUKjifp7Isa+UgPfM50+1g9qvpaI/9Uake5cuDETYaSpINNDnYgjHaDk36jNJCWaDwzBRDLjFZEHLDHRJp1M85b2I9NRmm0rO26cGExWmYCc+TgWSfU075zlCzdOrliAKdJwCEdwAg6cQxGuoAQVINCFF3iFN+vZerc+rNG0NWXNZvbhD6zPH2mGnQY=</latexit>qj
<latexit sha1_base64="EA8MTDOfQx+fC6xwQUD26ZljfHg=">AAACBnicbVC7TgJBFL2LL8QXamFhM5GYWJFdQ9SSxEY7VF4JbHB2GHBkdnaZmTUhG3obW/0LO0Prb/gDlnyDs0Ch4EkmOTn3deZ4IWdK2/aXlVpaXlldS69nNja3tneyu3tVFUSS0AoJeCDrHlaUM0ErmmlO66Gk2Pc4rXm9y6Ree6JSsUCU9SCkro+7gnUYwdpId/3WYyubs/P2BGiRODOSKx5cf49HqftSKztutgMS+VRowrFSDccOtRtjqRnhdJhpRoqGmPRwlzYMFdinyo0nVofo2Cht1AmkeUKjifp7Isa+UgPfM50+1g9qvpaI/9Uake5cuDETYaSpINNDnYgjHaDk36jNJCWaDwzBRDLjFZEHLDHRJp1M85b2I9NRmm0rO26cGExWmYCc+TgWSfU075zlCzdOrliAKdJwCEdwAg6cQxGuoAQVINCFF3iFN+vZerc+rNG0NWXNZvbhD6zPH2mGnQY=</latexit>qj-derived ephemeral key 

<latexit sha1_base64="/SQLJIMkgOdnTtCbD6JJYbSBBts=">AAACEHicbVC7TsMwFHXKq5RXgYGBJaJCYqoSVAFjJRbYCupLaqPiuDetqeOktoNURf0JFlb4CtgQK3/ADzD2G3DSDtByJEtH59x7fXTckFGpLOvLyCwtr6yuZddzG5tb2zv53b26DCJBoEYCFoimiyUwyqGmqGLQDAVg32XQcAeXid94ACFpwKtqFILj4x6nHiVYaclp+1j1pRfDYNy57+QLVtFKYS4Se0YK5YPr78lr5q7SyU/a3YBEPnBFGJayZVuhcmIsFCUMxrl2JCHEZIB70NKUYx+kE6ehx+axVrqmFwj9uDJT9fdGjH0pR76rJ9OQ814i/ue1IuVdODHlYaSAk+lHXsRMFZhJA2aXCiCKjTTBRFCd1SR9LDBRuqdc+xaGkZ6ozK5VbSdOAiandEH2fB2LpH5atM+KpRu7UC6hKbLoEB2hE2Sjc1RGV6iCaoigIXpCz+jFeDTejHfjYzqaMWY7++gPjM8f0zqhoA==</latexit>

ekj
<latexit sha1_base64="/SQLJIMkgOdnTtCbD6JJYbSBBts=">AAACEHicbVC7TsMwFHXKq5RXgYGBJaJCYqoSVAFjJRbYCupLaqPiuDetqeOktoNURf0JFlb4CtgQK3/ADzD2G3DSDtByJEtH59x7fXTckFGpLOvLyCwtr6yuZddzG5tb2zv53b26DCJBoEYCFoimiyUwyqGmqGLQDAVg32XQcAeXid94ACFpwKtqFILj4x6nHiVYaclp+1j1pRfDYNy57+QLVtFKYS4Se0YK5YPr78lr5q7SyU/a3YBEPnBFGJayZVuhcmIsFCUMxrl2JCHEZIB70NKUYx+kE6ehx+axVrqmFwj9uDJT9fdGjH0pR76rJ9OQ814i/ue1IuVdODHlYaSAk+lHXsRMFZhJA2aXCiCKjTTBRFCd1SR9LDBRuqdc+xaGkZ6ozK5VbSdOAiandEH2fB2LpH5atM+KpRu7UC6hKbLoEB2hE2Sjc1RGV6iCaoigIXpCz+jFeDTejHfjYzqaMWY7++gPjM8f0zqhoA==</latexit>

ekj for every 
<latexit sha1_base64="x9EkFlT1b30PIRS2lO8yNIbni18=">AAACBHicbVDLSsNAFJ3UV42PVl26CRZBNyWRou4siOCylb6gDWUyvWnHTiZxZiKU0K0bt/oX7sSV4H/4CW78BidtF9p6YOBw7uvM8SJGpbLtTyOztLyyupZdNzc2t7Zz+Z3dhgxjQaBOQhaKloclMMqhrqhi0IoE4MBj0PSGl2m9eQ9C0pDX1CgCN8B9Tn1KsNJS9babL9hFewJrkTgzUijnvi6OzferSjf/3emFJA6AK8KwlG3HjpSbYKEoYTA2O7GECJMh7kNbU44DkG4yMTq2DrXSs/xQ6MeVNVF/TyQ4kHIUeLozwGog52up+F+tHSv/3E0oj2IFnEwP+TGzVGilv7Z6VABRbKQJJoJqrxYZYIGJ0tmYnRu4i3VHZbat5rhJajBdpQNy5uNYJI2TonNaLFWdQrmEpsiifXSAjpCDzlAZXaMKqiOCAD2iJ/RsPBgvxqvxNm3NGLOZPfQHxscPgkebPw==</latexit>

j
<latexit sha1_base64="x9EkFlT1b30PIRS2lO8yNIbni18=">AAACBHicbVDLSsNAFJ3UV42PVl26CRZBNyWRou4siOCylb6gDWUyvWnHTiZxZiKU0K0bt/oX7sSV4H/4CW78BidtF9p6YOBw7uvM8SJGpbLtTyOztLyyupZdNzc2t7Zz+Z3dhgxjQaBOQhaKloclMMqhrqhi0IoE4MBj0PSGl2m9eQ9C0pDX1CgCN8B9Tn1KsNJS9babL9hFewJrkTgzUijnvi6OzferSjf/3emFJA6AK8KwlG3HjpSbYKEoYTA2O7GECJMh7kNbU44DkG4yMTq2DrXSs/xQ6MeVNVF/TyQ4kHIUeLozwGog52up+F+tHSv/3E0oj2IFnEwP+TGzVGilv7Z6VABRbKQJJoJqrxYZYIGJ0tmYnRu4i3VHZbat5rhJajBdpQNy5uNYJI2TonNaLFWdQrmEpsiifXSAjpCDzlAZXaMKqiOCAD2iJ/RsPBgvxqvxNm3NGLOZPfQHxscPgkebPw==</latexit>

j. Get <latexit sha1_base64="XVg09hlZksOgopQ2j3H4L3ftdPA=">AAACBnicdVDLSgMxFM3UV62vWpduQovgapipxdZdQRcuq/YF7VAyadqGZjJjkhHK0L0bt/oHLt2JK8EP8Af8Cb/BTKcFFT0QOJz7OjluwKhUlvVhpJaWV1bX0uuZjc2t7Z3sbq4p/VBg0sA+80XbRZIwyklDUcVIOxAEeS4jLXd8GtdbN0RI6vO6mgTE8dCQ0wHFSGnpyutZvWzBMosnFeuoAhNSKi9IEdqmNUOhmn5/zZ095mu97Ge37+PQI1xhhqTs2FagnAgJRTEj00w3lCRAeIyGpKMpRx6RTjSzOoUHWunDgS/04wrO1O8TEfKknHiu7vSQGsnftVj8q9YJ1aDiRJQHoSIcJ4cGIYPKh/G/YZ8KghWbaIKwoNorxCMkEFY6nUz3klyHuqM231a3nSg2GK/SAS1SgP+TZtG0j83ShU6qBBKkwT7Ig0NggzKognNQAw2AwRDcgXvwYNwaT8az8ZK0poz5zB74AePtC6PinH4=</latexit>m0
<latexit sha1_base64="XVg09hlZksOgopQ2j3H4L3ftdPA=">AAACBnicdVDLSgMxFM3UV62vWpduQovgapipxdZdQRcuq/YF7VAyadqGZjJjkhHK0L0bt/oHLt2JK8EP8Af8Cb/BTKcFFT0QOJz7OjluwKhUlvVhpJaWV1bX0uuZjc2t7Z3sbq4p/VBg0sA+80XbRZIwyklDUcVIOxAEeS4jLXd8GtdbN0RI6vO6mgTE8dCQ0wHFSGnpyutZvWzBMosnFeuoAhNSKi9IEdqmNUOhmn5/zZ095mu97Ge37+PQI1xhhqTs2FagnAgJRTEj00w3lCRAeIyGpKMpRx6RTjSzOoUHWunDgS/04wrO1O8TEfKknHiu7vSQGsnftVj8q9YJ1aDiRJQHoSIcJ4cGIYPKh/G/YZ8KghWbaIKwoNorxCMkEFY6nUz3klyHuqM231a3nSg2GK/SAS1SgP+TZtG0j83ShU6qBBKkwT7Ig0NggzKognNQAw2AwRDcgXvwYNwaT8az8ZK0poz5zB74AePtC6PinH4=</latexit>m0.

3. Receive <latexit sha1_base64="XVg09hlZksOgopQ2j3H4L3ftdPA=">AAACBnicdVDLSgMxFM3UV62vWpduQovgapipxdZdQRcuq/YF7VAyadqGZjJjkhHK0L0bt/oHLt2JK8EP8Af8Cb/BTKcFFT0QOJz7OjluwKhUlvVhpJaWV1bX0uuZjc2t7Z3sbq4p/VBg0sA+80XbRZIwyklDUcVIOxAEeS4jLXd8GtdbN0RI6vO6mgTE8dCQ0wHFSGnpyutZvWzBMosnFeuoAhNSKi9IEdqmNUOhmn5/zZ095mu97Ge37+PQI1xhhqTs2FagnAgJRTEj00w3lCRAeIyGpKMpRx6RTjSzOoUHWunDgS/04wrO1O8TEfKknHiu7vSQGsnftVj8q9YJ1aDiRJQHoSIcJ4cGIYPKh/G/YZ8KghWbaIKwoNorxCMkEFY6nUz3klyHuqM231a3nSg2GK/SAS1SgP+TZtG0j83ShU6qBBKkwT7Ig0NggzKognNQAw2AwRDcgXvwYNwaT8az8ZK0poz5zB74AePtC6PinH4=</latexit>m0
<latexit sha1_base64="XVg09hlZksOgopQ2j3H4L3ftdPA=">AAACBnicdVDLSgMxFM3UV62vWpduQovgapipxdZdQRcuq/YF7VAyadqGZjJjkhHK0L0bt/oHLt2JK8EP8Af8Cb/BTKcFFT0QOJz7OjluwKhUlvVhpJaWV1bX0uuZjc2t7Z3sbq4p/VBg0sA+80XbRZIwyklDUcVIOxAEeS4jLXd8GtdbN0RI6vO6mgTE8dCQ0wHFSGnpyutZvWzBMosnFeuoAhNSKi9IEdqmNUOhmn5/zZ095mu97Ge37+PQI1xhhqTs2FagnAgJRTEj00w3lCRAeIyGpKMpRx6RTjSzOoUHWunDgS/04wrO1O8TEfKknHiu7vSQGsnftVj8q9YJ1aDiRJQHoSIcJ4cGIYPKh/G/YZ8KghWbaIKwoNorxCMkEFY6nUz3klyHuqM231a3nSg2GK/SAS1SgP+TZtG0j83ShU6qBBKkwT7Ig0NggzKognNQAw2AwRDcgXvwYNwaT8az8ZK0poz5zB74AePtC6PinH4=</latexit>m0 and session tag <latexit sha1_base64="iN4ppiNvHPvQU+ws3l8PnfkW7iA=">AAACCXicbVDLTgIxFO34RHwAsnTTSEzcSGYMUZckblyC4ZXAhHRKgUqnM7Z3TMiEL3DjVr7BjTvj1q/wJ/wEYwdYKHiSJifnvk6PFwquwbY/rbX1jc2t7dROendv/yCTzR02dBApyuo0EIFqeUQzwSWrAwfBWqFixPcEa3qj66TefGBK80DWYBwy1ycDyfucEjBSA7rxmTPpZgt20Z4BrxJnQQrlfC5TfZl+V7rZr04voJHPJFBBtG47dghuTBRwKtgk3Yk0CwkdkQFrGyqJz7Qbz9xO8IlRergfKPMk4Jn6eyImvtZj3zOdPoGhXq4l4n+1dgT9KzfmMoyASTo/1I8EhgAnX8c9rhgFMTaEUMWNV0yHRBEKJqB055bdR6ajsthWc9w4MZisMgE5y3GsksZ50bkolqpOoVxCc6TQETpGp8hBl6iMblAF1RFFd+gJPaOp9Wi9Wm/W+7x1zVrM5NEfWB8/m+ydjg==</latexit>

t�1
<latexit sha1_base64="iN4ppiNvHPvQU+ws3l8PnfkW7iA=">AAACCXicbVDLTgIxFO34RHwAsnTTSEzcSGYMUZckblyC4ZXAhHRKgUqnM7Z3TMiEL3DjVr7BjTvj1q/wJ/wEYwdYKHiSJifnvk6PFwquwbY/rbX1jc2t7dROendv/yCTzR02dBApyuo0EIFqeUQzwSWrAwfBWqFixPcEa3qj66TefGBK80DWYBwy1ycDyfucEjBSA7rxmTPpZgt20Z4BrxJnQQrlfC5TfZl+V7rZr04voJHPJFBBtG47dghuTBRwKtgk3Yk0CwkdkQFrGyqJz7Qbz9xO8IlRergfKPMk4Jn6eyImvtZj3zOdPoGhXq4l4n+1dgT9KzfmMoyASTo/1I8EhgAnX8c9rhgFMTaEUMWNV0yHRBEKJqB055bdR6ajsthWc9w4MZisMgE5y3GsksZ50bkolqpOoVxCc6TQETpGp8hBl6iMblAF1RFFd+gJPaOp9Wi9Wm/W+7x1zVrM5NEfWB8/m+ydjg==</latexit>

t�1 from <latexit sha1_base64="x4HPJhgzsbm48UgJgRmdjYU1mEg="></latexit>src0
<latexit sha1_base64="x4HPJhgzsbm48UgJgRmdjYU1mEg="></latexit>src0.

4. Decrypt <latexit sha1_base64="XVg09hlZksOgopQ2j3H4L3ftdPA=">AAACBnicdVDLSgMxFM3UV62vWpduQovgapipxdZdQRcuq/YF7VAyadqGZjJjkhHK0L0bt/oHLt2JK8EP8Af8Cb/BTKcFFT0QOJz7OjluwKhUlvVhpJaWV1bX0uuZjc2t7Z3sbq4p/VBg0sA+80XbRZIwyklDUcVIOxAEeS4jLXd8GtdbN0RI6vO6mgTE8dCQ0wHFSGnpyutZvWzBMosnFeuoAhNSKi9IEdqmNUOhmn5/zZ095mu97Ge37+PQI1xhhqTs2FagnAgJRTEj00w3lCRAeIyGpKMpRx6RTjSzOoUHWunDgS/04wrO1O8TEfKknHiu7vSQGsnftVj8q9YJ1aDiRJQHoSIcJ4cGIYPKh/G/YZ8KghWbaIKwoNorxCMkEFY6nUz3klyHuqM231a3nSg2GK/SAS1SgP+TZtG0j83ShU6qBBKkwT7Ig0NggzKognNQAw2AwRDcgXvwYNwaT8az8ZK0poz5zB74AePtC6PinH4=</latexit>m0
<latexit sha1_base64="XVg09hlZksOgopQ2j3H4L3ftdPA=">AAACBnicdVDLSgMxFM3UV62vWpduQovgapipxdZdQRcuq/YF7VAyadqGZjJjkhHK0L0bt/oHLt2JK8EP8Af8Cb/BTKcFFT0QOJz7OjluwKhUlvVhpJaWV1bX0uuZjc2t7Z3sbq4p/VBg0sA+80XbRZIwyklDUcVIOxAEeS4jLXd8GtdbN0RI6vO6mgTE8dCQ0wHFSGnpyutZvWzBMosnFeuoAhNSKi9IEdqmNUOhmn5/zZ095mu97Ge37+PQI1xhhqTs2FagnAgJRTEj00w3lCRAeIyGpKMpRx6RTjSzOoUHWunDgS/04wrO1O8TEfKknHiu7vSQGsnftVj8q9YJ1aDiRJQHoSIcJ4cGIYPKh/G/YZ8KghWbaIKwoNorxCMkEFY6nUz3klyHuqM231a3nSg2GK/SAS1SgP+TZtG0j83ShU6qBBKkwT7Ig0NggzKognNQAw2AwRDcgXvwYNwaT8az8ZK0poz5zB74AePtC6PinH4=</latexit>m0 header with private key 

<latexit sha1_base64="xOoV87Nki5Q5FEadqM42tYw9Pis="></latexit>

sk0

<latexit sha1_base64="xOoV87Nki5Q5FEadqM42tYw9Pis="></latexit>

sk0, get <latexit sha1_base64="fDeeWnETboVQdJ32geospqELzNY=">AAACBnicbVC7SgNBFL0bX3F9JGppMxgEbcKuBLUzIIJl1LwgWcLsZDYZMvvIzKwQlvQ2tvoXdmJh42/4CTZ+g7NJCk08MHA493XmuBFnUlnWp5FZWl5ZXcuumxubW9u5/M5uXYaxILRGQh6Kposl5SygNcUUp81IUOy7nDbcwWVab9xTIVkYVNUooo6PewHzGMFKS3fDjtXJF6yiNQFaJPaMFMq5r4tj8/2q0sl/t7shiX0aKMKxlC3bipSTYKEY4XRstmNJI0wGuEdbmgbYp9JJJlbH6FArXeSFQr9AoYn6eyLBvpQj39WdPlZ9OV9Lxf9qrVh5507CgihWNCDTQ17MkQpR+m/UZYISxUeaYCKY9opIHwtMlE7HbN/SYaw7KrNtVdtJUoPpKh2QPR/HIqmfFO3TYunGLpRLMEUW9uEAjsCGMyjDNVSgBgR68AhP8Gw8GC/Gq/E2bc0Ys5k9+APj4wfBWZvp</latexit>q0
<latexit sha1_base64="fDeeWnETboVQdJ32geospqELzNY=">AAACBnicbVC7SgNBFL0bX3F9JGppMxgEbcKuBLUzIIJl1LwgWcLsZDYZMvvIzKwQlvQ2tvoXdmJh42/4CTZ+g7NJCk08MHA493XmuBFnUlnWp5FZWl5ZXcuumxubW9u5/M5uXYaxILRGQh6Kposl5SygNcUUp81IUOy7nDbcwWVab9xTIVkYVNUooo6PewHzGMFKS3fDjtXJF6yiNQFaJPaMFMq5r4tj8/2q0sl/t7shiX0aKMKxlC3bipSTYKEY4XRstmNJI0wGuEdbmgbYp9JJJlbH6FArXeSFQr9AoYn6eyLBvpQj39WdPlZ9OV9Lxf9qrVh5507CgihWNCDTQ17MkQpR+m/UZYISxUeaYCKY9opIHwtMlE7HbN/SYaw7KrNtVdtJUoPpKh2QPR/HIqmfFO3TYunGLpRLMEUW9uEAjsCGMyjDNVSgBgR68AhP8Gw8GC/Gq/E2bc0Ys5k9+APj4wfBWZvp</latexit>q0.

5. Derive session tag <latexit sha1_base64="CiuXTXdSEX+ncvgQTPKzfs2f114=">AAACBnicbVC7SgNBFL0bXzG+YixthgTBKuyKqGVAC8uoeUGyhNnJbDJkdnadmRXCkt7GVv/A0k6sBD/AH/An/AZnkxSaeGDgcO7rzPEizpS27S8rs7S8srqWXc9tbG5t7+R3Cw0VxpLQOgl5KFseVpQzQeuaaU5bkaQ48DhtesPztN68o1KxUNT0KKJugPuC+YxgbaQb3bW7+ZJdtidAi8SZkVIl+/leuHguVrv5704vJHFAhSYcK9V27Ei7CZaaEU7HuU6saITJEPdp21CBA6rcZGJ1jA6M0kN+KM0TGk3U3xMJDpQaBZ7pDLAeqPlaKv5Xa8faP3MTJqJYU0Gmh/yYIx2i9N+oxyQlmo8MwUQy4xWRAZaYaJNOrnNNb2PTUZ1tqzlukhpMV5mAnPk4FknjqOyclI+vnFLlGKbIwj4U4RAcOIUKXEIV6kCgDw/wCE/WvfVivVpv09aMNZvZgz+wPn4AKxqcMQ==</latexit>

t0
<latexit sha1_base64="CiuXTXdSEX+ncvgQTPKzfs2f114=">AAACBnicbVC7SgNBFL0bXzG+YixthgTBKuyKqGVAC8uoeUGyhNnJbDJkdnadmRXCkt7GVv/A0k6sBD/AH/An/AZnkxSaeGDgcO7rzPEizpS27S8rs7S8srqWXc9tbG5t7+R3Cw0VxpLQOgl5KFseVpQzQeuaaU5bkaQ48DhtesPztN68o1KxUNT0KKJugPuC+YxgbaQb3bW7+ZJdtidAi8SZkVIl+/leuHguVrv5704vJHFAhSYcK9V27Ei7CZaaEU7HuU6saITJEPdp21CBA6rcZGJ1jA6M0kN+KM0TGk3U3xMJDpQaBZ7pDLAeqPlaKv5Xa8faP3MTJqJYU0Gmh/yYIx2i9N+oxyQlmo8MwUQy4xWRAZaYaJNOrnNNb2PTUZ1tqzlukhpMV5mAnPk4FknjqOyclI+vnFLlGKbIwj4U4RAcOIUKXEIV6kCgDw/wCE/WvfVivVpv09aMNZvZgz+wPn4AKxqcMQ==</latexit>

t0 from <latexit sha1_base64="fDeeWnETboVQdJ32geospqELzNY=">AAACBnicbVC7SgNBFL0bX3F9JGppMxgEbcKuBLUzIIJl1LwgWcLsZDYZMvvIzKwQlvQ2tvoXdmJh42/4CTZ+g7NJCk08MHA493XmuBFnUlnWp5FZWl5ZXcuumxubW9u5/M5uXYaxILRGQh6Kposl5SygNcUUp81IUOy7nDbcwWVab9xTIVkYVNUooo6PewHzGMFKS3fDjtXJF6yiNQFaJPaMFMq5r4tj8/2q0sl/t7shiX0aKMKxlC3bipSTYKEY4XRstmNJI0wGuEdbmgbYp9JJJlbH6FArXeSFQr9AoYn6eyLBvpQj39WdPlZ9OV9Lxf9qrVh5507CgihWNCDTQ17MkQpR+m/UZYISxUeaYCKY9opIHwtMlE7HbN/SYaw7KrNtVdtJUoPpKh2QPR/HIqmfFO3TYunGLpRLMEUW9uEAjsCGMyjDNVSgBgR68AhP8Gw8GC/Gq/E2bc0Ys5k9+APj4wfBWZvp</latexit>q0
<latexit sha1_base64="fDeeWnETboVQdJ32geospqELzNY=">AAACBnicbVC7SgNBFL0bX3F9JGppMxgEbcKuBLUzIIJl1LwgWcLsZDYZMvvIzKwQlvQ2tvoXdmJh42/4CTZ+g7NJCk08MHA493XmuBFnUlnWp5FZWl5ZXcuumxubW9u5/M5uXYaxILRGQh6Kposl5SygNcUUp81IUOy7nDbcwWVab9xTIVkYVNUooo6PewHzGMFKS3fDjtXJF6yiNQFaJPaMFMq5r4tj8/2q0sl/t7shiX0aKMKxlC3bipSTYKEY4XRstmNJI0wGuEdbmgbYp9JJJlbH6FArXeSFQr9AoYn6eyLBvpQj39WdPlZ9OV9Lxf9qrVh5507CgihWNCDTQ17MkQpR+m/UZYISxUeaYCKY9opIHwtMlE7HbN/SYaw7KrNtVdtJUoPpKh2QPR/HIqmfFO3TYunGLpRLMEUW9uEAjsCGMyjDNVSgBgR68AhP8Gw8GC/Gq/E2bc0Ys5k9+APj4wfBWZvp</latexit>q0.

6. Derive ephemeral key 
<latexit sha1_base64="30LqZh7SNQ/GgRh4zoBZp5YqcaA=">AAACEHicbVDLSsNAFJ3UV62vWpduQovgqiQi6rKgC5dV+oImlMn0ph06maQzE6GE/oQbt7rxG9yIuBV/wJ/wG5ykXWjrgYHDOffeORwvYlQqy/oyciura+sb+c3C1vbO7l5xv9SSYSwINEnIQtHxsARGOTQVVQw6kQAceAza3ugy9dt3ICQNeUNNInADPODUpwQrLblOgNVQ+gmMpj2rV6xYVSuDuUzsOanU8p+vpavncr1X/Hb6IYkD4IowLGXXtiLlJlgoShhMC04sIcJkhAfQ1ZTjAKSbZKGn5pFW+qYfCv24MjP190aCAykngacns5CLXir+53Vj5V+4CeVRrICT2Ud+zEwVmmkDZp8KIIpNNMFEUJ3VJEMsMFG6p4JzC+NYT9Tn1xq2m6QB01O6IHuxjmXSOqnaZ9XTG7tSO0Uz5NEhKqNjZKNzVEPXqI6aiKAxekCP6Mm4N16MN+N9Npoz5jsH6A+Mjx+P6KDI</latexit>

ek0

<latexit sha1_base64="30LqZh7SNQ/GgRh4zoBZp5YqcaA=">AAACEHicbVDLSsNAFJ3UV62vWpduQovgqiQi6rKgC5dV+oImlMn0ph06maQzE6GE/oQbt7rxG9yIuBV/wJ/wG5ykXWjrgYHDOffeORwvYlQqy/oyciura+sb+c3C1vbO7l5xv9SSYSwINEnIQtHxsARGOTQVVQw6kQAceAza3ugy9dt3ICQNeUNNInADPODUpwQrLblOgNVQ+gmMpj2rV6xYVSuDuUzsOanU8p+vpavncr1X/Hb6IYkD4IowLGXXtiLlJlgoShhMC04sIcJkhAfQ1ZTjAKSbZKGn5pFW+qYfCv24MjP190aCAykngacns5CLXir+53Vj5V+4CeVRrICT2Ud+zEwVmmkDZp8KIIpNNMFEUJ3VJEMsMFG6p4JzC+NYT9Tn1xq2m6QB01O6IHuxjmXSOqnaZ9XTG7tSO0Uz5NEhKqNjZKNzVEPXqI6aiKAxekCP6Mm4N16MN+N9Npoz5jsH6A+Mjx+P6KDI</latexit>

ek0 from <latexit sha1_base64="fDeeWnETboVQdJ32geospqELzNY=">AAACBnicbVC7SgNBFL0bX3F9JGppMxgEbcKuBLUzIIJl1LwgWcLsZDYZMvvIzKwQlvQ2tvoXdmJh42/4CTZ+g7NJCk08MHA493XmuBFnUlnWp5FZWl5ZXcuumxubW9u5/M5uXYaxILRGQh6Kposl5SygNcUUp81IUOy7nDbcwWVab9xTIVkYVNUooo6PewHzGMFKS3fDjtXJF6yiNQFaJPaMFMq5r4tj8/2q0sl/t7shiX0aKMKxlC3bipSTYKEY4XRstmNJI0wGuEdbmgbYp9JJJlbH6FArXeSFQr9AoYn6eyLBvpQj39WdPlZ9OV9Lxf9qrVh5507CgihWNCDTQ17MkQpR+m/UZYISxUeaYCKY9opIHwtMlE7HbN/SYaw7KrNtVdtJUoPpKh2QPR/HIqmfFO3TYunGLpRLMEUW9uEAjsCGMyjDNVSgBgR68AhP8Gw8GC/Gq/E2bc0Ys5k9+APj4wfBWZvp</latexit>q0
<latexit sha1_base64="fDeeWnETboVQdJ32geospqELzNY=">AAACBnicbVC7SgNBFL0bX3F9JGppMxgEbcKuBLUzIIJl1LwgWcLsZDYZMvvIzKwQlvQ2tvoXdmJh42/4CTZ+g7NJCk08MHA493XmuBFnUlnWp5FZWl5ZXcuumxubW9u5/M5uXYaxILRGQh6Kposl5SygNcUUp81IUOy7nDbcwWVab9xTIVkYVNUooo6PewHzGMFKS3fDjtXJF6yiNQFaJPaMFMq5r4tj8/2q0sl/t7shiX0aKMKxlC3bipSTYKEY4XRstmNJI0wGuEdbmgbYp9JJJlbH6FArXeSFQr9AoYn6eyLBvpQj39WdPlZ9OV9Lxf9qrVh5507CgihWNCDTQ17MkQpR+m/UZYISxUeaYCKY9opIHwtMlE7HbN/SYaw7KrNtVdtJUoPpKh2QPR/HIqmfFO3TYunGLpRLMEUW9uEAjsCGMyjDNVSgBgR68AhP8Gw8GC/Gq/E2bc0Ys5k9+APj4wfBWZvp</latexit>q0. Decrypt <latexit sha1_base64="XVg09hlZksOgopQ2j3H4L3ftdPA=">AAACBnicdVDLSgMxFM3UV62vWpduQovgapipxdZdQRcuq/YF7VAyadqGZjJjkhHK0L0bt/oHLt2JK8EP8Af8Cb/BTKcFFT0QOJz7OjluwKhUlvVhpJaWV1bX0uuZjc2t7Z3sbq4p/VBg0sA+80XbRZIwyklDUcVIOxAEeS4jLXd8GtdbN0RI6vO6mgTE8dCQ0wHFSGnpyutZvWzBMosnFeuoAhNSKi9IEdqmNUOhmn5/zZ095mu97Ge37+PQI1xhhqTs2FagnAgJRTEj00w3lCRAeIyGpKMpRx6RTjSzOoUHWunDgS/04wrO1O8TEfKknHiu7vSQGsnftVj8q9YJ1aDiRJQHoSIcJ4cGIYPKh/G/YZ8KghWbaIKwoNorxCMkEFY6nUz3klyHuqM231a3nSg2GK/SAS1SgP+TZtG0j83ShU6qBBKkwT7Ig0NggzKognNQAw2AwRDcgXvwYNwaT8az8ZK0poz5zB74AePtC6PinH4=</latexit>m0

<latexit sha1_base64="XVg09hlZksOgopQ2j3H4L3ftdPA=">AAACBnicdVDLSgMxFM3UV62vWpduQovgapipxdZdQRcuq/YF7VAyadqGZjJjkhHK0L0bt/oHLt2JK8EP8Af8Cb/BTKcFFT0QOJz7OjluwKhUlvVhpJaWV1bX0uuZjc2t7Z3sbq4p/VBg0sA+80XbRZIwyklDUcVIOxAEeS4jLXd8GtdbN0RI6vO6mgTE8dCQ0wHFSGnpyutZvWzBMosnFeuoAhNSKi9IEdqmNUOhmn5/zZ095mu97Ge37+PQI1xhhqTs2FagnAgJRTEj00w3lCRAeIyGpKMpRx6RTjSzOoUHWunDgS/04wrO1O8TEfKknHiu7vSQGsnftVj8q9YJ1aDiRJQHoSIcJ4cGIYPKh/G/YZ8KghWbaIKwoNorxCMkEFY6nUz3klyHuqM231a3nSg2GK/SAS1SgP+TZtG0j83ShU6qBBKkwT7Ig0NggzKognNQAw2AwRDcgXvwYNwaT8az8ZK0poz5zB74AePtC6PinH4=</latexit>m0 body 
with 

<latexit sha1_base64="hnEwot1aL9eyg3XlURti2QlVGUo="></latexit>

ek0

<latexit sha1_base64="hnEwot1aL9eyg3XlURti2QlVGUo="></latexit>

ek0. Get 
<latexit sha1_base64="7914T+qAFVDpoKJq/+MfMTfDjpI="></latexit>

dst0
<latexit sha1_base64="7914T+qAFVDpoKJq/+MfMTfDjpI="></latexit>

dst0, and <latexit sha1_base64="H9Iqu+CYHAQs1vk1au38G/dsYMM=">AAACBnicdVDLSgMxFM3UV62vWpduQovgapipxdZdQRcuq/YF7VAyadqGZjJjkhHK0L0bt/oHLt2JK8EP8Af8Cb/BTKcFFT0QOJz7OjluwKhUlvVhpJaWV1bX0uuZjc2t7Z3sbq4p/VBg0sA+80XbRZIwyklDUcVIOxAEeS4jLXd8GtdbN0RI6vO6mgTE8dCQ0wHFSGnpyuvZvWzBMosnFeuoAhNSKi9IEdqmNUOhmn5/zZ095mu97Ge37+PQI1xhhqTs2FagnAgJRTEj00w3lCRAeIyGpKMpRx6RTjSzOoUHWunDgS/04wrO1O8TEfKknHiu7vSQGsnftVj8q9YJ1aDiRJQHoSIcJ4cGIYPKh/G/YZ8KghWbaIKwoNorxCMkEFY6nUz3klyHuqM231a3nSg2GK/SAS1SgP+TZtG0j83ShU6qBBKkwT7Ig0NggzKognNQAw2AwRDcgXvwYNwaT8az8ZK0poz5zB74AePtC6WCnH8=</latexit>m1
<latexit sha1_base64="H9Iqu+CYHAQs1vk1au38G/dsYMM=">AAACBnicdVDLSgMxFM3UV62vWpduQovgapipxdZdQRcuq/YF7VAyadqGZjJjkhHK0L0bt/oHLt2JK8EP8Af8Cb/BTKcFFT0QOJz7OjluwKhUlvVhpJaWV1bX0uuZjc2t7Z3sbq4p/VBg0sA+80XbRZIwyklDUcVIOxAEeS4jLXd8GtdbN0RI6vO6mgTE8dCQ0wHFSGnpyuvZvWzBMosnFeuoAhNSKi9IEdqmNUOhmn5/zZ095mu97Ge37+PQI1xhhqTs2FagnAgJRTEj00w3lCRAeIyGpKMpRx6RTjSzOoUHWunDgS/04wrO1O8TEfKknHiu7vSQGsnftVj8q9YJ1aDiRJQHoSIcJ4cGIYPKh/G/YZ8KghWbaIKwoNorxCMkEFY6nUz3klyHuqM231a3nSg2GK/SAS1SgP+TZtG0j83ShU6qBBKkwT7Ig0NggzKognNQAw2AwRDcgXvwYNwaT8az8ZK0poz5zB74AePtC6WCnH8=</latexit>m1. Send 

<latexit sha1_base64="quh5jafR3H+2JAdJ4dNARuH9XWM=">AAACHXicbVDLSsNAFJ34rPVVHwvBzWARXEhJRNRlwY3LKn1BE8JketMOnUzizEQoQX/FjVv9C3fiVvwJv8FJ2oVWDwwczj33MSdIOFPatj+tufmFxaXl0kp5dW19Y7Oytd1WcSoptGjMY9kNiALOBLQ00xy6iQQSBRw6wegyr3fuQCoWi6YeJ+BFZCBYyCjRRvIrey4nYsABa98+xpHvYFcWgl+p2jW7AP5LnCmp1nfDAg2/8uX2Y5pGIDTlRKmeYyfay4jUjHK4L7upgoTQERlAz1BBIlBeVvzgHh8apY/DWJonNC7Unx0ZiZQaR4FxRkQP1WwtF/+r9VIdXngZE0mqQdDJojDlWMc4jwP3mQSq+dgQQiUzt2I6JJJQbUIruzdwmxpHYzqt6XhZfmA+ygTkzMbxl7RPas5Z7fTaqdZP0QQltI8O0BFy0DmqoyvUQC1E0QN6Qs/oxXq0Xq03631inbOmPTvoF6yPb2f3pCo=</latexit>

ht0, m1i
<latexit sha1_base64="quh5jafR3H+2JAdJ4dNARuH9XWM=">AAACHXicbVDLSsNAFJ34rPVVHwvBzWARXEhJRNRlwY3LKn1BE8JketMOnUzizEQoQX/FjVv9C3fiVvwJv8FJ2oVWDwwczj33MSdIOFPatj+tufmFxaXl0kp5dW19Y7Oytd1WcSoptGjMY9kNiALOBLQ00xy6iQQSBRw6wegyr3fuQCoWi6YeJ+BFZCBYyCjRRvIrey4nYsABa98+xpHvYFcWgl+p2jW7AP5LnCmp1nfDAg2/8uX2Y5pGIDTlRKmeYyfay4jUjHK4L7upgoTQERlAz1BBIlBeVvzgHh8apY/DWJonNC7Unx0ZiZQaR4FxRkQP1WwtF/+r9VIdXngZE0mqQdDJojDlWMc4jwP3mQSq+dgQQiUzt2I6JJJQbUIruzdwmxpHYzqt6XhZfmA+ygTkzMbxl7RPas5Z7fTaqdZP0QQltI8O0BFy0DmqoyvUQC1E0QN6Qs/oxXq0Xq03631inbOmPTvoF6yPb2f3pCo=</latexit>

ht0, m1i.

7. Compute <latexit sha1_base64="fLX4DBzeeYmlrNoIJXWNAvYib1w=">AAACBnicbVC7SgNBFL0bXzG+YixthgTBKuyKqGVAC8uoeUGyhNnJbDJkdnadmRXCkt7GVv/A0k6sBD/AH/An/AZnkxSaeGDgcO7rzPEizpS27S8rs7S8srqWXc9tbG5t7+R3Cw0VxpLQOgl5KFseVpQzQeuaaU5bkaQ48DhtesPztN68o1KxUNT0KKJugPuC+YxgbaQb2bW7+ZJdtidAi8SZkVIl+/leuHguVrv5704vJHFAhSYcK9V27Ei7CZaaEU7HuU6saITJEPdp21CBA6rcZGJ1jA6M0kN+KM0TGk3U3xMJDpQaBZ7pDLAeqPlaKv5Xa8faP3MTJqJYU0Gmh/yYIx2i9N+oxyQlmo8MwUQy4xWRAZaYaJNOrnNNb2PTUZ1tqzlukhpMV5mAnPk4FknjqOyclI+vnFLlGKbIwj4U4RAcOIUKXEIV6kCgDw/wCE/WvfVivVpv09aMNZvZgz+wPn4AJ9acLw==</latexit>r0
<latexit sha1_base64="fLX4DBzeeYmlrNoIJXWNAvYib1w=">AAACBnicbVC7SgNBFL0bXzG+YixthgTBKuyKqGVAC8uoeUGyhNnJbDJkdnadmRXCkt7GVv/A0k6sBD/AH/An/AZnkxSaeGDgcO7rzPEizpS27S8rs7S8srqWXc9tbG5t7+R3Cw0VxpLQOgl5KFseVpQzQeuaaU5bkaQ48DhtesPztN68o1KxUNT0KKJugPuC+YxgbaQb2bW7+ZJdtidAi8SZkVIl+/leuHguVrv5704vJHFAhSYcK9V27Ei7CZaaEU7HuU6saITJEPdp21CBA6rcZGJ1jA6M0kN+KM0TGk3U3xMJDpQaBZ7pDLAeqPlaKv5Xa8faP3MTJqJYU0Gmh/yYIx2i9N+oxyQlmo8MwUQy4xWRAZaYaJNOrnNNb2PTUZ1tqzlukhpMV5mAnPk4FknjqOyclI+vnFLlGKbIwj4U4RAcOIUKXEIV6kCgDw/wCE/WvfVivVpv09aMNZvZgz+wPn4AJ9acLw==</latexit>r0 with <latexit sha1_base64="fDeeWnETboVQdJ32geospqELzNY=">AAACBnicbVC7SgNBFL0bX3F9JGppMxgEbcKuBLUzIIJl1LwgWcLsZDYZMvvIzKwQlvQ2tvoXdmJh42/4CTZ+g7NJCk08MHA493XmuBFnUlnWp5FZWl5ZXcuumxubW9u5/M5uXYaxILRGQh6Kposl5SygNcUUp81IUOy7nDbcwWVab9xTIVkYVNUooo6PewHzGMFKS3fDjtXJF6yiNQFaJPaMFMq5r4tj8/2q0sl/t7shiX0aKMKxlC3bipSTYKEY4XRstmNJI0wGuEdbmgbYp9JJJlbH6FArXeSFQr9AoYn6eyLBvpQj39WdPlZ9OV9Lxf9qrVh5507CgihWNCDTQ17MkQpR+m/UZYISxUeaYCKY9opIHwtMlE7HbN/SYaw7KrNtVdtJUoPpKh2QPR/HIqmfFO3TYunGLpRLMEUW9uEAjsCGMyjDNVSgBgR68AhP8Gw8GC/Gq/E2bc0Ys5k9+APj4wfBWZvp</latexit>q0

<latexit sha1_base64="fDeeWnETboVQdJ32geospqELzNY=">AAACBnicbVC7SgNBFL0bX3F9JGppMxgEbcKuBLUzIIJl1LwgWcLsZDYZMvvIzKwQlvQ2tvoXdmJh42/4CTZ+g7NJCk08MHA493XmuBFnUlnWp5FZWl5ZXcuumxubW9u5/M5uXYaxILRGQh6Kposl5SygNcUUp81IUOy7nDbcwWVab9xTIVkYVNUooo6PewHzGMFKS3fDjtXJF6yiNQFaJPaMFMq5r4tj8/2q0sl/t7shiX0aKMKxlC3bipSTYKEY4XRstmNJI0wGuEdbmgbYp9JJJlbH6FArXeSFQr9AoYn6eyLBvpQj39WdPlZ9OV9Lxf9qrVh5507CgihWNCDTQ17MkQpR+m/UZYISxUeaYCKY9opIHwtMlE7HbN/SYaw7KrNtVdtJUoPpKh2QPR/HIqmfFO3TYunGLpRLMEUW9uEAjsCGMyjDNVSgBgR68AhP8Gw8GC/Gq/E2bc0Ys5k9+APj4wfBWZvp</latexit>q0. 
8. Store key-value pair 

<latexit sha1_base64="BN9rqRQX1yYBuzRavXUYyjoKwFk="></latexit>

(t0, ht�1, src0, r0, ek0i)
<latexit sha1_base64="BN9rqRQX1yYBuzRavXUYyjoKwFk="></latexit>

(t0, ht�1, src0, r0, ek0i) in 
<latexit sha1_base64="EUg3DQWBdxCKLCEpa598Ubxvxys=">AAACDXicbVDLSsNAFL2pr1pfVZdugkVwVRIp6s6CGzdClb6wCWUynbRDJ5M4MxFK6De4caOgf+FCELd+gz/hNzhJu9DWAwOHc19njhcxKpVlfRm5hcWl5ZX8amFtfWNzq7i905RhLDBp4JCFou0hSRjlpKGoYqQdCYICj5GWNzxP6607IiQNeV2NIuIGqM+pTzFSWrpxAqQGEieX426xZJWtDOY8saekdPb2mOKp1i1+O70QxwHhCjMkZce2IuUmSCiKGRkXnFiSCOEh6pOOphwFRLpJ5nhsHmilZ/qh0I8rM1N/TyQokHIUeLozczhbS8X/ap1Y+aduQnkUK8Lx5JAfM1OFZvp9s0cFwYqNNEFYUO3VxAMkEFY6pIJzTW5j3VGbbqvbbpIaTFfpgOzZOOZJ86hsH5crV3apWoEJ8rAH+3AINpxAFS6gBg3AwOEBnuHFuDdejXfjY9KaM6Yzu/AHxucPrPahNQ==</latexit>

M
<latexit sha1_base64="EUg3DQWBdxCKLCEpa598Ubxvxys=">AAACDXicbVDLSsNAFL2pr1pfVZdugkVwVRIp6s6CGzdClb6wCWUynbRDJ5M4MxFK6De4caOgf+FCELd+gz/hNzhJu9DWAwOHc19njhcxKpVlfRm5hcWl5ZX8amFtfWNzq7i905RhLDBp4JCFou0hSRjlpKGoYqQdCYICj5GWNzxP6607IiQNeV2NIuIGqM+pTzFSWrpxAqQGEieX426xZJWtDOY8saekdPb2mOKp1i1+O70QxwHhCjMkZce2IuUmSCiKGRkXnFiSCOEh6pOOphwFRLpJ5nhsHmilZ/qh0I8rM1N/TyQokHIUeLozczhbS8X/ap1Y+aduQnkUK8Lx5JAfM1OFZvp9s0cFwYqNNEFYUO3VxAMkEFY6pIJzTW5j3VGbbqvbbpIaTFfpgOzZOOZJ86hsH5crV3apWoEJ8rAH+3AINpxAFS6gBg3AwOEBnuHFuDdejXfjY9KaM6Yzu/AHxucPrPahNQ==</latexit>

M .

9. Follow Step 3, 4, 6, 7 accordingly. Get <latexit sha1_base64="Cs3nVZfYW++CVyD82r/dyPBgY30=">AAACCnicbVDLTgIxFO34RHwAsnTTSEzcSGYIUZckblyC4ZXAhHTKBRo6nbHtmJAJf+DGLf6CK3fGrT/hT/gJxg6wUPAkTU7OfZ0eL+RMadv+tDY2t7Z3dlN76f2Dw6NMNnfcVEEkKTRowAPZ9ogCzgQ0NNMc2qEE4nscWt74Jqm3HkAqFoi6noTg+mQo2IBRoo3U0r2YX5SmvWzBLtpz4HXiLEmhks9lai+z72ov+9XtBzTyQWjKiVIdxw61GxOpGeUwTXcjBSGhYzKEjqGC+KDceG53is+M0seDQJonNJ6rvydi4is18T3T6RM9Uqu1RPyv1on04NqNmQgjDYIuDg0ijnWAk7/jPpNANZ8YQqhkxiumIyIJ1SahdPcO7iPTUV1uqztunBhMVpmAnNU41kmzVHQui+WaU6iU0QIpdIJO0Tly0BWqoFtURQ1E0Rg9oRl6th6tV+vNel+0bljLmTz6A+vjB3S4ngU=</latexit>

tl�2
<latexit sha1_base64="Cs3nVZfYW++CVyD82r/dyPBgY30=">AAACCnicbVDLTgIxFO34RHwAsnTTSEzcSGYIUZckblyC4ZXAhHTKBRo6nbHtmJAJf+DGLf6CK3fGrT/hT/gJxg6wUPAkTU7OfZ0eL+RMadv+tDY2t7Z3dlN76f2Dw6NMNnfcVEEkKTRowAPZ9ogCzgQ0NNMc2qEE4nscWt74Jqm3HkAqFoi6noTg+mQo2IBRoo3U0r2YX5SmvWzBLtpz4HXiLEmhks9lai+z72ov+9XtBzTyQWjKiVIdxw61GxOpGeUwTXcjBSGhYzKEjqGC+KDceG53is+M0seDQJonNJ6rvydi4is18T3T6RM9Uqu1RPyv1on04NqNmQgjDYIuDg0ijnWAk7/jPpNANZ8YQqhkxiumIyIJ1SahdPcO7iPTUV1uqztunBhMVpmAnNU41kmzVHQui+WaU6iU0QIpdIJO0Tly0BWqoFtURQ1E0Rg9oRl6th6tV+vNel+0bljLmTz6A+vjB3S4ngU=</latexit>

tl�2, <latexit sha1_base64="MSs1sdQBdG3WILh4ShXoKYEs3X0=">AAACF3icbVC7TsMwFHXKq5RH03ZkiaiQWKgSVAFjJRbGFvUlNVHkuE5r1XGC7SCqKB8CAysM/AMbYmXkJ/gEhNN2gJYjWTo6597ro+NFlAhpmp9abm19Y3Mrv13Y2d3bL+qlcleEMUe4g0Ia8r4HBaaE4Y4kkuJ+xDEMPIp73uQy83u3mAsSsracRtgJ4IgRnyAoleTqZTuAciz8RHCUugk9sVJXr5o1cwZjlVgLUm1USsXWy8N309W/7GGI4gAziSgUYmCZkXQSyCVBFKcFOxY4gmgCR3igKIMBFk4yy54aR0oZGn7I1WPSmKm/NxIYCDENPDU5S7rsZeJ/3iCW/oWTEBbFEjM0/8iPqSFDIyvCGBKOkaRTRSDiRGU10BhyiKSqq2Bf45tYTTQX19qWk2QBs1OqIGu5jlXSPa1ZZ7V6y6o26mCOPDgAh+AYWOAcNMAVaIIOQOAOPIIn8Kzda6/am/Y+H81pi50K+APt4wdUSqNO</latexit>srcl�1
<latexit sha1_base64="MSs1sdQBdG3WILh4ShXoKYEs3X0=">AAACF3icbVC7TsMwFHXKq5RH03ZkiaiQWKgSVAFjJRbGFvUlNVHkuE5r1XGC7SCqKB8CAysM/AMbYmXkJ/gEhNN2gJYjWTo6597ro+NFlAhpmp9abm19Y3Mrv13Y2d3bL+qlcleEMUe4g0Ia8r4HBaaE4Y4kkuJ+xDEMPIp73uQy83u3mAsSsracRtgJ4IgRnyAoleTqZTuAciz8RHCUugk9sVJXr5o1cwZjlVgLUm1USsXWy8N309W/7GGI4gAziSgUYmCZkXQSyCVBFKcFOxY4gmgCR3igKIMBFk4yy54aR0oZGn7I1WPSmKm/NxIYCDENPDU5S7rsZeJ/3iCW/oWTEBbFEjM0/8iPqSFDIyvCGBKOkaRTRSDiRGU10BhyiKSqq2Bf45tYTTQX19qWk2QBs1OqIGu5jlXSPa1ZZ7V6y6o26mCOPDgAh+AYWOAcNMAVaIIOQOAOPIIn8Kzda6/am/Y+H81pi50K+APt4wdUSqNO</latexit>srcl�1,

<latexit sha1_base64="/gNb0n0KuU+s0peK+U2NUr9TKFQ=">AAACCnicbVDLTgIxFL2DL8QHIEs3jcTEjWRqiLokceMSDK8EJqRTCjR0HrYdEzLhD9y4xV9w5c649Sf8CT/B2AEWCp6kycm5r9PjhoIrbdufVmpjc2t7J72b2ds/OMzm8kdNFUSSsgYNRCDbLlFMcJ81NNeCtUPJiOcK1nLHN0m99cCk4oFf15OQOR4Z+nzAKdFGasleLM7xtJcr2iV7DrRO8JIUK4V8tvYy+672cl/dfkAjj/maCqJUB9uhdmIiNaeCTTPdSLGQ0DEZso6hPvGYcuK53Sk6NUofDQJpnq/RXP09ERNPqYnnmk6P6JFarSXif7VOpAfXTsz9MNLMp4tDg0ggHaDk76jPJaNaTAwhVHLjFdERkYRqk1Cme8fuI9NRXW6rYydODCarTEB4NY510rwo4ctSuYaLlTIskIZjOIEzwHAFFbiFKjSAwhieYAbP1qP1ar1Z74vWlLWcKcAfWB8/b8ueAg==</latexit>rl�1
<latexit sha1_base64="/gNb0n0KuU+s0peK+U2NUr9TKFQ=">AAACCnicbVDLTgIxFL2DL8QHIEs3jcTEjWRqiLokceMSDK8EJqRTCjR0HrYdEzLhD9y4xV9w5c649Sf8CT/B2AEWCp6kycm5r9PjhoIrbdufVmpjc2t7J72b2ds/OMzm8kdNFUSSsgYNRCDbLlFMcJ81NNeCtUPJiOcK1nLHN0m99cCk4oFf15OQOR4Z+nzAKdFGasleLM7xtJcr2iV7DrRO8JIUK4V8tvYy+672cl/dfkAjj/maCqJUB9uhdmIiNaeCTTPdSLGQ0DEZso6hPvGYcuK53Sk6NUofDQJpnq/RXP09ERNPqYnnmk6P6JFarSXif7VOpAfXTsz9MNLMp4tDg0ggHaDk76jPJaNaTAwhVHLjFdERkYRqk1Cme8fuI9NRXW6rYydODCarTEB4NY510rwo4ctSuYaLlTIskIZjOIEzwHAFFbiFKjSAwhieYAbP1qP1ar1Z74vWlLWcKcAfWB8/b8ueAg==</latexit>rl�1, 

<latexit sha1_base64="44Y3lYl/NOydYF3UWYQemaTxLIE="></latexit>

dstl�1

<latexit sha1_base64="44Y3lYl/NOydYF3UWYQemaTxLIE="></latexit>

dstl�1, and <latexit sha1_base64="rvlFeQgmNrozTO46BFkoYUT2I4M=">AAACCnicdVDLTgIxFO34RHwAsnTTSEzcOJlBIrgjceMSDK8EJqRTCjS0M2PbMSET/sCNW/wFV+6MW3/Cn/ATjB0GEjV6kiYn575OjxswKpVlvRtr6xubW9upnfTu3v5BJps7bEk/FJg0sc980XGRJIx6pKmoYqQTCIK4y0jbnVzF9fYdEZL6XkNNA+JwNPLokGKktNTm/Yid2bN+tmCZxcuKdV6BCSmVV6QIbdNaoFDN5zL1p/lnrZ/96A18HHLiKcyQlF3bCpQTIaEoZmSW7oWSBAhP0Ih0NfUQJ9KJFnZn8EQrAzj0hX6eggv1+0SEuJRT7upOjtRY/q7F4l+1bqiGFSeiXhAq4uHk0DBkUPkw/jscUEGwYlNNEBZUe4V4jATCSieU7t2Q21B31JbbGrYTxQbjVTqgVQrwf9IqmvaFWarrpEogQQocgWNwCmxQBlVwDWqgCTCYgAcwB4/GvfFsvBivSeuasZzJgx8w3r4A68OeUQ==</latexit>ml�1
<latexit sha1_base64="rvlFeQgmNrozTO46BFkoYUT2I4M=">AAACCnicdVDLTgIxFO34RHwAsnTTSEzcOJlBIrgjceMSDK8EJqRTCjS0M2PbMSET/sCNW/wFV+6MW3/Cn/ATjB0GEjV6kiYn575OjxswKpVlvRtr6xubW9upnfTu3v5BJps7bEk/FJg0sc980XGRJIx6pKmoYqQTCIK4y0jbnVzF9fYdEZL6XkNNA+JwNPLokGKktNTm/Yid2bN+tmCZxcuKdV6BCSmVV6QIbdNaoFDN5zL1p/lnrZ/96A18HHLiKcyQlF3bCpQTIaEoZmSW7oWSBAhP0Ih0NfUQJ9KJFnZn8EQrAzj0hX6eggv1+0SEuJRT7upOjtRY/q7F4l+1bqiGFSeiXhAq4uHk0DBkUPkw/jscUEGwYlNNEBZUe4V4jATCSieU7t2Q21B31JbbGrYTxQbjVTqgVQrwf9IqmvaFWarrpEogQQocgWNwCmxQBlVwDWqgCTCYgAcwB4/GvfFsvBivSeuasZzJgx8w3r4A68OeUQ==</latexit>ml�1.

10. Deposit <latexit sha1_base64="rvlFeQgmNrozTO46BFkoYUT2I4M=">AAACCnicdVDLTgIxFO34RHwAsnTTSEzcOJlBIrgjceMSDK8EJqRTCjS0M2PbMSET/sCNW/wFV+6MW3/Cn/ATjB0GEjV6kiYn575OjxswKpVlvRtr6xubW9upnfTu3v5BJps7bEk/FJg0sc980XGRJIx6pKmoYqQTCIK4y0jbnVzF9fYdEZL6XkNNA+JwNPLokGKktNTm/Yid2bN+tmCZxcuKdV6BCSmVV6QIbdNaoFDN5zL1p/lnrZ/96A18HHLiKcyQlF3bCpQTIaEoZmSW7oWSBAhP0Ih0NfUQJ9KJFnZn8EQrAzj0hX6eggv1+0SEuJRT7upOjtRY/q7F4l+1bqiGFSeiXhAq4uHk0DBkUPkw/jscUEGwYlNNEBZUe4V4jATCSieU7t2Q21B31JbbGrYTxQbjVTqgVQrwf9IqmvaFWarrpEogQQocgWNwCmxQBlVwDWqgCTCYgAcwB4/GvfFsvBivSeuasZzJgx8w3r4A68OeUQ==</latexit>ml�1
<latexit sha1_base64="rvlFeQgmNrozTO46BFkoYUT2I4M=">AAACCnicdVDLTgIxFO34RHwAsnTTSEzcOJlBIrgjceMSDK8EJqRTCjS0M2PbMSET/sCNW/wFV+6MW3/Cn/ATjB0GEjV6kiYn575OjxswKpVlvRtr6xubW9upnfTu3v5BJps7bEk/FJg0sc980XGRJIx6pKmoYqQTCIK4y0jbnVzF9fYdEZL6XkNNA+JwNPLokGKktNTm/Yid2bN+tmCZxcuKdV6BCSmVV6QIbdNaoFDN5zL1p/lnrZ/96A18HHLiKcyQlF3bCpQTIaEoZmSW7oWSBAhP0Ih0NfUQJ9KJFnZn8EQrAzj0hX6eggv1+0SEuJRT7upOjtRY/q7F4l+1bqiGFSeiXhAq4uHk0DBkUPkw/jscUEGwYlNNEBZUe4V4jATCSieU7t2Q21B31JbbGrYTxQbjVTqgVQrwf9IqmvaFWarrpEogQQocgWNwCmxQBlVwDWqgCTCYgAcwB4/GvfFsvBivSeuasZzJgx8w3r4A68OeUQ==</latexit>ml�1 into 

<latexit sha1_base64="44Y3lYl/NOydYF3UWYQemaTxLIE="></latexit>

dstl�1

<latexit sha1_base64="44Y3lYl/NOydYF3UWYQemaTxLIE="></latexit>

dstl�1, i.e., Bob’s Pseudonym.

…

11. Initialize 
<latexit sha1_base64="9XTHeCDGRSVDIndvOLHwy7km/F4=">AAACEXicbVC7SgNBFJ31GeMramkzGAQbw24IahMMKGK5Sl6Q3YTZyWwy7OzDmVklLPkKG1v9BDs7sfUL/AlrCwtnkxSaeGDgcM69dw7HiRgVUtc/tLn5hcWl5cxKdnVtfWMzt7VdF2HMManhkIW86SBBGA1ITVLJSDPiBPkOIw3HO0v9xi3hgoZBVQ4iYvuoF1CXYiSV1LZMCsuw2E68u+Gh0cnl9YI+ApwlxoTkT7/PyxfP3pfZyX1a3RDHPgkkZkiIlqFH0k4QlxQzMsxasSARwh7qkZaiAfKJsJNR6iHcV0oXuiFXL5BwpP7eSJAvxMB31KSPZF9Me6n4n9eKpXtiJzSIYkkCPP7IjRmUIUwrgF3KCZZsoAjCnKqsEPcRR1iqorLWNbmJ1YQ5uVY17CQNmJ5SBRnTdcySerFgHBVKV3q+UgJjZMAu2AMHwADHoAIugQlqAAMOHsAjeNLutRftVXsbj85pk50d8Afa+w/3aKEd</latexit>

⇧ = 2kw � 1
<latexit sha1_base64="9XTHeCDGRSVDIndvOLHwy7km/F4=">AAACEXicbVC7SgNBFJ31GeMramkzGAQbw24IahMMKGK5Sl6Q3YTZyWwy7OzDmVklLPkKG1v9BDs7sfUL/AlrCwtnkxSaeGDgcM69dw7HiRgVUtc/tLn5hcWl5cxKdnVtfWMzt7VdF2HMManhkIW86SBBGA1ITVLJSDPiBPkOIw3HO0v9xi3hgoZBVQ4iYvuoF1CXYiSV1LZMCsuw2E68u+Gh0cnl9YI+ApwlxoTkT7/PyxfP3pfZyX1a3RDHPgkkZkiIlqFH0k4QlxQzMsxasSARwh7qkZaiAfKJsJNR6iHcV0oXuiFXL5BwpP7eSJAvxMB31KSPZF9Me6n4n9eKpXtiJzSIYkkCPP7IjRmUIUwrgF3KCZZsoAjCnKqsEPcRR1iqorLWNbmJ1YQ5uVY17CQNmJ5SBRnTdcySerFgHBVKV3q+UgJjZMAu2AMHwADHoAIugQlqAAMOHsAjeNLutRftVXsbj85pk50d8Afa+w/3aKEd</latexit>

⇧ = 2kw � 1, where <latexit sha1_base64="ILstR0y8M5sETJkE3OKHoib+nz8=">AAACBHicbVC7TsMwFHXKq5RXgZHFokJiqhJUARuVWBhb1JfURpXj3rRWHSfYDqiKurKwwgDfwIYYWPgPfoJvwGk7QMuRLB2de+69x9eLOFPatr+szNLyyupadj23sbm1vZPf3WuoMJYU6jTkoWx5RAFnAuqaaQ6tSAIJPA5Nb3iZ1pu3IBULRU2PInAD0hfMZ5RoI1XvuvmCXbQnwIvEmZHCxcdzipdKN//d6YU0DkBoyolSbceOtJsQqRnlMM51YgURoUPSh7ahggSg3GQSdIyPjNLDfijNExpP1N8dCQmUGgWecQZED9R8LRX/q7Vj7Z+7CRNRrEHQ6SI/5liHOP017jEJVPORIYRKZrJiOiCSUG1uk+tcw01sHJXZtJrjJmnAdJQ5kDN/jkXSOCk6p8VS1SmUS2iKLDpAh+gYOegMldEVqqA6ogjQA3pET9a99Wq9We9Ta8aa9eyjP7A+fwBYwp0x</latexit>w<latexit sha1_base64="ILstR0y8M5sETJkE3OKHoib+nz8=">AAACBHicbVC7TsMwFHXKq5RXgZHFokJiqhJUARuVWBhb1JfURpXj3rRWHSfYDqiKurKwwgDfwIYYWPgPfoJvwGk7QMuRLB2de+69x9eLOFPatr+szNLyyupadj23sbm1vZPf3WuoMJYU6jTkoWx5RAFnAuqaaQ6tSAIJPA5Nb3iZ1pu3IBULRU2PInAD0hfMZ5RoI1XvuvmCXbQnwIvEmZHCxcdzipdKN//d6YU0DkBoyolSbceOtJsQqRnlMM51YgURoUPSh7ahggSg3GQSdIyPjNLDfijNExpP1N8dCQmUGgWecQZED9R8LRX/q7Vj7Z+7CRNRrEHQ6SI/5liHOP017jEJVPORIYRKZrJiOiCSUG1uk+tcw01sHJXZtJrjJmnAdJQ5kDN/jkXSOCk6p8VS1SmUS2iKLDpAh+gYOegMldEVqqA6ogjQA3pET9a99Wq9We9Ta8aa9eyjP7A+fwBYwp0x</latexit>w is the entry size.
12. Encrypt <latexit sha1_base64="/gNb0n0KuU+s0peK+U2NUr9TKFQ=">AAACCnicbVDLTgIxFL2DL8QHIEs3jcTEjWRqiLokceMSDK8EJqRTCjR0HrYdEzLhD9y4xV9w5c649Sf8CT/B2AEWCp6kycm5r9PjhoIrbdufVmpjc2t7J72b2ds/OMzm8kdNFUSSsgYNRCDbLlFMcJ81NNeCtUPJiOcK1nLHN0m99cCk4oFf15OQOR4Z+nzAKdFGasleLM7xtJcr2iV7DrRO8JIUK4V8tvYy+672cl/dfkAjj/maCqJUB9uhdmIiNaeCTTPdSLGQ0DEZso6hPvGYcuK53Sk6NUofDQJpnq/RXP09ERNPqYnnmk6P6JFarSXif7VOpAfXTsz9MNLMp4tDg0ggHaDk76jPJaNaTAwhVHLjFdERkYRqk1Cme8fuI9NRXW6rYydODCarTEB4NY510rwo4ctSuYaLlTIskIZjOIEzwHAFFbiFKjSAwhieYAbP1qP1ar1Z74vWlLWcKcAfWB8/b8ueAg==</latexit>rl�1

<latexit sha1_base64="/gNb0n0KuU+s0peK+U2NUr9TKFQ=">AAACCnicbVDLTgIxFL2DL8QHIEs3jcTEjWRqiLokceMSDK8EJqRTCjR0HrYdEzLhD9y4xV9w5c649Sf8CT/B2AEWCp6kycm5r9PjhoIrbdufVmpjc2t7J72b2ds/OMzm8kdNFUSSsgYNRCDbLlFMcJ81NNeCtUPJiOcK1nLHN0m99cCk4oFf15OQOR4Z+nzAKdFGasleLM7xtJcr2iV7DrRO8JIUK4V8tvYy+672cl/dfkAjj/maCqJUB9uhdmIiNaeCTTPdSLGQ0DEZso6hPvGYcuK53Sk6NUofDQJpnq/RXP09ERNPqYnnmk6P6JFarSXif7VOpAfXTsz9MNLMp4tDg0ggHaDk76jPJaNaTAwhVHLjFdERkYRqk1Cme8fuI9NRXW6rYydODCarTEB4NY510rwo4ctSuYaLlTIskIZjOIEzwHAFFbiFKjSAwhieYAbP1qP1ar1Z74vWlLWcKcAfWB8/b8ueAg==</latexit>rl�1 and get 
<latexit sha1_base64="mr+prayZ0pAv4SPQmZHIiil6nmE="></latexit>

Rl�1 = rl�1 � C(ekl�1)
<latexit sha1_base64="mr+prayZ0pAv4SPQmZHIiil6nmE="></latexit>

Rl�1 = rl�1 � C(ekl�1).
13. Update <latexit sha1_base64="zhVra4vso23DYL7tolNmFbK1zF8="></latexit>

⇧ = ⇧� Rl�1
<latexit sha1_base64="zhVra4vso23DYL7tolNmFbK1zF8="></latexit>

⇧ = ⇧� Rl�1. Send 
<latexit sha1_base64="Qa8rG2Dzu/AjxjIQEVIVQZw2KmY=">AAACIXicbVDLSsNAFJ3Ud33Fx04XgyK40JKUoi4FNy6rtFVoQphMb+rQySTOTIQSuvFX3LjVv3An7sR/8BucpF34OjBwOPfcx5ww5Uxpx3m3KlPTM7Nz8wvVxaXllVV7bb2jkkxSaNOEJ/I6JAo4E9DWTHO4TiWQOORwFQ7OivrVHUjFEtHSwxT8mPQFixgl2kiBve1xIvocsA5yflgfHWCvybAnSzGwd52aUwL/Je6E7J5uRiWagf3p9RKaxSA05USpruuk2s+J1IxyGFW9TEFK6ID0oWuoIDEoPy9/McJ7RunhKJHmCY1L9XtHTmKlhnFonDHRN+p3rRD/q3UzHZ34ORNppkHQ8aIo41gnuIgE95gEqvnQEEIlM7diekMkodoEV/Uu4TYzjuZkWsv18+LAYpQJyP0dx1/Sqdfco1rjwiTVQGPMoy20g/aRi47RKTpHTdRGFN2jR/SEnq0H68V6td7G1oo16dlAP2B9fAHavqX8</latexit>

htl�2,⇧i
<latexit sha1_base64="Qa8rG2Dzu/AjxjIQEVIVQZw2KmY=">AAACIXicbVDLSsNAFJ3Ud33Fx04XgyK40JKUoi4FNy6rtFVoQphMb+rQySTOTIQSuvFX3LjVv3An7sR/8BucpF34OjBwOPfcx5ww5Uxpx3m3KlPTM7Nz8wvVxaXllVV7bb2jkkxSaNOEJ/I6JAo4E9DWTHO4TiWQOORwFQ7OivrVHUjFEtHSwxT8mPQFixgl2kiBve1xIvocsA5yflgfHWCvybAnSzGwd52aUwL/Je6E7J5uRiWagf3p9RKaxSA05USpruuk2s+J1IxyGFW9TEFK6ID0oWuoIDEoPy9/McJ7RunhKJHmCY1L9XtHTmKlhnFonDHRN+p3rRD/q3UzHZ34ORNppkHQ8aIo41gnuIgE95gEqvnQEEIlM7diekMkodoEV/Uu4TYzjuZkWsv18+LAYpQJyP0dx1/Sqdfco1rjwiTVQGPMoy20g/aRi47RKTpHTdRGFN2jR/SEnq0H68V6td7G1oo16dlAP2B9fAHavqX8</latexit>

htl�2,⇧i to <latexit sha1_base64="MSs1sdQBdG3WILh4ShXoKYEs3X0=">AAACF3icbVC7TsMwFHXKq5RH03ZkiaiQWKgSVAFjJRbGFvUlNVHkuE5r1XGC7SCqKB8CAysM/AMbYmXkJ/gEhNN2gJYjWTo6597ro+NFlAhpmp9abm19Y3Mrv13Y2d3bL+qlcleEMUe4g0Ia8r4HBaaE4Y4kkuJ+xDEMPIp73uQy83u3mAsSsracRtgJ4IgRnyAoleTqZTuAciz8RHCUugk9sVJXr5o1cwZjlVgLUm1USsXWy8N309W/7GGI4gAziSgUYmCZkXQSyCVBFKcFOxY4gmgCR3igKIMBFk4yy54aR0oZGn7I1WPSmKm/NxIYCDENPDU5S7rsZeJ/3iCW/oWTEBbFEjM0/8iPqSFDIyvCGBKOkaRTRSDiRGU10BhyiKSqq2Bf45tYTTQX19qWk2QBs1OqIGu5jlXSPa1ZZ7V6y6o26mCOPDgAh+AYWOAcNMAVaIIOQOAOPIIn8Kzda6/am/Y+H81pi50K+APt4wdUSqNO</latexit>srcl�1
<latexit sha1_base64="MSs1sdQBdG3WILh4ShXoKYEs3X0=">AAACF3icbVC7TsMwFHXKq5RH03ZkiaiQWKgSVAFjJRbGFvUlNVHkuE5r1XGC7SCqKB8CAysM/AMbYmXkJ/gEhNN2gJYjWTo6597ro+NFlAhpmp9abm19Y3Mrv13Y2d3bL+qlcleEMUe4g0Ia8r4HBaaE4Y4kkuJ+xDEMPIp73uQy83u3mAsSsracRtgJ4IgRnyAoleTqZTuAciz8RHCUugk9sVJXr5o1cwZjlVgLUm1USsXWy8N309W/7GGI4gAziSgUYmCZkXQSyCVBFKcFOxY4gmgCR3igKIMBFk4yy54aR0oZGn7I1WPSmKm/NxIYCDENPDU5S7rsZeJ/3iCW/oWTEBbFEjM0/8iPqSFDIyvCGBKOkaRTRSDiRGU10BhyiKSqq2Bf45tYTTQX19qWk2QBs1OqIGu5jlXSPa1ZZ7V6y6o26mCOPDgAh+AYWOAcNMAVaIIOQOAOPIIn8Kzda6/am/Y+H81pi50K+APt4wdUSqNO</latexit>srcl�1, the 

address of 
<latexit sha1_base64="2uyNXNQ8pYF/n2m6RtFMggRcaes=">AAACF3icbVDLSsNAFJ34rPXRtF26CRbBjSUpRV0W3LgRWukLmhAm00k7dPJwZiItIR+iC7e68B/ciVuX/oSfIE7SLrT1wMDhnHvvHI4TUsKFrn8qa+sbm1vbuZ387t7+QUEtlro8iBjCHRTQgPUdyDElPu4IIijuhwxDz6G450wuU793hxkngd8WsxBbHhz5xCUICinZasn0oBhzN74m08SO6WktsdWKXtUzaKvEWJBKo1wstF4evpu2+mUOAxR52BeIQs4Hhh4KK4ZMEERxkjcjjkOIJnCEB5L60MPcirPsiXYslaHmBkw+X2iZ+nsjhh7nM8+Rk1nSZS8V//MGkXAvrJj4YSSwj+YfuRHVRKClRWhDwjASdCYJRIzIrBoaQwaRkHXlzRt8G8mJ5uJa27DiNGB6ShZkLNexSrq1qnFWrbeMSqMO5siBQ3AEToABzkEDXIEm6AAEpuARPIFn5V55Vd6U9/nomrLYKYM/UD5+ACqgozU=</latexit>

Mixl�2

<latexit sha1_base64="2uyNXNQ8pYF/n2m6RtFMggRcaes=">AAACF3icbVDLSsNAFJ34rPXRtF26CRbBjSUpRV0W3LgRWukLmhAm00k7dPJwZiItIR+iC7e68B/ciVuX/oSfIE7SLrT1wMDhnHvvHI4TUsKFrn8qa+sbm1vbuZ387t7+QUEtlro8iBjCHRTQgPUdyDElPu4IIijuhwxDz6G450wuU793hxkngd8WsxBbHhz5xCUICinZasn0oBhzN74m08SO6WktsdWKXtUzaKvEWJBKo1wstF4evpu2+mUOAxR52BeIQs4Hhh4KK4ZMEERxkjcjjkOIJnCEB5L60MPcirPsiXYslaHmBkw+X2iZ+nsjhh7nM8+Rk1nSZS8V//MGkXAvrJj4YSSwj+YfuRHVRKClRWhDwjASdCYJRIzIrBoaQwaRkHXlzRt8G8mJ5uJa27DiNGB6ShZkLNexSrq1qnFWrbeMSqMO5siBQ3AEToABzkEDXIEm6AAEpuARPIFn5V55Vd6U9/nomrLYKYM/UD5+ACqgozU=</latexit>

Mixl�2. 

…

14. Pop entry <latexit sha1_base64="CiuXTXdSEX+ncvgQTPKzfs2f114=">AAACBnicbVC7SgNBFL0bXzG+YixthgTBKuyKqGVAC8uoeUGyhNnJbDJkdnadmRXCkt7GVv/A0k6sBD/AH/An/AZnkxSaeGDgcO7rzPEizpS27S8rs7S8srqWXc9tbG5t7+R3Cw0VxpLQOgl5KFseVpQzQeuaaU5bkaQ48DhtesPztN68o1KxUNT0KKJugPuC+YxgbaQb3bW7+ZJdtidAi8SZkVIl+/leuHguVrv5704vJHFAhSYcK9V27Ei7CZaaEU7HuU6saITJEPdp21CBA6rcZGJ1jA6M0kN+KM0TGk3U3xMJDpQaBZ7pDLAeqPlaKv5Xa8faP3MTJqJYU0Gmh/yYIx2i9N+oxyQlmo8MwUQy4xWRAZaYaJNOrnNNb2PTUZ1tqzlukhpMV5mAnPk4FknjqOyclI+vnFLlGKbIwj4U4RAcOIUKXEIV6kCgDw/wCE/WvfVivVpv09aMNZvZgz+wPn4AKxqcMQ==</latexit>

t0
<latexit sha1_base64="CiuXTXdSEX+ncvgQTPKzfs2f114=">AAACBnicbVC7SgNBFL0bXzG+YixthgTBKuyKqGVAC8uoeUGyhNnJbDJkdnadmRXCkt7GVv/A0k6sBD/AH/An/AZnkxSaeGDgcO7rzPEizpS27S8rs7S8srqWXc9tbG5t7+R3Cw0VxpLQOgl5KFseVpQzQeuaaU5bkaQ48DhtesPztN68o1KxUNT0KKJugPuC+YxgbaQb3bW7+ZJdtidAi8SZkVIl+/leuHguVrv5704vJHFAhSYcK9V27Ei7CZaaEU7HuU6saITJEPdp21CBA6rcZGJ1jA6M0kN+KM0TGk3U3xMJDpQaBZ7pDLAeqPlaKv5Xa8faP3MTJqJYU0Gmh/yYIx2i9N+oxyQlmo8MwUQy4xWRAZaYaJNOrnNNb2PTUZ1tqzlukhpMV5mAnPk4FknjqOyclI+vnFLlGKbIwj4U4RAcOIUKXEIV6kCgDw/wCE/WvfVivVpv09aMNZvZgz+wPn4AKxqcMQ==</latexit>

t0 from 
<latexit sha1_base64="XR5rcgvqowhS5y3zvDOTEIMgUyY=">AAACDXicbVDLSsNAFJ3UV62vqks3wSK4KokUdWfBjRuhSl/YhDKZ3rRDJ5M4MxFK6De4caOgf+FCELd+gz/hNzhJu9DWAwOHc19njhcxKpVlfRm5hcWl5ZX8amFtfWNzq7i905RhLAg0SMhC0fawBEY5NBRVDNqRABx4DFre8Dytt+5ASBryuhpF4Aa4z6lPCVZaunECrAaSJJfjbrFkla0M5jyxp6R09vaY4qnWLX47vZDEAXBFGJayY1uRchMsFCUMxgUnlhBhMsR96GjKcQDSTTLHY/NAKz3TD4V+XJmZ+nsiwYGUo8DTnZnD2Voq/lfrxMo/dRPKo1gBJ5NDfsxMFZrp980eFUAUG2mCiaDaq0kGWGCidEgF5xpuY91Rm26r226SGkxX6YDs2TjmSfOobB+XK1dWqVpBE+TRHtpHh8hGJ6iKLlANNRBBHD2gZ/Ri3BuvxrvxMWnNGdOZXfQHxucPrKahNA==</latexit>

M
<latexit sha1_base64="XR5rcgvqowhS5y3zvDOTEIMgUyY=">AAACDXicbVDLSsNAFJ3UV62vqks3wSK4KokUdWfBjRuhSl/YhDKZ3rRDJ5M4MxFK6De4caOgf+FCELd+gz/hNzhJu9DWAwOHc19njhcxKpVlfRm5hcWl5ZX8amFtfWNzq7i905RhLAg0SMhC0fawBEY5NBRVDNqRABx4DFre8Dytt+5ASBryuhpF4Aa4z6lPCVZaunECrAaSJJfjbrFkla0M5jyxp6R09vaY4qnWLX47vZDEAXBFGJayY1uRchMsFCUMxgUnlhBhMsR96GjKcQDSTTLHY/NAKz3TD4V+XJmZ+nsiwYGUo8DTnZnD2Voq/lfrxMo/dRPKo1gBJ5NDfsxMFZrp980eFUAUG2mCiaDaq0kGWGCidEgF5xpuY91Rm26r226SGkxX6YDs2TjmSfOobB+XK1dWqVpBE+TRHtpHh8hGJ6iKLlANNRBBHD2gZ/Ri3BuvxrvxMWnNGdOZXfQHxucPrKahNA==</latexit>

M . Get <latexit sha1_base64="iN4ppiNvHPvQU+ws3l8PnfkW7iA=">AAACCXicbVDLTgIxFO34RHwAsnTTSEzcSGYMUZckblyC4ZXAhHRKgUqnM7Z3TMiEL3DjVr7BjTvj1q/wJ/wEYwdYKHiSJifnvk6PFwquwbY/rbX1jc2t7dROendv/yCTzR02dBApyuo0EIFqeUQzwSWrAwfBWqFixPcEa3qj66TefGBK80DWYBwy1ycDyfucEjBSA7rxmTPpZgt20Z4BrxJnQQrlfC5TfZl+V7rZr04voJHPJFBBtG47dghuTBRwKtgk3Yk0CwkdkQFrGyqJz7Qbz9xO8IlRergfKPMk4Jn6eyImvtZj3zOdPoGhXq4l4n+1dgT9KzfmMoyASTo/1I8EhgAnX8c9rhgFMTaEUMWNV0yHRBEKJqB055bdR6ajsthWc9w4MZisMgE5y3GsksZ50bkolqpOoVxCc6TQETpGp8hBl6iMblAF1RFFd+gJPaOp9Wi9Wm/W+7x1zVrM5NEfWB8/m+ydjg==</latexit>

t�1
<latexit sha1_base64="iN4ppiNvHPvQU+ws3l8PnfkW7iA=">AAACCXicbVDLTgIxFO34RHwAsnTTSEzcSGYMUZckblyC4ZXAhHRKgUqnM7Z3TMiEL3DjVr7BjTvj1q/wJ/wEYwdYKHiSJifnvk6PFwquwbY/rbX1jc2t7dROendv/yCTzR02dBApyuo0EIFqeUQzwSWrAwfBWqFixPcEa3qj66TefGBK80DWYBwy1ycDyfucEjBSA7rxmTPpZgt20Z4BrxJnQQrlfC5TfZl+V7rZr04voJHPJFBBtG47dghuTBRwKtgk3Yk0CwkdkQFrGyqJz7Qbz9xO8IlRergfKPMk4Jn6eyImvtZj3zOdPoGhXq4l4n+1dgT9KzfmMoyASTo/1I8EhgAnX8c9rhgFMTaEUMWNV0yHRBEKJqB055bdR6ajsthWc9w4MZisMgE5y3GsksZ50bkolqpOoVxCc6TQETpGp8hBl6iMblAF1RFFd+gJPaOp9Wi9Wm/W+7x1zVrM5NEfWB8/m+ydjg==</latexit>

t�1, 
<latexit sha1_base64="xEj3ljIxTCcpgmRx4keTrKfobus=">AAACEXicbVDLSsNAFJ3UV62vWpduQovgqiQi6rKgC5dV+oImlsn0ph06mcSZiVBCv8KNW134Dy4Ecas/4E/4DU7SLrT1wMDhnHvvHI4XMSqVZX0ZuaXlldW1/HphY3Nre6e4W2rJMBYEmiRkoeh4WAKjHJqKKgadSAAOPAZtb3Se+u07EJKGvKHGEbgBHnDqU4KVlm6cAKuh9BMpyKRn9YoVq2plMBeJPSOVWv7ztXTxXK73it9OPyRxAFwRhqXs2lak3AQLRQmDScGJJUSYjPAAuppyHIB0kyz1xDzQSt/0Q6EfV2am/t5IcCDlOPD0ZJZy3kvF/7xurPwzN6E8ihVwMv3Ij5mpQjOtwOxTAUSxsSaYCKqzmmSIBSZKF1VwruE21hP12bWG7SZpwPSULsier2ORtI6q9kn1+Mqu1I7RFHm0j8roENnoFNXQJaqjJiJIoAf0iJ6Me+PFeDPep6M5Y7azh/7A+PgBfcShSg==</latexit>src0
<latexit sha1_base64="xEj3ljIxTCcpgmRx4keTrKfobus=">AAACEXicbVDLSsNAFJ3UV62vWpduQovgqiQi6rKgC5dV+oImlsn0ph06mcSZiVBCv8KNW134Dy4Ecas/4E/4DU7SLrT1wMDhnHvvHI4XMSqVZX0ZuaXlldW1/HphY3Nre6e4W2rJMBYEmiRkoeh4WAKjHJqKKgadSAAOPAZtb3Se+u07EJKGvKHGEbgBHnDqU4KVlm6cAKuh9BMpyKRn9YoVq2plMBeJPSOVWv7ztXTxXK73it9OPyRxAFwRhqXs2lak3AQLRQmDScGJJUSYjPAAuppyHIB0kyz1xDzQSt/0Q6EfV2am/t5IcCDlOPD0ZJZy3kvF/7xurPwzN6E8ihVwMv3Ij5mpQjOtwOxTAUSxsSaYCKqzmmSIBSZKF1VwruE21hP12bWG7SZpwPSULsier2ORtI6q9kn1+Mqu1I7RFHm0j8roENnoFNXQJaqjJiJIoAf0iJ6Me+PFeDPep6M5Y7azh/7A+PgBfcShSg==</latexit>src0, <latexit sha1_base64="fLX4DBzeeYmlrNoIJXWNAvYib1w=">AAACBnicbVC7SgNBFL0bXzG+YixthgTBKuyKqGVAC8uoeUGyhNnJbDJkdnadmRXCkt7GVv/A0k6sBD/AH/An/AZnkxSaeGDgcO7rzPEizpS27S8rs7S8srqWXc9tbG5t7+R3Cw0VxpLQOgl5KFseVpQzQeuaaU5bkaQ48DhtesPztN68o1KxUNT0KKJugPuC+YxgbaQb2bW7+ZJdtidAi8SZkVIl+/leuHguVrv5704vJHFAhSYcK9V27Ei7CZaaEU7HuU6saITJEPdp21CBA6rcZGJ1jA6M0kN+KM0TGk3U3xMJDpQaBZ7pDLAeqPlaKv5Xa8faP3MTJqJYU0Gmh/yYIx2i9N+oxyQlmo8MwUQy4xWRAZaYaJNOrnNNb2PTUZ1tqzlukhpMV5mAnPk4FknjqOyclI+vnFLlGKbIwj4U4RAcOIUKXEIV6kCgDw/wCE/WvfVivVpv09aMNZvZgz+wPn4AJ9acLw==</latexit>r0

<latexit sha1_base64="fLX4DBzeeYmlrNoIJXWNAvYib1w=">AAACBnicbVC7SgNBFL0bXzG+YixthgTBKuyKqGVAC8uoeUGyhNnJbDJkdnadmRXCkt7GVv/A0k6sBD/AH/An/AZnkxSaeGDgcO7rzPEizpS27S8rs7S8srqWXc9tbG5t7+R3Cw0VxpLQOgl5KFseVpQzQeuaaU5bkaQ48DhtesPztN68o1KxUNT0KKJugPuC+YxgbaQb2bW7+ZJdtidAi8SZkVIl+/leuHguVrv5704vJHFAhSYcK9V27Ei7CZaaEU7HuU6saITJEPdp21CBA6rcZGJ1jA6M0kN+KM0TGk3U3xMJDpQaBZ7pDLAeqPlaKv5Xa8faP3MTJqJYU0Gmh/yYIx2i9N+oxyQlmo8MwUQy4xWRAZaYaJNOrnNNb2PTUZ1tqzlukhpMV5mAnPk4FknjqOyclI+vnFLlGKbIwj4U4RAcOIUKXEIV6kCgDw/wCE/WvfVivVpv09aMNZvZgz+wPn4AJ9acLw==</latexit>r0, and 
<latexit sha1_base64="30LqZh7SNQ/GgRh4zoBZp5YqcaA=">AAACEHicbVDLSsNAFJ3UV62vWpduQovgqiQi6rKgC5dV+oImlMn0ph06maQzE6GE/oQbt7rxG9yIuBV/wJ/wG5ykXWjrgYHDOffeORwvYlQqy/oyciura+sb+c3C1vbO7l5xv9SSYSwINEnIQtHxsARGOTQVVQw6kQAceAza3ugy9dt3ICQNeUNNInADPODUpwQrLblOgNVQ+gmMpj2rV6xYVSuDuUzsOanU8p+vpavncr1X/Hb6IYkD4IowLGXXtiLlJlgoShhMC04sIcJkhAfQ1ZTjAKSbZKGn5pFW+qYfCv24MjP190aCAykngacns5CLXir+53Vj5V+4CeVRrICT2Ud+zEwVmmkDZp8KIIpNNMFEUJ3VJEMsMFG6p4JzC+NYT9Tn1xq2m6QB01O6IHuxjmXSOqnaZ9XTG7tSO0Uz5NEhKqNjZKNzVEPXqI6aiKAxekCP6Mm4N16MN+N9Npoz5jsH6A+Mjx+P6KDI</latexit>

ek0

<latexit sha1_base64="30LqZh7SNQ/GgRh4zoBZp5YqcaA=">AAACEHicbVDLSsNAFJ3UV62vWpduQovgqiQi6rKgC5dV+oImlMn0ph06maQzE6GE/oQbt7rxG9yIuBV/wJ/wG5ykXWjrgYHDOffeORwvYlQqy/oyciura+sb+c3C1vbO7l5xv9SSYSwINEnIQtHxsARGOTQVVQw6kQAceAza3ugy9dt3ICQNeUNNInADPODUpwQrLblOgNVQ+gmMpj2rV6xYVSuDuUzsOanU8p+vpavncr1X/Hb6IYkD4IowLGXXtiLlJlgoShhMC04sIcJkhAfQ1ZTjAKSbZKGn5pFW+qYfCv24MjP190aCAykngacns5CLXir+53Vj5V+4CeVRrICT2Ud+zEwVmmkDZp8KIIpNNMFEUJ3VJEMsMFG6p4JzC+NYT9Tn1xq2m6QB01O6IHuxjmXSOqnaZ9XTG7tSO0Uz5NEhKqNjZKNzVEPXqI6aiKAxekCP6Mm4N16MN+N9Npoz5jsH6A+Mjx+P6KDI</latexit>

ek0.
15. Encrypt <latexit sha1_base64="fLX4DBzeeYmlrNoIJXWNAvYib1w=">AAACBnicbVC7SgNBFL0bXzG+YixthgTBKuyKqGVAC8uoeUGyhNnJbDJkdnadmRXCkt7GVv/A0k6sBD/AH/An/AZnkxSaeGDgcO7rzPEizpS27S8rs7S8srqWXc9tbG5t7+R3Cw0VxpLQOgl5KFseVpQzQeuaaU5bkaQ48DhtesPztN68o1KxUNT0KKJugPuC+YxgbaQb2bW7+ZJdtidAi8SZkVIl+/leuHguVrv5704vJHFAhSYcK9V27Ei7CZaaEU7HuU6saITJEPdp21CBA6rcZGJ1jA6M0kN+KM0TGk3U3xMJDpQaBZ7pDLAeqPlaKv5Xa8faP3MTJqJYU0Gmh/yYIx2i9N+oxyQlmo8MwUQy4xWRAZaYaJNOrnNNb2PTUZ1tqzlukhpMV5mAnPk4FknjqOyclI+vnFLlGKbIwj4U4RAcOIUKXEIV6kCgDw/wCE/WvfVivVpv09aMNZvZgz+wPn4AJ9acLw==</latexit>r0

<latexit sha1_base64="fLX4DBzeeYmlrNoIJXWNAvYib1w=">AAACBnicbVC7SgNBFL0bXzG+YixthgTBKuyKqGVAC8uoeUGyhNnJbDJkdnadmRXCkt7GVv/A0k6sBD/AH/An/AZnkxSaeGDgcO7rzPEizpS27S8rs7S8srqWXc9tbG5t7+R3Cw0VxpLQOgl5KFseVpQzQeuaaU5bkaQ48DhtesPztN68o1KxUNT0KKJugPuC+YxgbaQb2bW7+ZJdtidAi8SZkVIl+/leuHguVrv5704vJHFAhSYcK9V27Ei7CZaaEU7HuU6saITJEPdp21CBA6rcZGJ1jA6M0kN+KM0TGk3U3xMJDpQaBZ7pDLAeqPlaKv5Xa8faP3MTJqJYU0Gmh/yYIx2i9N+oxyQlmo8MwUQy4xWRAZaYaJNOrnNNb2PTUZ1tqzlukhpMV5mAnPk4FknjqOyclI+vnFLlGKbIwj4U4RAcOIUKXEIV6kCgDw/wCE/WvfVivVpv09aMNZvZgz+wPn4AJ9acLw==</latexit>r0 and get 
<latexit sha1_base64="oXYjJeXrxPXfKVuBcdFN9aRmaV8="></latexit>

R0 = r0 � C(ek0)
<latexit sha1_base64="oXYjJeXrxPXfKVuBcdFN9aRmaV8="></latexit>

R0 = r0 � C(ek0).
16. Update 

<latexit sha1_base64="Mq5ypCzWOmNnGWu/0s5oXYm/xl8=">AAACGXicbVDLSsNAFJ3UV62vWN25GVoEVyWRom6Egi5cxtIXNCFMppN26OThzESooV/ixpWg/+DCnYg7V/6E3+Ck7UJbD8xwOPfcB8eLGRXSML603NLyyupafr2wsbm1vaPvFlsiSjgmTRyxiHc8JAijIWlKKhnpxJygwGOk7Q0vsnr7lnBBo7AhRzFxAtQPqU8xkkpy9X3bovAcZr8dxSwRsO4arl42KsYEcJGYM1Ku5T9eipePJcvVv+1ehJOAhBIzJETXNGLppIhLihkZF+xEkBjhIeqTrqIhCohw0sn1Y3iolB70I65eKOFE/d2RokCIUeApZ4DkQMzXMvG/WjeR/pmT0jBOJAnxdJGfMCgjmEUBe5QTLNlIEYQ5VbdCPEAcYakCK9h1cpMohzWb1jCdNDswG6UCMufjWCSt44p5Uqleq6SqYIo8OAAlcARMcApq4ApYoAkwuAMP4Ak8a/faq/amvU+tOW3Wswf+QPv8Af9jol8=</latexit>

⇧ = ⇧� R0
<latexit sha1_base64="Mq5ypCzWOmNnGWu/0s5oXYm/xl8=">AAACGXicbVDLSsNAFJ3UV62vWN25GVoEVyWRom6Egi5cxtIXNCFMppN26OThzESooV/ixpWg/+DCnYg7V/6E3+Ck7UJbD8xwOPfcB8eLGRXSML603NLyyupafr2wsbm1vaPvFlsiSjgmTRyxiHc8JAijIWlKKhnpxJygwGOk7Q0vsnr7lnBBo7AhRzFxAtQPqU8xkkpy9X3bovAcZr8dxSwRsO4arl42KsYEcJGYM1Ku5T9eipePJcvVv+1ehJOAhBIzJETXNGLppIhLihkZF+xEkBjhIeqTrqIhCohw0sn1Y3iolB70I65eKOFE/d2RokCIUeApZ4DkQMzXMvG/WjeR/pmT0jBOJAnxdJGfMCgjmEUBe5QTLNlIEYQ5VbdCPEAcYakCK9h1cpMohzWb1jCdNDswG6UCMufjWCSt44p5Uqleq6SqYIo8OAAlcARMcApq4ApYoAkwuAMP4Ak8a/faq/amvU+tOW3Wswf+QPv8Af9jol8=</latexit>

⇧ = ⇧� R0 and send it to <latexit sha1_base64="xEj3ljIxTCcpgmRx4keTrKfobus=">AAACEXicbVDLSsNAFJ3UV62vWpduQovgqiQi6rKgC5dV+oImlsn0ph06mcSZiVBCv8KNW134Dy4Ecas/4E/4DU7SLrT1wMDhnHvvHI4XMSqVZX0ZuaXlldW1/HphY3Nre6e4W2rJMBYEmiRkoeh4WAKjHJqKKgadSAAOPAZtb3Se+u07EJKGvKHGEbgBHnDqU4KVlm6cAKuh9BMpyKRn9YoVq2plMBeJPSOVWv7ztXTxXK73it9OPyRxAFwRhqXs2lak3AQLRQmDScGJJUSYjPAAuppyHIB0kyz1xDzQSt/0Q6EfV2am/t5IcCDlOPD0ZJZy3kvF/7xurPwzN6E8ihVwMv3Ij5mpQjOtwOxTAUSxsSaYCKqzmmSIBSZKF1VwruE21hP12bWG7SZpwPSULsier2ORtI6q9kn1+Mqu1I7RFHm0j8roENnoFNXQJaqjJiJIoAf0iJ6Me+PFeDPep6M5Y7azh/7A+PgBfcShSg==</latexit>src0
<latexit sha1_base64="xEj3ljIxTCcpgmRx4keTrKfobus=">AAACEXicbVDLSsNAFJ3UV62vWpduQovgqiQi6rKgC5dV+oImlsn0ph06mcSZiVBCv8KNW134Dy4Ecas/4E/4DU7SLrT1wMDhnHvvHI4XMSqVZX0ZuaXlldW1/HphY3Nre6e4W2rJMBYEmiRkoeh4WAKjHJqKKgadSAAOPAZtb3Se+u07EJKGvKHGEbgBHnDqU4KVlm6cAKuh9BMpyKRn9YoVq2plMBeJPSOVWv7ztXTxXK73it9OPyRxAFwRhqXs2lak3AQLRQmDScGJJUSYjPAAuppyHIB0kyz1xDzQSt/0Q6EfV2am/t5IcCDlOPD0ZJZy3kvF/7xurPwzN6E8ihVwMv3Ij5mpQjOtwOxTAUSxsSaYCKqzmmSIBSZKF1VwruE21hP12bWG7SZpwPSULsier2ORtI6q9kn1+Mqu1I7RFHm0j8roENnoFNXQJaqjJiJIoAf0iJ6Me+PFeDPep6M5Y7azh/7A+PgBfcShSg==</latexit>src0, i.e. Alice.17. Compute 

<latexit sha1_base64="S3fWLJMVHT8Qc9oEQBM0xbmR02g="></latexit>

⇤ = �j2[l]C(ekj) �⇧
<latexit sha1_base64="S3fWLJMVHT8Qc9oEQBM0xbmR02g="></latexit>

⇤ = �j2[l]C(ekj) �⇧.

 
<latexit sha1_base64="mwtNOe96z5xwSPCxtP/2hkiJTIw="></latexit>

ht�1 = ;, m0i
<latexit sha1_base64="mwtNOe96z5xwSPCxtP/2hkiJTIw="></latexit>

ht�1 = ;, m0i
 

<latexit sha1_base64="7kwdGWFCDpROCiCSnbSFywffsLE=">AAACHXicbVDLSsNAFJ34rPVVHwvBzaAILqQkUtRlwY3LKn1BE8JketMOnUzizEQoof6KG7f6F+7ErfgTfoOTtAtfBwYO5577mBMknClt2x/W3PzC4tJyaaW8ura+sVnZ2m6rOJUUWjTmsewGRAFnAlqaaQ7dRAKJAg6dYHSZ1zt3IBWLRVOPE/AiMhAsZJRoI/mVPZcTMeCAtW+f4Mh3sCsLwa8c2lW7AP5LnBk5rO+GBRp+5dPtxzSNQGjKiVI9x060lxGpGeUwKbupgoTQERlAz1BBIlBeVvxggo+M0sdhLM0TGhfq946MREqNo8A4I6KH6nctF/+r9VIdXngZE0mqQdDpojDlWMc4jwP3mQSq+dgQQiUzt2I6JJJQbUIruzdwmxpHYzat6XhZfmA+ygTk/I7jL2mfVp2zau3aJFVDU5TQPjpAx8hB56iOrlADtRBF9+gRPaFn68F6sV6tt6l1zpr17KAfsN6/AGenpCk=</latexit>

ht0, m1i
<latexit sha1_base64="7kwdGWFCDpROCiCSnbSFywffsLE=">AAACHXicbVDLSsNAFJ34rPVVHwvBzaAILqQkUtRlwY3LKn1BE8JketMOnUzizEQoof6KG7f6F+7ErfgTfoOTtAtfBwYO5577mBMknClt2x/W3PzC4tJyaaW8ura+sVnZ2m6rOJUUWjTmsewGRAFnAlqaaQ7dRAKJAg6dYHSZ1zt3IBWLRVOPE/AiMhAsZJRoI/mVPZcTMeCAtW+f4Mh3sCsLwa8c2lW7AP5LnBk5rO+GBRp+5dPtxzSNQGjKiVI9x060lxGpGeUwKbupgoTQERlAz1BBIlBeVvxggo+M0sdhLM0TGhfq946MREqNo8A4I6KH6nctF/+r9VIdXngZE0mqQdDpojDlWMc4jwP3mQSq+dgQQiUzt2I6JJJQbUIruzdwmxpHYzat6XhZfmA+ygTk/I7jL2mfVp2zau3aJFVDU5TQPjpAx8hB56iOrlADtRBF9+gRPaFn68F6sV6tt6l1zpr17KAfsN6/AGenpCk=</latexit>

ht0, m1i
 

<latexit sha1_base64="vFDhSWhGG7hIiJ0azCyZQXWOB4o=">AAACJXicbVDLSsNAFJ34tr7qY+dmsAgutCSlqMuCG5dV7AOaECbTmzo4mcSZiVBCtv6KG7f6F+5EcOUf+A1O0i58HRg4nHNfc4KEM6Vt+92amZ2bX1hcWq6srK6tb1Q3t7oqTiWFDo15LPsBUcCZgI5mmkM/kUCigEMvuDkr/N4dSMVicaXHCXgRGQkWMkq0kfwqdjkRIw5Y+xk/auSHOCqIk2NXloZfrdl1uwT+S5wpqbV2whJtv/rpDmOaRiA05USpgWMn2suI1IxyyCtuqiAh9IaMYGCoIBEoLyt/kuN9owxxGEvzhMal+r0jI5FS4ygwlRHR1+q3V4j/eYNUh6dexkSSahB0sihMOdYxLmLBQyaBaj42hFDJzK2YXhNJqDbhVdxLuE1NRXs67crxsuLAYpQJyPkdx1/SbdSd43rzwiTVRBMsoV20hw6Qg05QC52jNuogiu7RI3pCz9aD9WK9Wm+T0hlr2rONfsD6+AL/E6ed</latexit>

htl�2, ml�1i
<latexit sha1_base64="vFDhSWhGG7hIiJ0azCyZQXWOB4o=">AAACJXicbVDLSsNAFJ34tr7qY+dmsAgutCSlqMuCG5dV7AOaECbTmzo4mcSZiVBCtv6KG7f6F+5EcOUf+A1O0i58HRg4nHNfc4KEM6Vt+92amZ2bX1hcWq6srK6tb1Q3t7oqTiWFDo15LPsBUcCZgI5mmkM/kUCigEMvuDkr/N4dSMVicaXHCXgRGQkWMkq0kfwqdjkRIw5Y+xk/auSHOCqIk2NXloZfrdl1uwT+S5wpqbV2whJtv/rpDmOaRiA05USpgWMn2suI1IxyyCtuqiAh9IaMYGCoIBEoLyt/kuN9owxxGEvzhMal+r0jI5FS4ygwlRHR1+q3V4j/eYNUh6dexkSSahB0sihMOdYxLmLBQyaBaj42hFDJzK2YXhNJqDbhVdxLuE1NRXs67crxsuLAYpQJyPkdx1/SbdSd43rzwiTVRBMsoV20hw6Qg05QC52jNuogiu7RI3pCz9aD9WK9Wm+T0hlr2rONfsD6+AL/E6ed</latexit>

htl�2, ml�1i

 
<latexit sha1_base64="eqI74Hep5Z2p8ObklQycVTwLTT0=">AAACIXicbVDLSsNAFJ34rPVVHztdDBbBhZZERF0W3Lis0hc0oUymN+3gZBJnJkIJ3fgrbtzqX7gTd+I/+A1O0i609cDA4dxzH3P8mDOlbfvTmptfWFxaLqwUV9fWNzZLW9tNFSWSQoNGPJJtnyjgTEBDM82hHUsgoc+h5d9dZfXWA0jFIlHXwxi8kPQFCxgl2kjd0r7LiehzwLqb8pPT0TF2awy7Mhe7pbJdsXPgWeJMSLm6G+SodUvfbi+iSQhCU06U6jh2rL2USM0oh1HRTRTEhN6RPnQMFSQE5aX5L0b40Cg9HETSPKFxrv7uSEmo1DD0jTMkeqCma5n4X62T6ODSS5mIEw2CjhcFCcc6wlkkuMckUM2HhhAqmbkV0wGRhGoTXNG9hfvEOGqTaXXHS7MDs1EmIGc6jlnSPK0455WzG6dcPUNjFNAeOkBHyEEXqIquUQ01EEWP6Bm9oFfryXqz3q2PsXXOmvTsoD+wvn4A2w6l/Q==</latexit>

htl�2,⇧i
<latexit sha1_base64="eqI74Hep5Z2p8ObklQycVTwLTT0=">AAACIXicbVDLSsNAFJ34rPVVHztdDBbBhZZERF0W3Lis0hc0oUymN+3gZBJnJkIJ3fgrbtzqX7gTd+I/+A1O0i609cDA4dxzH3P8mDOlbfvTmptfWFxaLqwUV9fWNzZLW9tNFSWSQoNGPJJtnyjgTEBDM82hHUsgoc+h5d9dZfXWA0jFIlHXwxi8kPQFCxgl2kjd0r7LiehzwLqb8pPT0TF2awy7Mhe7pbJdsXPgWeJMSLm6G+SodUvfbi+iSQhCU06U6jh2rL2USM0oh1HRTRTEhN6RPnQMFSQE5aX5L0b40Cg9HETSPKFxrv7uSEmo1DD0jTMkeqCma5n4X62T6ODSS5mIEw2CjhcFCcc6wlkkuMckUM2HhhAqmbkV0wGRhGoTXNG9hfvEOGqTaXXHS7MDs1EmIGc6jlnSPK0455WzG6dcPUNjFNAeOkBHyEEXqIquUQ01EEWP6Bm9oFfryXqz3q2PsXXOmvTsoD+wvn4A2w6l/Q==</latexit>

htl�2,⇧i 
<latexit sha1_base64="xwO2U5myi8MfRm38DiUHFOHVY8s=">AAACH3icbVDLSsNAFJ34tr7iY6WbwSK4kJKIqMuCG5dV+oImhMn0pg5OJnFmIpRQ8FfcuNW/cCdu+xN+g5O0C60eGDice+5jTphyprTjjK25+YXFpeWV1cra+sbmlr2901ZJJim0aMIT2Q2JAs4EtDTTHLqpBBKHHDrh/VVR7zyCVCwRTT1MwY/JQLCIUaKNFNj7HidiwAHrIHdGJ9hrMOzJUgrsqlNzSuC/xJ2San0vKtEI7C+vn9AsBqEpJ0r1XCfVfk6kZpTDqOJlClJC78kAeoYKEoPy8/IPI3xklD6OEmme0LhUf3bkJFZqGIfGGRN9p2ZrhfhfrZfp6NLPmUgzDYJOFkUZxzrBRSC4zyRQzYeGECqZuRXTOyIJ1Sa2incLD5lxNKbTmq6fFwcWo0xA7mwcf0n7tOae185u3Gr9DE2wgg7QITpGLrpAdXSNGqiFKHpCL+gVvVnP1rv1YX1OrHPWtGcX/YI1/gaCgqVO</latexit>

ht0,⇧i
<latexit sha1_base64="xwO2U5myi8MfRm38DiUHFOHVY8s=">AAACH3icbVDLSsNAFJ34tr7iY6WbwSK4kJKIqMuCG5dV+oImhMn0pg5OJnFmIpRQ8FfcuNW/cCdu+xN+g5O0C60eGDice+5jTphyprTjjK25+YXFpeWV1cra+sbmlr2901ZJJim0aMIT2Q2JAs4EtDTTHLqpBBKHHDrh/VVR7zyCVCwRTT1MwY/JQLCIUaKNFNj7HidiwAHrIHdGJ9hrMOzJUgrsqlNzSuC/xJ2San0vKtEI7C+vn9AsBqEpJ0r1XCfVfk6kZpTDqOJlClJC78kAeoYKEoPy8/IPI3xklD6OEmme0LhUf3bkJFZqGIfGGRN9p2ZrhfhfrZfp6NLPmUgzDYJOFkUZxzrBRSC4zyRQzYeGECqZuRXTOyIJ1Sa2incLD5lxNKbTmq6fFwcWo0xA7mwcf0n7tOae185u3Gr9DE2wgg7QITpGLrpAdXSNGqiFKHpCL+gVvVnP1rv1YX1OrHPWtGcX/YI1/gaCgqVO</latexit>

ht0,⇧i

 
<latexit sha1_base64="/JVdAklrqsDOBl4upQiSJIMniSI=">AAACBnicbVDLSgMxFL1TX7W+qi7dBIvgqsyIqDsLblyO2he0Q8mkmTY0kxmTjFCG7t24VfQj3Im48zf8Cb/BTNuFth4IHM49996T68ecKW3bX1ZuYXFpeSW/Wlhb39jcKm7v1FWUSEJrJOKRbPpYUc4ErWmmOW3GkuLQ57ThDy6yeuOOSsUiUdXDmHoh7gkWMIK1kW7aLusUS3bZHgPNE2dKSucfzxle3E7xu92NSBJSoQnHSrUcO9ZeiqVmhNNRoZ0oGmMywD3aMlTgkCovHUcdoQOjdFEQSfOERmP1d0eKQ6WGoW+cIdZ9NVvLxP9qrUQHZ17KRJxoKshkUZBwpCOU/Rt1maRE86EhmEhmsiLSxxITba5TaF/T28Q43Om0quOlWcBslDmQM3uOeVI/Kjsn5eMrp1Q5hgnysAf7cAgOnEIFLsGFGhDowQM8wpN1b71ab9b7xJqzpj278AfW5w+km53j</latexit>

⇧
<latexit sha1_base64="/JVdAklrqsDOBl4upQiSJIMniSI=">AAACBnicbVDLSgMxFL1TX7W+qi7dBIvgqsyIqDsLblyO2he0Q8mkmTY0kxmTjFCG7t24VfQj3Im48zf8Cb/BTNuFth4IHM49996T68ecKW3bX1ZuYXFpeSW/Wlhb39jcKm7v1FWUSEJrJOKRbPpYUc4ErWmmOW3GkuLQ57ThDy6yeuOOSsUiUdXDmHoh7gkWMIK1kW7aLusUS3bZHgPNE2dKSucfzxle3E7xu92NSBJSoQnHSrUcO9ZeiqVmhNNRoZ0oGmMywD3aMlTgkCovHUcdoQOjdFEQSfOERmP1d0eKQ6WGoW+cIdZ9NVvLxP9qrUQHZ17KRJxoKshkUZBwpCOU/Rt1maRE86EhmEhmsiLSxxITba5TaF/T28Q43Om0quOlWcBslDmQM3uOeVI/Kjsn5eMrp1Q5hgnysAf7cAgOnEIFLsGFGhDowQM8wpN1b71ab9b7xJqzpj278AfW5w+km53j</latexit>

⇧

Fig. 2: The working of Periscoping protocol. Statements in light color are mixnet operations.

source (i.e., the return address to Alice). With its private key
sk0, Mix0 can peel off the first layer of onion encryption. It
(1) decrypts the header, unpacking 𝑞0 (Step 4); (2) generates a
𝑞0-derived session identifier 𝑡0 (Step 5); and (3) decrypts the
body using 𝑞0-derived ephemeral key ek0, unpacking dst0, the
identifier for the next hop mix, and 𝑚1, the message to relay
(Step 6). Mix0 then sends the tuple ⟨𝑡0,𝑚1⟩ to Mix1.

Note the session tag is used for identifying the session for the
responding procedure. Together with a local key-value store 𝑀 ,
a mix can maintain sufficient information (Step 8) for getting
back to Alice. The protocol works similarly along the mixnet
path. Eventually, Mix𝑙−1, the final mix, deposits 𝑚𝑙−1 into the
intended pseudonym of Bob (Step 10).
Response generation and delivery. After concluding message
delivery, Mix𝑙−1 initiates the responding procedure, returning
the request results back to Alice. To implement response
compression, Mix𝑙−1 first initializes the result entries Π to an
all-1 string (Step 11), which will be updated by each mix Mix𝑗
along the return path (i.e., 𝑗 = 𝑙 − 1, 𝑙 − 2, . . . , 1, 0).

More specifically, each Mix𝑗 receives a tuple ⟨𝑡 𝑗 ,Π⟩, where
𝑡 𝑗 is the session tag and Π is the intermediate result of 𝑘 entries.
With 𝑡 𝑗 ,Mix𝑗 looks up the persisted session information from 𝑀 ,
recovering the upstream session tag 𝑡 𝑗−1, the upstream address
src𝑗 , its computed share of the result 𝑟 𝑗 , and the ephemeral
key ek𝑗 for the session (Step 14).

Then, Mix𝑗 encrypts 𝑟 𝑗 with a stream cipher C, using ek𝑗 as
the key (Step 15). Stream cipher is ideal in our design because
the ciphertext 𝑅 𝑗 is simply produced by XORing the plaintext
𝑟 𝑗 with C(ek𝑗 ), a random key pad of the same length. It allows
Alice to easily remove the random key pads for response
reconstruction. In our construction, we use ChaCha20 [41] as
C due to its maturity in industrial use and high performance.

As the last step on Mix𝑗 , 𝑅 𝑗 , the ciphertext of the local
response, is used to update Π via XOR operations (Step 16).
Eventually, the response is sent back to Alice. She can recover
Λ, the requested 𝑘 database entries, by removing all the random
key pads from Π (Step 17). As aforementioned, these random
key pads can be reconstructed using C and the ephemeral key
with every mix along the path.

IV. CONSTRUCTION DETAILS

We describe the construction details of PRFSetPIR in Perisco-
ping which makes one of our major contributions. We conclude
this section with an analysis of Periscoping.

A. Constrained Pseudorandom Functions

A constrained Pseudorandom Function (cPRF) [37]–[39]
(also known as Delegatable PRF [36]) is a special form of
keyed PRFs, which allows a proxy to evaluate its output on
a subset of its input domain, but is undefined on other inputs.
Here we review its formal definition based on KPTZ13 [36],
with minor adaptation to our problem context.

Definition 1 (cPRF). Given key space K = {0, 1}𝜆 (𝜆 is a
security parameter), input domain X, and output range Y, a
cPRF 𝐹 is defined in four polynomial-time algorithms:

• 𝐹 .KeyGen() → msk, a randomized algorithm that outputs a
master key msk ∈ K.

• 𝐹 .Eval(msk, 𝑥) → 𝑦, a deterministic algorithm that takes as
input a master key msk ∈ K and an element 𝑥 ∈ X, and
outputs an element 𝑦 ∈ Y. We write 𝐹 .Eval(msk, 𝑥) as
𝐹 (msk, 𝑥) when it is clear from the context.

• 𝐹 .Constrain(msk, 𝑆) → ck, a randomized algorithm that
takes as input a master key msk ∈ K and a subset 𝑆 ⊆ X,
and outputs a constrained key ck ∈ {0, 1}𝜆𝐶 . The key ck
enables the evaluation of 𝐹 (msk, 𝑥) on all 𝑥 ∈ 𝑆 . 𝑆 should
be in the form of an integer range, i.e., [𝑎, 𝑏] ⊆ X.

• 𝐹 .CEval(ck, 𝑥) → 𝑦, a deterministic algorithm that takes as
input a constrained key ck ∈ K𝐶 and an element 𝑥 ∈ X,
and outputs an element 𝑦 ∈ Y or undefined ⊥. Specifically,
given ck = 𝐹 .Constrain(msk, 𝑆), we have 𝐹 .CEval(ck, 𝑥) =
𝐹 (msk, 𝑥) for all 𝑥 ∈ 𝑆 , and 𝐹 .CEval(ck, 𝑥) =⊥ if 𝑥 ∉ 𝑆 . □

The cPRF in Definition 1 has the following properties.
(1) Correctness. It guarantees that, with the constrained

key, one can reproduce 𝐹 (msk, ·) at the specified sub-
set 𝑆 of inputs, even if msk is kept private. That is,
𝐹 .CEval(𝐹 .Constrain(msk, 𝑆), 𝑥) = 𝐹 (msk, 𝑥) for all 𝑥 ∈ 𝑆 .



(2) Security. Aside from the security guarantee of a PRF,
a cPRF has constrained security, which intuitively enforces
that, given several constrained keys generated from a secret
master key msk, 𝐹 (msk, ·) looks like random at all points to a
probabilistic polynomial-time adversary A such that A cannot
compute itself. The formal definition is beyond our scope.

(3) Pseudorandomness of constrained keys. A constrained
key ck in KPTZ13 looks random, provided that its associated
master key msk is not known. This property is implied by the
fact that ck is ultimately generated by a PRF [40].

(4) Performance. All algorithms in a cPRF are polynomial-
time. In fact, KPTZ13’s construction is completely based on a
tree-based PRF, very efficient for its evaluations.

B. PRFSetPIR: Request Compression

PRFSetPIR is a novel PIR scheme, working as the core
of the Periscoping protocol. Built upon BasicPIR (Sec. II-B),
it reduces bandwidth usage with compressed representation
pseudorandom sets, by the application of a cPRF.

Consider accessing a single 𝐷𝐵 entry. With BasicPIR, each
request is an 𝑛-bit bitset, in which every bit is set with
probability 0.5. From the perspective of information theory,
lossless compression seems impossible. Fortunately, we make
compression possible in PRFSetPIR, by taking advantage of the
fact that this subset is generated randomly. Moreover, the entry
to be retrieved can be random, thus it is unnecessary to go for
a specific entry index. Without loss of generality, we assume 𝑙
is even and 𝐷𝐵 has 𝑛 = 2𝑑 entries. In the case of batching with
Reverse Cuckoo Hashing (Sec. III-C), we assume each bucket
has size 𝑛 = 2𝑑 . We also assume the availability of a cPRF
𝐹 , with key space K = {0, 1}𝜆 , input domain X = [2𝑑−1], and
output range Y = [2𝑑 ].
Representation of pseudorandom multisets. Recall from
Sec. III-C that, given each 𝐷𝐵 index 𝑖 in Y, a pseudo-
random multiset 𝑆 with 𝑛

2 elements can be generated as
𝑆 = {𝐹 (msk, 𝑥) |𝑥 ∈ X} (Sec. III-C). We say msk is a
compressed representation of 𝑆 , denoted as 𝑆 = S(msk). Given
range [𝑎, 𝑏] ⊆ [2𝑑−1], we generate a constrained key ck =
𝐹 .Constrain(msk, [𝑎, 𝑏]). Let 𝑆 ′ = {𝐹 .CEval(ck, 𝑥) |𝑥 ∈ [𝑎, 𝑏]}.
As a result, we say ck is a compressed representation of 𝑆 ′, a
subset of 𝑆 with (𝑏 − 𝑎 + 1) elements, i.e., 𝑆 ′ = S(ck).
Request generation. With the compressed representation of
pseudorandom sets, we present the procedure for generating
PIR requests 𝑞0, 𝑞1, . . . , 𝑞𝑙−1, in the following steps.

1. Set generation. Apply 𝐹 .KeyGen() repeatedly for 𝑙
2 times to

get msk0,msk1, . . . ,msk𝑙/2. These are essentially 𝑙
2 distinct

subsets of [2𝑑 ], each with [2𝑑−1] elements.
2. Range sampling. For each 𝑢 in [ 𝑙2 ], draw two numbers

𝑤𝑢 and 𝑤 ′
𝑢 from binomial distribution 𝐵𝑖𝑛𝑜𝑚𝑖𝑎𝑙 (2𝑑−1, 𝜃 )

independently (e.g., 𝜃 = 0.5). Generate two random ranges
[𝑎𝑢, 𝑏𝑢] and [𝑎′𝑢, 𝑏′𝑢], with 𝑤𝑢 and 𝑤 ′

𝑢 elements.
3. Set splitting. For each 𝑢 in [ 𝑙2 ], compute four constrained

keys for master key msk𝑢 :

ck𝑢,1 = 𝐹 .Constrain(msk𝑢, [𝑎𝑢, 𝑏𝑢]),
ck𝑢,2 = 𝐹 .Constrain(msk𝑢, [2𝑑−1] \ [𝑎𝑢, 𝑏𝑢]),
ck′𝑢,1 = 𝐹 .Constrain(msk𝑢, [𝑎′𝑢, 𝑏′𝑢]),
ck′𝑢,2 = 𝐹 .Constrain(msk𝑢, [2𝑑−1] \ [𝑎′𝑢, 𝑏′𝑢]),

except that ck0,1 = 𝐹 .Constrain(msk0, [𝑎0 + 1, 𝑏0]).
4. Request composition. For every odd 𝑗 in [𝑙], let 𝑢 = 𝑗−1

2 .
Build request 𝑞 𝑗 = ⟨ck𝑢,1, ck𝑢+1,2⟩. For every even 𝑗 in [𝑙],
let 𝑢 = 𝑗

2 . Build request 𝑞 𝑗 = ⟨ck′𝑢,1, ck′𝑢+1,2⟩.
C. Analysis and Discussion

We next analyze the practicality of PRFSetPIR.
Correctness. PIR requests 𝑞0, 𝑞1, . . . , 𝑞𝑙−1 are the correct
requests for entry 𝐷𝐵 [𝐹 (msk0, 𝑎0)], a random entry. To see
the reason intuitively, consider each request 𝑞 𝑗 as the union
of two subsets, i.e.,S(ck 𝑗−1

2 ,1) and S(ck 𝑗+1
2 ,2) (for odd 𝑗), or

S(ck′ 𝑗

2 ,1
) and S(ck′ 𝑗

2 +1,2) (for even 𝑗). The union is⋃
𝑗∈[𝑙 ]

𝑞 𝑗 =
⋃

𝑢∈[ 𝑙2 ]
[2S(msk𝑢)] \ {𝐹 (msk0, 𝑎0)}.

Since we XOR all elements to produce the result Λ, the final
remaining item would be 𝐷𝐵 [𝐹 (msk0, 𝑎0)].
Security. The main result of our security analysis is as follows.

Theorem 1. PRFSetPIR is zero-leakage for sampling proba-
bility 𝜃 = 0.5. In general, it is 𝜖-differentially private, where
𝜖 = 4 · 𝑎𝑟𝑐𝑡𝑎𝑛ℎ[(1 − 2𝜃 )] and 𝜃 = 0.5 is a special case.

Proof sketch. Consider 𝑙 queries as an 𝑙 × 2𝑑 matrix 𝑀 . Its
elements are binary, and each row represents a query and each
column an entry. Thus, adversary A is interested in the sum
of each column, denoted by 𝑠𝑖 for column 𝑖.

Let 𝑜𝑖 denote the sum of the observable part of column 𝑖 of
𝑀 , and 𝑟𝑖 denote the event that the actual queried entry has
index 𝑖. We show that PRFSetPIR ensure that 𝑃 (𝑜𝑖 |𝑟𝑖 )

𝑃 (𝑜𝑖 |𝑟𝑖′ ) ≤ 𝑒𝜖 for
any 𝑖′ ≠ 𝑖. Since elements are sampled independently, this is
equivalent to 𝑃 (𝑜𝑖 |𝑟𝑖 ) ·𝑃 (𝑜𝑖′ |𝑟𝑖 )

𝑃 (𝑜𝑖 |𝑟𝑖′ ) ·𝑃 (𝑜𝑖′ |𝑟𝑖′ ) ≤ 𝑒𝜖 .
Recall that the number of elements in each request is subject

to distribution 𝐵𝑖𝑛𝑜𝑚𝑖𝑎𝑙 (2𝑑 , 𝜃 ). Hence, we have 𝑃 (𝑠𝑖 is even) =
0 and 𝑃 (𝑠𝑖′ is even = 1

2 + 1
2 (1 − 2𝜃 )2𝑑 ). Based on these, we

can calculate the upper bound for the previous expression as
𝜖 = 4 ·𝑎𝑟𝑐𝑡𝑎𝑛ℎ[(1− 2𝜃 ) |𝑠𝑖 |− |𝑜𝑖 | ], where |𝑠𝑖 | − |𝑜𝑖 | = 1 under the
any-trust model. □

Practicality. Periscoping is readily deployable as an add-on.
Computational overhead. The construction of Periscoping
requires cheap cryptographic primitives only. The introduced
cPRF algorithms (Definition 1) are all polynomial-time; in
fact, every algorithm in the KPTZ13 construction is at most
𝑂 (𝜆 log2 𝑛), where 𝜆 is the security parameter and 𝑛 is the
number of 𝐷𝐵 entries. As a result, the request compression
technique can run in 𝑂 (𝑘𝑙𝜆 log2 𝑛) time, where 𝑘 is the batch
size and 𝑙 is the mixnet path length. In addition, the response
compression is even more efficient. It involves encryption with
a standard stream cipher (i.e., ChaCha20) and bitwise XOR
operations only. Both are known to have linear complexity in
the message length and 𝜃 , and to be trivially parallelly scalable.



Bandwidth overhead. The user downloads an 𝑂 (𝑘)-size re-
sponse (i.e., constant in 𝑛), meeting the linear scalability goal.
For requests, Periscoping reuses some fields in the mixnet
packet to reduce bandwidth usage. It introduces an 𝑂 (𝑘 log2 𝑛)-
size bandwidth overhead, regardless of the mixnet path length
𝑙 . Since a user has to send at least 𝑂 (𝑘 log𝑛) bytes to specify
𝑘 indices, Periscoping is close to the optimum.
Limitations. Periscoping has limitations similar to the SOTA
mixnets: (1) It requires a one-time bootstrapping process, where
a user must hold its corresponding directory entries as priori.
(2) It has malleable constructions, such that it cannot work
correctly should an active attacker exist.

V. EXPERIMENTAL STUDY

This section evaluates Periscoping empirically. We focus
on its bandwidth usage and computational complexity, while
scaling the mixnet size up to tens of millions of mixes.
Settings and parameters. We assumed w.l.o.g. that the batch
size 𝑘 for 𝐷𝐵 access is always equal to the mixnet path length
𝑙 . We set the entry size in the mixnet key directory to 384
bytes, aligned with the report in [19]. We vary the number of
entries in 𝐷𝐵 between 212, roughly the size of Tor, and 224.
Baselines. Periscoping is evaluated in comparison with the
following three secure solutions as baselines.

• Trivial: the “download-all” approach. This is the current
practice in many mixnet systems. Following the settings in
[19], we assume 1% of the mixes update their keys, implying
that each user has to download 1% of the 𝐷𝐵 entries. This
is a conservative estimation, as mixes are typically required
to update their keys more frequently to guarantee strong
forward secrecy. We use this solution to further illustrate
the scalability problem.

• SpiralPIR-Tor: Strawman 1 with SpiralPIR [32], the state-
of-the-art single-server PIR. This verifies its high cost.

• Piggybacking. Strawman 2, which shares the same protocol
framework with Periscoping. It can illustrate the effectiveness
of our PRFSetPIR construction.

A. Bandwidth Consumption

We first illustrate the network usage of different schemes.
More specifically, we evaluate the induced user upload traffic,
user download traffic, and the aggregate traffic overhead caused
by a user getting regular 𝐷𝐵 updates.
User upload traffic (Fig. 3). The amount of user upload traffic
depends on both the mixnet size 𝑛 and the batch size 𝑘. We
use two settings 𝑘 = 16 and 𝑘 = 32, with varying 𝑛. We skip
Trivial in this experiment, as its download size is negligible.

As observed, Periscoping has the least amount of user
upload traffic under all mixnet configurations. Even though
it has a small growth factor as more mixes are added, its
bandwidth consumption is still many magnitudes lower that
other schemes with 224 mixes. As compared to Piggybacking,
Periscoping is much more bandwidth-efficient, thanks to the
request compression technique of PRFSetPIR. SpiralPIR-Tor
has a constant, yet bulky upload size. Its large request size

roots in its use of BFV [29] encryption, which introduces noises
to mask homomorphic arithmetic operations.

User download traffic (Fig. 4). Under our setting, Trivial
requires a user to download 1% of 𝐷𝐵 each time, which is
linear to 𝑛. Here we set 𝑛 = 216, a moderate 𝐷𝐵 size. Different
from user upload traffic, schemes other than Trivial induce user
download traffic depending on the batch size 𝑘 only. This is
understandable since the more entries are batched in a single
request, the more data a user needs to download. Thanks to
the response compression technique of PRFSetPIR, Periscoping
incurs the least amount of user download traffic, which is
again magnitudes lower that other schemes. Periscoping and
SpiralPIR-Tor have download sizes linear in the batch size 𝑘;
Piggybacking has a super-linear growth, whose download may
even exceed Trivial for 𝑘 > 25.

Mix traffic. We evaluate the average bandwidth cost caused
by a single mix user accessing 𝐷𝐵. To make a fair comparison,
we calculate the aggregate traffic overhead, which is the
additionally generated traffic beyond mixnet communications.
Our evaluation is conducted under 𝑘 = 16 (Fig. 5) and 𝑘 = 32
(Fig. 6). Note the x- and the y-axis are in log scale.
Trivial shows no difference for the two settings of 𝑘 , and the

traffic overhead grows linearly with 𝑛. Because SpiralPIR-Tor
is a two-party protocol between the user and a single mix, its
generated traffic overhead is equal to the sum of user upload
and user download. Although Periscoping involves all mixes
along the path, it requires a similar traffic overhead on mixes
to SpiralPIR-Tor. Considering its much cheaper computational
cost (verified below), Periscoping is a better choice.

B. Computational Overhead

Implementation and deployment. We implement Perisco-
ping’s core functionalities with over 1k lines of C++ code.
More specifically, we implement KPTZ13 cPRF based on the
GGM PRF construction [40], with a pseudorandom generator
from OpenSSL. Moreover, Piggybacking is realized with its
subset of features, and we evaluate SpiralPIR-Tor based on
an open-source implementation of SpiralPIR. We deploy our
prototypes on an HPC server, with 36-core 3.10GHz Intel Xeon
Gold CPU and 250GB memory.

Performace. The execution times of different protocols are
summarized in Table I. Please note that the statistics in the
SpiralPIR-Tor column are in seconds, while the running times
of the other two schemes are measured in milliseconds.
Zero leakage. As compared to Piggybacking and Periscoping,
SpiralPIR-Tor’s computational cost is at least three magnitudes
higher, due mainly to the expensive homomorphic cryptography.
Its long running times make it not applicable in practice. Among
the three schemes, Piggybacking is more efficient computa-
tionally. Periscoping is built upon the Piggybacking protocol
framework, with optimizations that compress requests and
responses. Considering the reduced bandwidth consumption,
the minor CPU cost—introduced by repetitive invocation of
cPRF algorithms—is well-justified.
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Fig. 3: User upload traffic.

Stage #
Mixes

SpiralPIR-
Tor Piggybacking Periscoping

zero-leakage 𝜖 = 10−2 𝜖 = 10−4

216 8.8 s 6.7 ms 15.2 ms 15.0 ms 15.0 msRequest
building 220 11.1 s 8.3 ms 40.8 ms 40.8 ms 40.6 ms

216 60.1 s 1.4 ms 3.6 ms 1.6 ms (41.7%) 2.2 ms (61.1%)Response
Generation 220 973.4 s 22.5 ms 59.9 ms 19.2 ms (32.1%) 29.5 ms (49.2%)

216 20.3 s 0.6 ms 0.4 ms 0.4 ms 0.4 msResponse
Recovery 220 21.8 s 0.6 ms 0.3 ms 0.3 ms 0.3 ms

TABLE I: Prototype performance evaluation.
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Fig. 5: Traffic overhead on a mix (𝑘 = 16).
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Fig. 6: Traffic overhead on a mix (𝑘 = 32).

Differentially-private variants. Table I also shows Periscoping
for a weaker 𝜖-differential privacy. Under a moderate 𝜖 = 10−2

(resp. tight 𝜖 = 10−4) bound, on average it takes only 36.9%
(resp. 55.2%) time compared to the zero-leakage setup. This
is a huge saving on a mix that handles thousands of queries
each round, making Periscoping more attractive in practice.

VI. RELATED WORK

Scalability in Tor. Tor [17] has a similar scalability problem
in key distribution. As discussed earlier, WalkingOnion [19],
the state-of-the-art Telescoping-based solution, works with an
expensive circuit-building phase that is typically non-existent
in a free-route mixnet. PIR-Tor [20] and ConsenSGX [21]
involve expensive cryptographic primitives.

Other solutions in Tor are peer-to-peer protocols, including
Crowds [42] and ShadowWalker [43]. However, both protocols
are vulnerable to route-capture attacks [44], and have a relatively
high risk of becoming victim to epistemic attacks [15]. They
cannot fit into the security requirement of a mixnet.
PIR. We identify the key distribution problem in mixnets as a
random-index PIR problem, However, existing PIR schemes
are not directly or ideally applicable. which we review below.
cPRF-based PIR. CK20 [45] is an online-offline PIR, which
offers cheap online request processing at the cost of an
expensive amortizable offline preprocessing step. Such schemes
rely on the assumption that the underlying database is static.
Shi et al. [46] proposed a two-server scheme, while a single-
machine scheme was constructed in [47]. Unfortunately, none
of these constructions can work with 𝑙 servers where at most
𝑙 − 1 servers may collude.
Multi-server PIR has been studied extensively. Our construc-
tion is directly based on Chor et al. [23], with novel techniques
to compress its requests and responses. There are other 𝑙-
server PIR schemes that can tolerate up-to (𝑙 − 1) colluding
servers (e.g., [48]–[51]), These schemes typically generate less

communicating traffic; however, their constructions require
complex encoding of 𝐷𝐵 via, e.g., locally decodable codes
[52], and cannot work well if 𝐷𝐵 is updating constantly.
Single-server PIR. With a single machine hosting 𝐷𝐵, com-
putational security is the best one can achieve [22]. Recent
constructions, including XPIR [24], SealPIR [25], OnionPIR
[26], and SpiralPIR [32] are all based on existing (some-
what) homomorphic encryptions, resulting in extremely high
computational and bandwidth overhead. FrodoPIR [53] is an
online-offline protocol. It requires expensive preprocessing, not
efficiently applicable to the constantly updating 𝐷𝐵.
Other PIR constuctions. Random-Index PIR [35] models the
design objectives of Periscoping precisely. However, the pro-
posed constructions either depend on primitives that are not yet
practical (e.g., fully homomorphic encryptions), or generate too
much traffic for communications. Differentially-PIR [34], [54]
relaxes the computational or the information-theoretic security,
for a better performance. Their promise is that the information
leakage is bounded by a constant factor 𝜖. The security of
Periscoping follows the same definition, while our PRFSetPIR
provides a construction more suitable to mixnets.

VII. CONCLUSION

This paper proposes Periscoping, a protocol that addresses
the scalability issue in mixnets. It achieves the three objectives:
linearly scalable, secure, and efficient in both computation
complexity and bandwidth consumption. Our experiments show
that it exhibits superior performance in large-scale mixnets, as
compared to the state-of-the-arts.
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